
W h at's Ne w

O nly a fe w  ye ars ago, 9 0%  of us e r support calls w ould com e  from  de s k tops at 
fixe d locations on a local or w ide -are a ne tw ork . Ch ange s  in w ork ing m e th ods 
and ch ange s  in life style  h ave  cre ate d a far w ide r spe ctrum  of conne ctivity 
re q uire m e nts for supporting today's  m obile  w ork force . 

Ve rs ion 11 of Ve ctor's  m ark e t le ading re m ote  control solution de live rs a s e t of 
fe ature s  de s igne d for today's  ne e ds  for re m ote  support of us e r PCs, 
irre spe ctive  of location, and particularly for m obile  w ork e rs  w h e th e r in a W iFi 
h otspot, a h ote l room , or m aybe  just at h om e , be h ind th e ir pe rsonal fire w all.

Fire w all Frie ndline ss
Supporting us e rs  w ith in a LAN/W AN 
e nvironm e nt did not usually involve  
fire w all is sue s, e xce pt pe rh aps 
w h e re  inte r-de partm e ntal fire w alls 
h ad be e n installe d as part of inte rnal 
s e curity m e asure s.Today h ow e ve r, 
ne gotiating a fire w all is  a 
com m onplace  is sue  in s e tting up a 
re m ote  control s e s s ion to a re m ote  
us e r. PC-Duo re sponds to th is  ne e d 
w ith  im ple m e ntation of ne w  W e b 
protocols for inbound conne ction via 
a fire w all, and for re solution of NAT 
addre s s e s . Th e  H ost can now  sw itch  
its  role  to function as a clie nt and 
e stablis h  an outbound conne ction 
th rough  a fire w all to th e  Gate w ay; 
th e  Gate w ay in turn m anage s  any 
re q ue sts for conne ction from  PC-Duo 
Maste rs.

SSL Auth e ntication
SSL auth e ntication be com e s  a 
corne rstone  of th e  im ple m e ntation 
of fire w all frie ndline s s. In 
com bination w ith  Proxy H ost now  
be ing adde d autom atically to th e  
W indow s Fire w all e xce ption list, th is  
m e ans th at in th e  gre at m ajority of 
instance s  th e re  w ill be  no ne e d for 
any fire w all port ch ange s  w h e n 
installing th e  Proxy H ost to w ork  on 
a re m ote  w ork e r's  laptop.

PC-Duo Re m ote  Control
  V11 h igh ligh ts



PC-Duo v11 H igh ligh ts

Sim plicity Maintaine d
A k e y re q uire m e nt for th e  v11 de ve lopm e nt te am  w as to re tain th e  s im plicity of installation, 
configuration and us e  th at us e rs  of v10 e njoy. W ith  th e  SSL auth e ntication, installing PC-Duo v11 to 
w ork  th rough  fire w alls and NAT de vice s  is  transpare nt to th e  us e r.

Se curity: Enh ance d Encryption
Th e re  is  ofte n conce rn ove r th e  s e curity of W iFi ne tw ork s  in particular, and PC-Duo v11 introduce s  256 
bit AES block  ciph e r e ncryption and SH A-1 h as h ing as de fault s e ttings for Maste r-H ost conne ctions. For 
us e rs  of th e  PC-Duo Ente rpris e  configuration, th e  Gate w ay supports oth e r e ncryption s e ttings including 
19 2 bit and 128 bit AES, and also Triple -DES.

Ne xt Ge ne ration Ne tw ork  Addre ss ing
PC-Duo v11 is  future -proofe d w ith  support for IP v6 addre s s ing.

Ne w  PC-Duo De ploym e nt Tool 
Th e  PC-Duo D e ploym e nt Tool provide s  a fam ily of functions for stre am lining th e  initial de ploym e nt and 
ongoing m ainte nance  of your PC-Duo infrastructure . Th e  four m ain are as of activity supporte d are  -

Cre ate  de fault and custom  configuration te m plate s  for PC-Duo H ost, and cre ate  .m s i installation file s.

Configure  te m plate s  for s e le cte d bas ic fe ature s  of PC-Duo Gate w ay and PC-Duo Maste r.

Install - or uninstall - PC-Duo H ost, PC-Duo Gate w ay, or PC-Duo Maste r on com pute rs  in your 
ne tw ork . You can install th e  product from  a W indow s Installe r installation (.m s i) file , or us ing a 
transform  (.m st) file .

Re m ote ly re boot com pute rs  on your ne tw ork .

Th e  D e ploym e nt Tool, w h ich  is  its e lf an 
MMC snap-in, is  organize d around four 
tre e  vie w  com pone nts -

Installation File s - w h e re  .MSI and 
.MST file s are  h e ld

Configurations - for custom izing H ost, 
Gate w ay and Maste r configurations 
and cre ating .m st file s

Ne tw ork  Place s  - groups of ne tw ork  
com pute rs, targe ts for installation, 
update  or re m oval

Re ports - sum m ary re cording of your 
product de ploym e nt h istory.

A w ide  range  of H ost configuration options 
can be  de fine d w ith  th e  D e ploym e nt Tool, 
cove ring Acce s s  Re strictions, Conne ction 
Pe rm is s ion protocols, Gate w ays s e ttings - 
w h ich  Gate w ays th e  H ost re ports to and 
w h e th e r all se s s ions m ust be  route d th rough  a Gate w ay, Ke yboard and Mouse  s h aring and lock -out 
options, Scre e n Blank ing options, D isconne ct and Se s s ion Te rm ination options, Se curity s e ttings and 
Ne tw ork  Protocols.
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