
Solutions H igh ligh ts

IT profe ss ionals are  s e arch ing for te ch nology to re duce  th e  ris k  of ass e t and 

data loss or th e ft. Th e y are  unde r pre ssure  to act q uick ly. Ve ctor's Ass e t 

Locator is  a proje ct-base d re sponse  to th is  de m and. W e  supply th e  optim um  

ass e t discove ry, location and prote ction te ch nologie s  to m atch  th e  

custom e r's  s ituation. Draw ing on a m e nu of s e rvice s, Ve ctor w ill w ork  w ith  

organizations from  ne e ds  ass e s sm e nt th rough  to post installation re vie w .

Ve ctor Asse t Locator: v5.0

Bridging Se curity and Asse t Manage m e nt

Track  Re cord

Since  e nte ring th is  fie ld in 2006, Ve ctor h as  

w ork e d w ith  organizations of all size s, th e  

large st curre ntly involving approxim ate ly 9 ,500 

tagge d ass e ts, and e m ploying dual-active  RFID 

to provide  de taile d on-de m and location 

inform ation.

O rganizations vary gre atly in th e ir ne e ds; som e  

only ne e d to track  ass e t m ove m e nt th rough  a 

lim ite d num be r of e ntry/e xit points, w h e re as  

oth e rs  also ne e d to k now  at all tim e s  th e  zone  

or room  in w h ich  s e curity-critical ass e ts are  

locate d. O th e rs  w ant to be  able  to pinpoint an 

ass e t to support 6- or 12-m onth ly ass e t audit. 

Som e  h ave  m ultiple  cam puse s, and oth e rs  only 

one . 

Inte gration

W h e n an organization is  inte re ste d in k now ing 

w h e re  as s e ts  are , rath e r th an s im ply stopping 

th e m  from  le aving a building, th e re  can be  

s ignificant be ne fits in s h aring th at inform ation 

w ith  as s e t and s e rvice  m anage m e nt functions. 

Expe rie nce  s h ow s th at tak ing th e s e  are as of an 

organization's IT m anage m e nt into account can 

be  im portant factors in de te rm ining w h ich  loss 

pre ve ntion and location te ch nology is  ch os e n. 

Ve ctor be lie ve s  th at in providing a re spons e  to 

th e  s e curity th re at, e ve ry opportunity s h ould be  

tak e n to e xploit th e  ne w  te ch nology in as m any 

w ays as poss ible . 

Th e  Se rvice s  Approach

Ve ctor h as  e volve d a m e nu of s e rvice s  cove ring all stage s  of proje cts from  ince ption th rough  to 

re gular h e alth -ch e ck  and re vie w . By s e le cting particular s e rvice s, organizations can control and 

custom ize  th e ir le ve l of involve m e nt at e ach  stage  of an Ass e t Locator approach . 

Th e  s e rvice s  m e nu is  be ing re fine d continually, so m ak e  sure  to contact Ve ctor's  Ass e t Se curity 

D ivis ion for th e  ve ry late st inform ation. Popular options include  -

Asse t Database

Asse t Discove ry 

and Mapping

Location and 

Se curity

Asse t 

Manage m e nt

Se rvice  

Manage m e nt

•  Manage m e nt Ove rvie w : Ass e s sm e nt of 

obje ctive s, ide ntification of targe t ass e ts, 

de finition of re alistic e xpe ctations.

•  Pre lim inary Study be fore  proje ct 

com m itm e nt, including budge tary costing.

•  Se le ction of optim um  te ch nology (e .g. RFID) 

from  Ve ctor’s  portfolio of approve d partne rs.

•  Location surve y – usually in collaboration 

w ith  custom e r’s  buildings m anage m e nt.

•  Ass e t tagging.

•  Com m is s ioning and training.

•  Re vie w  s e s s ions: typically 6 m onth  and 

annual.

•  Start to End proje ct m anage m e nt 

involve m e nt – usually in association w ith  

custom e r proje ct m anage m e nt pe rsonne l.

Asse t Se curity



Th e  Ass e t Locator Database

Ass e t Locator proje cts are  norm ally 

ce nte re d on a databas e  h olding th e  

as s e t inform ation. Th e  databas e  is  

populate d by ass e t discove ry, 

location, m apping, and configuration 

inve ntory functions. Curre nt Status 

and Ch ange  H istory are  e xpos e d 

th rough  drill-dow n W e b-bas e d 

re porting.

Location

O ne  of th e  m ost popular approach e s  

to de fining and m onitoring an IT 

ass e t location is  to k now  w h e re  it is  

on th e  ne tw ork , and th e  Ass e t 

Mapping function w ill corre late  e ach  

PC to th e  port of th e  ne tw ork  route r, 

sw itch  or h ub to w h ich  it is  attach e d 

(for SNMP-e nable d de vice s). 

Locations can also be  de fine d 

m anually, and th e  location 

ch aracte ristic can be  us e d as a 

s e arch  te rm  to ide ntify all ass e ts 

re giste re d or curre ntly pre s e nt in 

th at location. Ass e t Locator also 

inte grate s  w ith  and im ports from  

oth e r source s  of location inform ation, such  as RFID, to ge ne rate  th e  rich e st and m ost accurate  

de finition of th e  as s e t's  status at any m om e nt.

Configuration Inform ation

H aving ide ntifie d all th e  ne tw ork  attach e d PCs, th e  D iscove ry m odule  also carrie s  out a de taile d 

inte rrogation of th e  PC configuration and of its installe d softw are . Th is  allow s organizations to include  

ass e t valuation inform ation in th e  as s e t's  s e curity profile . Ass e t Locator's softw are  inve ntory m e th ods 

also e nable  organizations to de fine  th e ir ow n class e s  of s e curity-critical file s - typically spre ads h e e ts  

and databas e  file s, and th e s e  can also be  h igh ligh te d w ith in th e  PC's profile .

Location and Se curity 

Te ch nologie s

Th e re  are  s e ve ral e m e rging location 

te ch nologie s, such  as W iFi triangulation and 

GPS. Ve ctor re vie w s  th e s e  on a proje ct-by-

proje ct bas is, but pre -e m ine nt today is  RFID. 

Th e re  are  m any variations w ith in th e  RFID 

industry, offe ring diffe re nt com binations of 

functionality, s e ns itivity, radio fre q ue ncy, 

range  and pow e r consum ption. 

W e  constantly m onitor th e s e , and ne w  

e ntrie s  such  as us ing w ire le ss  802.11 

fre q ue ncy, for th e  righ t ch aracte ristics for IT 

ass e t location and s e curity m anage m e nt.

In th e  Am e ricas and 

As ia/Pacific

Ve ctor Ne tw ork s  Inc

Atlanta, Ge orgia, USA

w w w .ve ctor-ne tw ork s.com

sale s@ ve ctor-ne tw ork s.com

Sale s: 770 622 2850

Support: 800 330 5035

In Europe , th e  Middle  East 

and Africa

Virtual Ne tw ork  Partne rs  Ltd

Sh e ffie ld, South  York s h ire , UK

w w w .virtualne tw ork partne rs.e u

sale s@ virtualne tw ork partne rs.e u

Sale s: + 44 (0)203 004 0753

Support:+ 44 (0)203 004 0751

Your local Supplie r is

Ve ctor Asse t Locator: v5.0

Non-PC / Non-IT Asse t Se curity

Th e  SQL-com patible  ass e t databas e  provide s  for th e  

re cording of oth e r ass e t type s. Ove r th irty additional 

IT ass e t type s  are  include d in th e  supplie d list (such  

as printe rs, ne tw ork  de vice s, spe cial m onitors, PDAs) 

but custom e rs  are  fre e  to de fine  any num be r of ass e t 

type s  th e y can nam e . Location inform ation is  th e n 

inte grate d in e xactly th e  sam e  w ay as for IT ass e ts.

Typical Se gm e nt of a Location Map

 Furth e r Inform ation -

More  inform ation about th e  foundation Ass e t D iscove ry 

solution and fully functional e valuation softw are  are  

available  at w w w .ve ctor-ne tw ork s.com . If you w ould lik e  

to discuss  th e  pote ntial for Ass e t Locator, ple as e  e m ail 

itass e tse curity@ve ctor-ne tw ork s.com .




