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Scope of This Document

This document includes information about operating the PC-Duo Web Console.

For information about installing and initially configuring the PC-Duo Web Console, please
consult the PC-Duo Web Console Installation Guide.

For information about installing, configuring and operating the PC-Duo Gateway Server,
please consult the PC-Duo Gateway Administrator Guide.

For information about installing, configuring and operating the PC-Duo Host application,
please consult the PC-Duo Host Guide.

For information about installing, configuring and operating the standalone PC-Duo Master
application, please consult the PC-Duo Master Guide.

For information about installing, configuring and operating the PC-Duo Deployment Tool
for mass installation and configuration of the PC-Duo applications, particularly PC-Duo
Host, please consult the PC-Duo Deployment Tool Guide.



Definitions

Definitions

Below is a table of definitions for terms used commonly throughout this document:

Term

Definition

Account Users

Network administrators, helpdesk technicians, and other IT staff who need
remote access to virtual and physical computers throughout the corporate
network

Administrative

A type of account defined for the Web Console; Administrative Account will

Account typically have access to all operational and administrative Sub Tabs, including
Accounts, Analytics and Settings

Chat A type of Service that allows a local Host user to chat with any Account Users
with Master connections to that Host

Clipboard A type of Service that allows local Host user and Account User to exchange data

between desktops via copy-and-paste

Concurrent Users

A licensing mode in which the number of accounts in use at the same time are
counted. Note: Only Account User Accounts actively logged into the Web
Console and/or those with Master Connection Windows open with Input Control
are considered to be in use

Connection
Window

Popup window that provides view of a Host desktop through a Master connection
and may include other tools and services for Remote Control, Remote
Management, Remote Printing, File Transfer, Chat

Deployment Tool

A standalone management application for mass deployment of the standalone
Host application and/or changes to Host configuration; requires WMI if Host is not
installed

Extension Tag

Custom information that can be attached to one or more Hosts; Extension Tags
can be used to identify specific Hosts for custom scripts and/or automatic
grouping rules

File Transfer

A type of Service that allows files to be dragged and dropped between a Host
desktop and an Account User’s desktop over a Master connection

Gateway
Connection

Secure persistent connection over proprietary network transport between a Host
desktop and the Gateway Server, which can be used by Account Users to make
a Master connection

Gateway Server

A standalone networking application that serves as the hub for all connections
with Hosts and Masters. It can be monitored and managed through the Web
Console or the Gateway Administrator (through version 12.6).

Gateway
Administrator

A standalone management application for managing the Gateway Server; cannot
be used to open Connection s Windows to Hosts

Group A custom-defined collection of Hosts on the Gateway Server; one or more
Groups can be defined, and Hosts can belong to one or more Groups beside the
standard All Hosts group

Host A standalone application that captures local screen display information in real

time, compresses it and sends it over a secure connection to one or more
Masters running on Account User desktops; can also refer to any machine with
Host software running.

The Host is an installed application that requires local administrator rights and a
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reboot to install kernel-level software; it runs as a service and allows for
unattended access as long as the system is turned on.

See below of other types of Host software available.

Host on Demand
(HOD)

Special, streamlined version of the Host that can be used by an end user to share
his/her desktop instantly

Input Control

A type of Service that allows Account User to control mouse and keyboard input
into the local Host desktop

Limited Admin
Account

A special type of account defined for the Web Console; Limited Administrative
Account will have read-only access to certain tabs in Web Console, such as
Activity and Gateway, to determine which licenses are in use

Managed Hosts

Hosts that are reporting to the Gateway Server and have been designated to be
managed (some Hosts can be reporting to Gateway and be designated as
unmanaged)

Master

A standalone application that allows a user to establish a connection to a Host,
and to take advantage of services such as Remote Control, File Transfer,
Remote Management and others

Master Account

A type of account defined for the Web Console; Master Account will typically
have access to Home, Hosts and Recordings tabs to find Hosts, establish a
remote control connection and to make/playback recordings

Personal Account

A type of account defined for the Web Console; Personal Account will typically
have access to Home, Hosts and Recordings tabs for one and only one Host for
establishing remote control connection and to make/playback recordings

QuickConnect

Hyperlink for each Host in the Active Hosts table on the home page and on the
Members sub tab which will launch the Master Connection Window for that Host;
enabled when the Gateway Server is in Concurrent User license mode

Recording

Feature of the Gateway Server that allows the desktop of any Host with a
Gateway connection to be recorded for a user-defined period of time; recording
files are stored at the Gateway Server for playback

Remote Access

Secure connection to a virtual or physical computer desktop that supports screen
sharing, file transfer, remote management and other support and collaborative
services

Remote
Management

A type of Service that allows Account User to employ Windows Management
Instrumentation (WMI) commands to view/edit system settings and other
information on the local Host machine

Remote Printing

A type of Service that allows Account User to redirect printing of documents on
the local Host desktop to the Account User’s local printer or from the Account
User’s desktop to the Host.

Reverse
Connection

A special type of Gateway connection in which the Host will actively maintain
communication with the Gateway; helps to maintain persistent connection when
firewall and/or NAT device is in network pathway

Unmanaged Hosts

Hosts that are reporting to the Gateway Server and have not been designated to
be managed

Host for VDI

Special type of Host that will run inside of transient Virtual Desktop Instances
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What’s New in 12.7

Below is a table of new features and capabilities being introduced by PC-Duo version

12.7:

Feature

Description

Security hardened Web Console

The PC-Duo Web Console has undergone a major security
review and overhaul. Issues addressed include enhanced
protection against Cross Site Request Forgery (CSRF), Cross-
Site Scripting (XSS) attack, and SQL injection attacks.

Password guessing lockout

The PC-Duo Networking component now automatically locks
out connection requests from any IP address that fails to
authenticate after a certain number of attempts in a certain
amount of time. This prevents scripted attempts to guess
passwords.

Deploy and update pre-installed
Master Gateway Configurations

The PC-Duo Deployment Tool now allows you to define one or
more Gateway configurations to deploy along with the
installation of the PC-Duo Master. Also, there is now the ability
to define a new or updated set of Gateway configurations and
push them out to existing installations of PC-Duo Master. Up
until now, the installed Master was not ready for Gateway
based connections until someone manually added a Gateway
configuration.

Export / Import of Deployment
Tool settings

You now have the ability to export and re-import important
settings for the PC-Duo Deployment Tool via a JSON-
formatted text file. This makes copying state from one
machine to another much more straightforward.

Remote Printing module now
available for download from the
Web Console

The Remote Printing Support installation file can now be
downloaded directly from the PC-Duo Web Console. This is
extremely useful if you want to enable Remote Printing for the
Host on Demand or on any machine that the Remote Printing
support has not previously been installed.

Forms Authentication

In addition to Windows Authentication, the Web Console now
supports Forms authentication. Basic authentication is no
longer supported. This makes logout and “Login As” more
robust and reliable. It also enables Apple products to work
more reliably with the Web Console. From an end-user’s
perspective, Forms and Basic authentication methods are
functionally equivalent.

Master auto-connect for Remote
Printing is now optional

The installed Master now has an option to not auto-connect the
Remote Printing service. This appears in the Options > Master
Settings dialog, in a new tab “Remote Printing”. This feature is
added primarily to ensure that administrators/supervisors can
continue to connect to a user/agent in a “stealth” manner,
without them being alerted.

Selectively install Remote
Printing

The Host and Master installers now make the Remote Printing
feature optional. The installer dialog provides the option, with
the default to install all components. The MSIEXEC command
line also allows for this option.

Analytics default period now
covers past 24 hours

Instead of displaying a 24-hour period covering 12:00 AM of
the current day to 12:00 AM of the following day, “Analytics”
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reports will now default to showing the past 24-hours based on
your local time zone.

Improved and more intuitive
searching in Web Console

The global Find Host search box now behaves more like the
extremely well received installed Master “filter” functionality.

In addition, search boxes throughout the WC no longer require
wildcard characters (“A*/*G*/*N”) to search for a partial name.

Host installation default settings
improvement

In an effort to improve the user experience just out of the box,
a clean installation of the PC-Duo Host will now have a default
Station Name configured with the macro %NAME% instead of
the machine name at time of installation. This change will
allow the Host's Station Name to automatically be updated if
the machine name changes. Also, the IPX protocol will now
be disabled by default.

Web Console’s “Host Details”
popup includes more
information

For convenience, and completeness, the “Host Details” dialog
popup will now include the “Machine Name” and “User”
information.

Gateway Server now verifies
SPNs

When the Gateway server service starts, it now does a check
to verify the registered SPNs for the Gateway service and audit
logs any issues or errors. Also, the CheckSPNs utility program
now has improved messaging.

Re-enabled Firefox ClickOnce
support

Upon request to Vector Networks support team, a Web
Console administrator can enable the Host on Demand and
ClickOnce connection window to be available in the Firefox
browser. Support for this browser had been halted when
Microsoft withdrew their ClickOnce “addin”. We can now
enable use of this browser with certain caveats.

Improved Host status reporting
logic for multiple Gateway
entries

Host logic to correctly report to a Gateway where multiple
configurations refer to the same Gateway has been improved.
Specifically the number of connections made by the Host to
that Gateway have been reduced.

Updated iOS app published to
the Apple app store

A new version of the “PROXY Remote” app for iOS has been
published to the Apple app store. It includes support for Web
Console Forms authentication mode, including credentials
autofill. Minor defects have also been fixed around navigation
and cancelation of Web Console validation while adding or
editing a Web Console entry.

Web Console now has the
option to display more rows per

page

The Web Console had previously been restricted to showing a
maximum of 50 rows per page. This has been expanded to
now allow for 100, 150 and 250 rows per page. The setting for
this is in the Web Console “Settings” page.

Updated SSL/TLS support

The latest OpenSSL libraries have been incorporated -
(v1.0.2g). Customers with internet-facing Gateway Servers
listening are encouraged to upgrade to this release.

Feature

Description

Official support for Windows 10

This release fully supports Microsoft's Windows version 10 and
the new Edge browser.
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All new Remote Printing

The Remote Printing feature has been completely redesigned
and re-written to remove all previous restrictions. Remote
Printing no longer requires matching print drivers on Host and
Master; can print both from Host to Master and from Master to
Host; works on all Windows operating systems (desktop and
server) and editions (x86 and x64) supported by PC-Duo v9.

Master on Demand for
Macintosh

Native Macintosh application that provides Connection
Window and Recording Playback functionality on the
Macintosh. This application is downloaded and installed from
the Web Console, and is launched when a “connect” link is
selected in the Web Console.

Automatic reconnect to Hosts

Upon an unexpected dropped connection to a Host, both the
installed and Windows ClickOnce Master will automatically
attempt to reconnect to the Host.

Improved Host on Demand for
Macintosh

Host for Macintosh has many improvements, including
improved Permission to Connect user experience and support
for recording the Host.

Significantly smaller Host on
Demand download package

The download package for the Windows Host on Demand
ClickOnce application has been reduced to almost a 3" of its
former size, allowing for much faster downloads.

Updated iOS Master application

The Master for iOS application has been updated. It is now
called, PC-Duo Master and is compatible with iOS 9. Both 32-
bit and 64-bit binaries are now built. Included are various bug-
fixes and enhancements to improve stability.

Ability to export data from the
Web Console

You can now export tables directly from the Web Console to a
CSV or XLSX file.

Asynchronous notifications in
Web Console

The Web Console introduces a way for asynchronous
notifications to be delivered to the user. When a natification is
available, a new “Notification” icon appears in the top-level
toolbar. Clicking on it provides details.

Expanded Host-side “toast”
notifications

The “toast”, or popup, notifications seen on the Host will now
contain more information including timestamps. The “pin”
behavior has also been improved to be more intuitive.

Smarter installation defaults

Installation defaults have been rethought and are now
optimized to provide the best experience out of the box. This
includes setting clipboard to auto-share, better Host settings
for the Gateway’s recording override feature, locking the
workstation on disconnect for Hosts running server class
operating systems. Note that upgrades will NOT have any
settings changed as this pertains to fresh installs only.

Enhanced SSL/TLS support

The latest OpenSSL libraries have been incorporated and
support for Perfect Forward Secrecy has been added.

Local cursor option

This is an option to show a locally drawn cursor. This feature is
intended to address performance problems on network
connections with very high latency.

Host tray icon Tooltip

Hovering over the PC-Duo Host icon in the Windows system
tray now shows the station name of the Host for easy
identification.
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What’s New in 12.6

Below is a table of new features and capabilities being introduced by PC-Duo version

12.6:

Feature

Description

Host On Demand (HOD)

New type of Host that can be launched from the Share My
Desktop button on the Web Console landing page. Enables
desktop of any internet-accessible machine to be shared
instantly. No local or network administrative privileges are
required, and no reboot is necessary to run this new Host type

UAC Elevation

Master user can elevate Host on Demand process to high
privilege level by providing administrator credentials to HOD
remote desktop (see PC-Duo Web Console Operating Guide)

Host settings accessible from
Web Console

Host settings for any Host connected to the Gateway can be
viewed and/or edited by Account Users with appropriate
credentials through the Web Console. No connection window
to Host desktop required

Support for LDAPS

Encryption of connections between the PC-Duo Gateway and
the domain controller(s) when doing Active Directory lookups
(see PC-Duo Gateway Server Guide)

Web Console support for Safari,
Chrome and Firefox

Web Console now supports Safari, Chrome and Firefox web
browsers, in addition to Internet Explorer; helper apps may be
required to enable Remote Desktop and other features (see
PC-Duo Web Console Installation Guide)

WebSocket transport (WS, WSS)

In addition to the UDP, TCP and SSL transports already
available, the Gateway Server now supports WebSocket
(binary WebSocket over HTTP) and Secure WebSocket
(binary WebSocket over HTTPS) transports to facilitate
connections through corporate firewalls (see PC-Duo Gateway
Server Guide)
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Web Console Overview

PC-Duo Web Console is a component of the On Demand and Enterprise Editions of the
PC-Duo Remote Desktop solution from Vector Networks, Inc.

Web Console is a web application that runs on Microsoft Internet Information Services
(I1S) and serves as the management user interface for the Gateway Server. It can be
used as a replacement for or in conjunction with the standalone Gateway Administrator
application.

In Concurrent User license mode (see Gateway > Gateway Licenses sub tab for more
information about licensing), the Web Console can be used to launch the Master on
Demand to view/control Host desktops connected to the Gateway Server. In this way, the
Web Console can be used as a replacement for or in conjunction with the installed
Master application.

The Web Console can also be used to launch the Host on Demand, a streamlined
version of the Host that can enable anyone to share their desktop instantly with Account
Users connected to the Gateway Server.



Web Console Operating Guide

Web Console Landing Page

Account Users can access the Web Console by entering a URL provided by the network
administrator to access the Web Console. The Account User will be presented with the
Web Console landing page:

Vecto

FIND Logout on: 4/15/2016 11:55:06 AM

A DESKTOP

LOGINAS @
BROWSER @)

Below is a table of commands available on the Web Console landing page:

Command Description

Browser Click on this option to see a list of browser attributes; recommended browser is
Internet Explorer 9.x or higher

Login As Click on this option to access the Web Console with Windows credentials that are
different from those used to login to Windows on this machine

Find A Desktop  Click on this option for one-click (single-sign on) access to the Web Console
using the same Windows credentials as those used to login to Windows on this
machine

Share My Click on this option to install a special version of the Host to enable a Master
Desktop connection to this Host
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Account Users

Account Users can access the Web Console using one of three different types of
accounts:

¢ Administrative Accounts: This account type gives full access to all tabs in the
Web Console. It is equivalent to combination of the standalone Gateway
Administrator and Master applications.

e Master Accounts: This account type gives access to Home, Hosts and
Recordings tabs in the Web Console. It is equivalent to the installed Master
application.

e Personal Accounts: This account type gives access to a single, pre-specified
Host. It is ideal for granting employees and/or guests web-based access to their
corporate PCs from home or road on a managed basis. It is equivalent to an
installed Master application restricted to access one and only one Host through
the Gateway Server.

The following table shows the tabs available by account type:

Web Console Administrative Master Personal
Tabs Account Account Account
Home Yes Yes Yes
Hosts Yes Yes

Recordings Yes Yes

Accounts Yes

Activities Yes

Analytics Yes

Gateway Server Yes

See the Accounts section for more detail about creating and managing Account Users for
Web Console.
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Common Header Fields

Each page of the Web Console starts with a header that contains a pre-defined set of
fields and values.

Proxy Metworks "GATEWAY™ Server Gateway: @ GATEWAY

Find Host:

Logged in as:  PROXYNETWORKS\admini...
Since: 11/07/2013 03:06:13 PM

License Mode: Concurrent Users

Below is a table of fields and values presented in the header:

Field Description
[Custom This is a read-only text field above the Find Host search box which can be used to
Message] display system messages and announcements. Administrators can specify content
to be published in this field on the Web Console Settings popup available from the
menu bar.
NOTE: Maximum text size is 90 characters.
Gateway Specifies the name of the Gateway Server that this Web Console is configured to
work with.
@ Indicates that Gateway connection is established
g Indicates that Gateway connection is not established
Logged in as Displays the Windows account (<Domain>\<Account Username>) used to access
the Web Console
Since Displays the date & time when the Account User successfully logged into the Web

Console

License Mode

Type of license under which the Gateway Server is operating

Concurrent Counts/limits the number of Account Users that can log into and
Users with use the Web Console concurrently. QuickConnect and Connect
HOD commands in Host context menu are enabled. In addition, Host

on Demand is enabled, allowing remote users to share their
desktops instantly by clicking on the Share My Desktop button on
the Web Console landing page.

Concurrent Counts/limits the number of Account Users that can log into and

Users use the Web Console concurrently. QuickConnect and Connect
commands in Host context menu are enabled. Note, however,
that Host on Demand is disabled and the Share My Desktop
button is disabled on the Web Console landing page.

Managed Counts/limits the total number of installed Hosts that can report
Hosts with to the Gateway Server and be moved into the All Hosts group to
HOD be managed; also counts/limits the number of transient Host

instances by Host type (RDS, VDI, HOD) that can report to the
Gateway Server at the same time. QuickConnect and Connect
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commands in Host context menu are disabled. However, Host on
Demand is enabled, allowing end users to share their desktops
instantly by clicking on the Share My Desktop button on the Web
Console landing page.

Managed
Hosts

Counts/limits the total number of installed Hosts that can report
to the Gateway Server and be moved into the All Hosts group to
be managed; also counts/limits the number of transient Host
instances by Host type (RDS, VDI, HOD) that can report to the
Gateway Server at the same time. QuickConnect and Connect
commands in Host context menu are disabled. In addition, Host
on Demand is disabled and the Share My Desktop button is
disabled on the Web Console landing page

Find Host

This search field enables the Account User to find a specific Host.
It is a “Quick Search” text box in which you can enter all or part of
a Host name. The application will match the text with known Host
machines and present a dropdown list of matches. Choose a
matching name or click on the magnifying glass icon to perform
the search. Type more characters to refine the search.
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Menu Bar

On the right hand side of the Menu Bar is a series of icons representing various global
tasks that the Account User can execute:

ANALYTICS

Below is a table of tasks and icons available on the Menu Batr:

Task Icon Description
Notifications E] Presence of this icon indicates a notification is available. Clicking on
this icon will display details of the notification. For example, if a

recording fails because of insufficient disk space, the notification icon
will appear and clicking on it will provide a warning message.

Note: This icon is only displayed on the menu bar if a notification
message is available.

Browser Click on this icon to display a popup window with details about the
compatibility of the browser being used to access the Web Console

Settings E Click on this icon to display a popup window with configuration options
for the Web Console that apply to all Account Users, including a field
for the system message that appears in the header. This icon is visible
to Administrative Account Users only.

Info Click on this icon to display a popup window with general information
about this release of the Web Console, including version number.

Print E Click on this icon to display a popup window with a preview of the
Web Console page that can be printed.

Export Click on this icon to export the data on the page to a CSV or XLSX file.
Note: This icon is only displayed on pages which support being
exported. See below for the list of pages which support Export.

Logout Click on this icon to display a popup window that will allow the Account
User to log out of the Web Console.

Browser

The Web Console supports a variety of current web browsers, including Internet Explorer,
Firefox, Chrome and Safari. For certain browsers, browser extensions may be required to
enable features like Master on Demand and Host on Demand. The Browser icon provides
details about the compatibility of the browser being used by the Account User with the
Web Console:
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Browser

Platform

User Agent

Browser Yersion

Operating System

.MET Framework

Web Console Overview

MORE INFORMATION ABOUT BROWSER COMPATIBILITY

PC-DUO WEB CONSOLE

VALUE

Microsoft Internet Explorer

11.0

Windows 8.1 or Windows Server 2012 R2
Desktop

v3.5 and v4.0

Mozilla/4.0 {compatible; MSIE 7.0; Windows NT 6.3; WOW64;
Trident/7.0; .NET4.0E; .NET4.0C: .NET CLR 3.5.30729: .NET CLR
2.0.50727; .NET CLR. 3.0.30729)

Femote Printing Support install package download (optional, requires Administrator rights).

oK I

Below is a table of fields and values for the Browser Compatibility popup window:

Field Name

Value

Browser

Type of browser being used to access the Web Console

Browser Version

Version number of the browser being used to access the Web Console

Operating System

Operating system of the machine running the browser

Platform

Type of machine running the browser (usually Desktop)

.NET Framework

Version of .NET supported by machine running the browser (.NET required
for QuickConnect popup window)

User Agent

Internal information about browser compatibility

OK

Click this button to dismiss the Browser Compatibility popup window

Remote Printing
Support

Click this link to install the optional Remote Printing component if not
already installed on this machine by other PC-Duo components




Web Console Operating Guide

Web Console Settings

Administrative Account Users can change configuration settings for the Web Console that
will affect all Account Users by clicking on the Settings icon in the Menu Bar. This will
take the Account User to the Gateway > Web Console Settings sub tab (see Gateway >
Web Console Settings sub tab section later in this document).

Info

Account Users can view information about the Web Console by clicking on the Info icon
in the Menu Bar.

Below is a table of details and descriptions for the Web Console in the About PC-Duo
Web Console popup:

Detail Description

Version Internal product version number

Gateway Name Name of the Gateway Server to which the Web Console is connected
Gateway Protocol Network protocol that the Web Console is using to communicate with the

Gateway Server

License Status If trial license, indicates when the trial is due to expire
Gateway Internal Internal version number of the Gateway Server application
Version

Web Console Internal  Internal version number of the Web Console application
Version

License Mode Type of license under which the Gateway Server is operating
Concurrent Counts/limits the number of Account Users that can log
Users with into and use the Web Console concurrently. QuickConnect
HOD and Connect commands in Host context menu are

enabled. In addition, Host on Demand is enabled, allowing
remote users to share their desktops instantly by clicking
on the Share My Desktop button on the Web Console

landing page.
Concurrent Counts/limits the number of Account Users that can log
Users into and use the Web Console concurrently. QuickConnect

and Connect commands in Host context menu are
enabled. Note, however, that Host on Demand is disabled
and the Share My Desktop button is disabled on the Web
Console landing page.

Managed Counts/limits the total number of installed Hosts that can
Hosts with report to the Gateway Server and be moved into the All
HOD Hosts group to be managed; also counts/limits the number

of transient Host instances by Host type (RDS, VDI, HOD)
that can report to the Gateway Server at the same time.
QuickConnect and Connect commands in Host context
menu are disabled. However, Host on Demand is enabled,
allowing end users to share their desktops instantly by
clicking on the Share My Desktop button on the Web
Console landing page.
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Managed Counts/limits the total number of installed Hosts that can

Hosts report to the Gateway Server and be moved into the All
Hosts group to be managed; also counts/limits the number
of transient Host instances by Host type (RDS, VDI, HOD)
that can report to the Gateway Server at the same time.
QuickConnect and Connect commands in Host context
menu are disabled. In addition, Host on Demand is
disabled and the Share My Desktop button is disabled on
the Web Console landing page

Web Server Type of authentication used to check credentials of prospective Web
Authentication Console Account User
Print

Account Users can print any page of the Web Console by clicking on the Print icon in the
Menu Bar. A popup window will appear with a preview of the Web Console page to be
printed. The Account User can confirm printing request by clicking on Print or cancel the
request by clicking on Cancel at the top of the preview popup.

Export

Certain pages support the ability to export data to a CSV (comma-separated values) or
XLSX (Excel open XML format) formatted file. These files will be generated by the Web
Console server and downloaded to the Web Console user’s desktop via the browser.

The following pages support the Export function:

Hosts > Groups

Hosts > Members

Recordings

Accounts

Activity > Account Activity
Activity > Connections

Activity > Host Activity

Activity > Recording Activity
Activity > Reverse Connections
Activity > Host Status Updates

When the export icon is clicked, a popup is displayed which allows the user to select file
format and data selection options:
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EXPORT x

Members
EXPORT TO: W C5V ) Excel
INCLUDE: i® Columns shown O

0K ] Cancel ]

Field Description
Export To File format to generate
Ccsv Comma-separated values format. Each column is delimited
by a comma and properly escaped with quotation marks
when appropriate.
XLSX Office Open XML format for opening within Microsoft Excel
or other compatible spreadsheet software.
Include Which data columns to include in the output
Columns Just include the data columns visible in the browser view
shown
All Include the visible columns plus extra data not shown in the
browser view, but might be available elsewhere. For
example, selecting ‘All’ when exporting the Host members of
a Group will include information also displayed in the Details
popup for each Host
Logout

There are three ways in which Account Users can logout from the Web Console:

1) Clicking the Logout icon in the Menu Bar. The Account User can confirm the logout
request by clicking on Yes or cancel the request by clicking on No in the confirmation

popup.
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LOGOUT »

&re you sure vou want to leave Web Console?

Yes

2) Closing the browser window that was used to access the Web Console. In this case,
no confirmation popup will appear.

Note: In this case, the Gateway Server may take up to 2 minutes to release the
license after the browser is closed.

3) Account Users will be automatically logged off from Web Console after a period of
inactivity (i.e. no input control to Host). A warning message will appear on the
Account User’s screen first, letting the Account User know how much idle time
remains before logout is executed. Each of these time periods can be defined in the
Gateway > Gateway Settings > General section.

SESSION TIMEOUT VWARNING x

Your session has been inactive for 15 minutes. Current time
is 01/06/2012 05:31:57 PM. In 5 minutes, your session will
be logged out to release the concurrent user license it is
holding. Click OK to continue!

Note: Logging out of the Web Console will not disconnect any Master connections that
the Account User may have opened. As a result, a license in use by any open Master
connection may still be in use. Only the license used to access the Web Console (if a
different set of credentials were submitted to the Master(s)) will be freed up when the
Account User logs out or is logged out of the Web Console.
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The Home tab is a dashboard view of the current status and recent activities of the
Gateway Server connected to the Web Console. It includes five tables to present a
comprehensive snapshot of all the Remote Access-related activities occurring in your
network on machines with Hosts configured to report to the Gateway Server.

The following table shows the tables available by account type:

Administrative Master Personal
Home Tab Tables

Account Account Account
Active Hosts Yes Yes Yes
Active Accounts Yes
Active Connections Yes Yes
Most Recent Activities Yes
Gateway Server At A Glance  Yes




Home > Active Hosts

Home

The Active Hosts table shows a list of Hosts with active or recently active connections to
the Gateway Server. By default, the list shows up to 10 entries sorted by connection time

in descending order.

ACTIVE HOSTS
GROUP NAME: |ALL HOSTS - FILTER

HOST NAME ADDRESS
Proxy-Demo-Host2 w 184,72.89.134

DOMATNYUSerd on Demo-Host4 w 54.211.149.66

Administrator on IP-0AFI590B v 54.224.17.252

ProxyDesktop * 127.0.0.1
MTOKCVPRXYMO1 * 216.215.84.9
STC\ypawar on INPUDWOOS0214 +  10.208.126.7
GIAMESOFFICE * 102,154.113.42

BY RECENT: COMNMECTIONS FOR SERVICES v

CONNECTION PLATFORM VERSION LAST TIMESTAMP
Eie@gd® win2o0 8.10.1.2423  1/21/2015 11:07:03 AM
Eie@gd® wn2o0 8.10.0.2283  1/21/2015 10:43:22 AM
HoegL® wnzom 8.10.1.2430  1/21/2015 10:40:18 AM
Ho<wg£® wnzom 8.10.2.2520  1/14/2015 9:54:29 AM
I;I 0@ ®  win2012(x64) 8.10.0.2277  4/11/2014 9:47:21 AM
Hocat®

Hoeg£® wns.ixs4) 8.10.1.2430

View All - Total(T)

While the number of Host entries shown in the table at any one time is fixed at 10, the
selection and order of Hosts displayed can be modified by changing one or both of the

following criteria:

Criteria Description

Group Name A dropdown selection box that shows the list of Group types available on this
Gateway Server (Default = All Hosts)

All Hosts

Persistent, system-defined Group that includes all Hosts
configured to report to and be managed by the Gateway
Server (Group Name = All Hosts)

Host on Demand

Transient, system-defined Group that includes all Host on
Demand instances connected to this Gateway Server
(Group Name = Host on Demand)

System

Persistent, system-defined Group that includes two virtual
Hosts: Gateway Server At-A-Glance and Gateway Server
Performance (Group Name = System)

Host for RDS on

Transient, system-defined Group that includes all Host for

<server> Remote Desktop Services instances on <server> reporting
to this Gateway Server (Group Name = Host for RDS
Services on <server>)

Host for VDI Transient, system-defined Group that includes all Host
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instances running in virtual desktops that are reporting to
this Gateway Server (Group Name = Host for VDI)

Recordings of
Host for RDS

Persistent, system-defined Group that includes all Host
recordings created for any transient Host instances that
were part of a Host for RDS Group that no longer exists
(Group Name = Recordings of Host for RDS)

Unmanaged Hosts

Persistent, system-defined Group that includes all Hosts
configured to report to this Gateway Server but not yet
moved into the All Hosts Group (Group Name =
Unmanaged Hosts)

User Defined

Persistent, user-defined Group that can be edited and/or
deleted (Group Name = <User-defined Group name>)

Sort By A dropdown selection box that shows a list of criteria that can be used to filter
and determine the order of entries that are shown in the Active Hosts table
(Default = Connections for Services)

Connections for

Sort all Hosts from Group specified in the Group Name field

Services by Last Connect time in descending order
Reverse Sort all Hosts with active Reverse connections from Group
Connections specified in the Group Name field by Last Connect time in

descending order

Active Recordings

Sort all Hosts with active recordings from Group specified in
the Group Name field by Last Connect time in descending
order

Below is a table of the fields, values and actions available for each Host entry:

Field Description
Host The name that will be assigned, after resolving any macros, to the Host application
Name running on that machine (also known as Station)

Proxy-Demo-Host2

Clicking the Host (each Host is now a clickable hyperlink) will
launch a connection. Check the Gateway Server > Gateway
Server Licenses page to see if the Gateway Server is in
Concurrent User license mode and if there are any Account
User licenses available.

Click on this arrow to view the dropdown context menu for
this Host. If the Gateway Server is in Concurrent User
license mode, the Connection... commands in the Host
context menu will be enabled; if not, they will be disabled.

Note: Even if all available licenses are in use, a Master
connection to this Host can be opened in view only mode
using either the Connect For View Only or Connect For View
Only As... commands from the Host context menu.

Click on this arrow to view the dropdown context menu for
this Host. If the Gateway Server is in Concurrent User
license mode, the Connection... commands in the Host
context menu will be enabled; if not, they will be disabled.
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Address IP address of the Host in either IPv4 or IPv6 format.

Connection A series of icons that indicate the current status of connections and services involving

this Host

Master connection status = Active. Host type is persistent
installed Host. Host has active Gateway connection and one
or more Account Users have active Master connections to
this Host.

Master connection status = OK. Host type is persistent
installed Host. Host has active Gateway connection but no
Account Users have active Master connections to this Host.

Master connection status = Host is Offline or Unreachable.
Host type is persistent installed Host. Host has no Gateway
connection; it is either offline or unreachable because it is off,
not at last known network address, and/or there is a problem
with authentication or authorization.

&

Master connection status = Active. Host type is transient
Host on Demand instance. Host on Demand instance has
active Gateway connection and one or more Account Users
have active Master connections to this Host.

Master connection status = OK. Host type is transient Host
on Demand instance. Host on Demand instance has active
Gateway connection but no Account Users have active
Master connections to this Host.

Master connection status = Active. Host type is transient
Host for RDS instance. Host instance has active Gateway
connection and one or more Account Users have active
Master connections to this Host.

Master connection status = OK. Host type is transient Host
for RDS instance. Host instance has active Gateway
connection but no Account Users have active Master
connections to this Host.

=

Master connection status = Active. Host type is transient
Host for VDI instance. Host instance has active Gateway
connection and one or more Account Users have active
Master connections to this Host.

Master connection status = OK. Host type is transient Host
for VDI instance. Host instance has active Gateway
connection but no Account Users have active Master
connections to this Host.

The number of Account Users with active Master
connections to this Host

The connection between the Host and the Gateway Server is
a Reverse connection (usually means the Host is not in the
same network as the Gateway Server)

The connection between the Host and the Gateway Server is
encrypted. See Host Name > Security to see details about
the type of encryption being used
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@ The Host is presently being recorded

(2 The Host is ready and available for recordings

The Host is offline and cannot be recorded now

Version Ex. 9.0.1.1234 Indicates the version of the Host software

Platform Ex. Win7 Indicates the Host's operating system

Last Connect Date & time of the current or most recent connection for services

Below is a table of other options available on this page:

Option Description

View All Go to Hosts > Members sub tab for the Group specified in Group Name dropdown
box
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Home > Active Hosts > Host Menu

A dropdown menu with options and actions available for the Host can be displayed by

clicking on the dropdown icon ( ™ ) next to the Host Name for each entry in the Active
Hosts table.

Following table shows the options and actions available by account type with default
permissions:

Host Menu Administrative Master Personal
Account Account Account

Actions Yes Yes Yes

Connection Yes, if licensed Yes, if licensed Yes, if licensed

Recording Yes Yes Yes

Host Settings Yes Yes Yes

Security Yes

Details Yes Yes Yes

Note: Some options may not be available if Account User does not have permissions
granted.

Below is a description of each menu option in more detail:

Home > Active Hosts > Host Menu > Actions

To manage this Host, an Administrative Account User can choose a command from the
Actions submenu:

ACTIONS... b | DELETE FROM GATEWAY
COMMECTION... » ADD TOD GROUP
RECORDING... ¥ | MOYE TO UNMANAGED

HOST SETTINGS SEND WAKE-ON-LAN SIGNAL
SECURITY QUEUE FOR STATUS UPDATE
EFFECTI¥E SECURITY

DETAILS

Following table shows the actions available for each Group type:
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All Hosts Custom Transient Unmanaged
Actions Defined Hosts Hosts

Delete From Gateway Yes Yes Yes
Add To Group Yes Yes Yes

Move To Unmanaged Yes Yes

Send Wake-On-Lan Signal Yes Yes

Queue for Status Update Yes Yes

Move to Managed Yes

Home > Active Hosts > Host Menu > Actions > Delete From Gateway

An Administrative Account User can permanently delete one or more Hosts from the
Gateway Server by clicking on Yes in the confirmation popup:

DELETE SELECTED HOST x

Note: This action will remove the selected Host(s) from All Hosts Group and any other
custom Groups.

Home > Active Hosts > Host Menu > Actions > Add To Group

The Administrator can have one or more Hosts from this Group also report to another
Group by selecting the target Group from the dropdown list and clicking on Add to Group:
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ADD TO GROUP X

Select another Group to which selected Host(s) should be added:

Cancel

Note: The selected Host(s) will continue report to the current Group
Home > Active Hosts > Host Menu > Actions > Move To Unmanaged

An Administrative Account User can move one or more Hosts from this Group to the
Unmanaged Group by clicking on Yes in the confirmation popup:

REMOVE FROM GROUP x

Are you sure you want to move the selected Host(s) to Unmanaged Hosts Group?

Yes

Note: The selected Host(s) will be removed from the All Hosts Group and any custom
Groups, and will appear only in the Unmanaged Group.

Home > Active Hosts > Host Menu > Actions > Send Wake-On-LAN Signal

If the Host machine is powered down in standby or hibernate mode, and Wake-On-LAN
is enabled in its BIOS, then the Gateway Server can be instructed to send a WOL signal
(“magic packet”) to the last known MAC address for the Host machine in an attempt to
power it up. If successful, the Host service should also start up and report to the Gateway
Server. It will then appear in and be accessible from the Web Console.

Home > Active Hosts > Host Menu > Actions > Queue For Status Update

If the status of the Host machine has not been updated, An Administrative Account Use
can request a status update by selecting this action. The Gateway Server will be
instructed to request a status update from the specified Host.
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Home > Active Hosts > Host Menu > Connection

The Connection submenu options are available when the Gateway Server is in
Concurrent User license mode. By default, the Master is not licensed and both the
QuickConnect link and the Connection submenu options will be in grey and inactive.

If the Gateway Server is in Concurrent User license mode (see the Gateway > Gateway
Licenses section below for more information), any Account User can open a Master
window to this Host by clicking on the QuickConnect link (will be active) or by selecting a
command from Connection submenu:

ACTIONS... 3

CONMNECTION... b | CONMNECT

RECORDING... b | CONMNECT AS

HOST SETTINGS CONNECT FOR VIEW OMNLY
SECURITY CONNECT FOR VIEW OMLY AS
EFFECTIVE SECURITY VIEW CONNECTION URLS
DETAILS

See Master section below for more information about Connection submenu options.

Home > Active Hosts > Host Menu > Recording

To create or view screen recordings for this Host, any Account User can choose a
command from the Recording submenu:

ACTIONS... ¥
CONNECTION... »
RECORDING... p RECORD

HOST SETTINGS VIEW RECORDINGS
SECURITY
DETAILS

Home > Active Hosts > Host Menu > Recording > Record

Any Account User can start a screen recording immediately by selecting the Record
command on the submenu:
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RECORD 5ELECTED HOST x

Specify the d

gsire lengtn

RECORDING SPAN: [1 = | minutes

[ Submit H Cancel ]

Once the Account User clicks on the Submit button, the recording will start on the
Gateway Server, and the recording icon will light up on the Active Hosts dashboard.

Note: It is not necessary for the Account User to have a Master connection to the Host in
order to start a recording.

Below is a table of fields, values and actions available in the Record popup window for
the Host:

Field Description
Recording Span Specify in minutes the desired length for the recording (Default = 1 minute)
Actions Actions that can be taken for this recording
Submit Start the recording and set the length of the recording to be
equal to value in Recording Span field; close this popup
Cancel Don’t start a recording and close this popup

Home > Active Hosts > Host Menu > Recording > View Recordings

Any Account User can view a list of screen recordings available for this Host by selecting
the View Recordings command on the submenu. The Account User will be taken to the
Recordings tab, where table with a list of screen recordings will appear. The Account
User can play any recording by clicking on the Play button, search for a particular
recording, or delete one or more recordings on this page.

See Recording Tab for more information.

Home > Active Hosts > Host Menu > Host Settings

To view and/or edit configuration settings for this Host, any Account User can select the
Host Settings option in the Host Menu.
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Before the Account User can view or edit the Host settings, however, he/she must be
authenticated by the Host (at this point, the Account User has only been authenticated by
the Gateway Server). A security popup window will appear that will allow the Account

User to provide credentials (Account Username and password) with access rights for this
Host:

ENTER. CREDENTIALS FOR CONNECTION x

You have connected to Host Computer through a Gateway.

The initial credentials gave access to the Gateway, but in order to complete the
conection, you must enter 3 username and password valid at the Host computer:

GATEWAY: DEV
USER. MAME: PROXYNETWORKS\Wdministrator

HOST: RED  (WinXP in DEV)

USER. HAME: PROXYNETWORKSAdministrator

PASSWORD:

oK ] Cancel ]

Once the Account User submits valid credentials, the Host Settings popup window will
appear:
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HOST SETTINGS - HOOVER x
s
NAME VALUE
» Status
y General Edit
y Security Edit
y Options Edit
y Access Edit
y Effects Edit
y Protocols Edit
y Gateways Edit
3 Screen Edit
y Tags

3 License(s) Add License... |

» Information

Refresh ] Close ]

NOTE: The Host Settings popup window is equivalent to the Host Control Panel (which
is accessible from the tray icon in the lower right corner of the Host desktop).

There is a large number of configuration settings for the Host, and they are organized into
the following subsections:

Subsection Settings

Status View Master connection status; terminate an active Master connection
General Specify Host desktop display preferences for screen capture

Security Specify authentication and authorization settings

Options Specify keyboard and screen settings
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Access Specify network connection settings
Effects Enable or disable visual effects
Specify the network protocols and ports to use for communication with the
Protocols
Gateway Server
Gateway Specify the Gateway Servers to which this Host should report
S Specify desired screen capture technology to use, and in the case of user-
creen . h .
mode screen capture, select bandwidth throttling options
Tags Display custom information specified by the Administrator for this Host
Remote
Desktop Specify configuration options for Host settings in Remote Desktop
Services Services (RDS) template
(RDS)
Licenses View and manage Host license keys
Information View information about the Host software

NOTE: Certain subsections may not be visible if Account User does not have View
permissions; the Edit button may not be enabled for certain subsections if Account User
does not have Edit permissions.

NOTE: Remote Desktop Services settings are not available in the Web Console view and
are available only through the Host Control Panel on the local machine.

Home > Active Hosts > Host Menu > Host Settings > Status

The Status subsection shows details of all active Master connections to this Host
desktop:

NAME VALUE

w Status Disconnect |

feB0::52:3ecl: Gateway[GATEWAY] (authenticated as

PROXYNETWORKS\RemoteControlGateway via NTLM)

Connected To

Below is a table of the fields, values and commands available on the Status subsection:

Field Description

Connected to If there is an active Master connection through the Gateway Server to this Host,
the network address, machine name, Account User and authentication method
of the machine with the active Master connection to this Host will appear;
otherwise the field will show <none>.

Disconnect If there is an active Master connection, it can be terminated immediately by
clicking on this button.
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Home > Active Hosts > Host Menu > Host Settings > General

The General subsection includes settings for Host icons, and audio and visual cues on
the Host desktop when a Master connection is established:

w General Edit

Station Mame ROVER

When there is no connection Icon

When 3 connection is active Icon

Beep on connect/disconnect Yes

Beep while connected every Mo

Enable connect/disconnect notifications Yes

Enable file transfer notifications Mo

Showr active users at connection start Mo

The Account User can click on the Edit button to view and/or edit any of these
configuration options:
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r . - k|

GENERAL x

Station Name: GATEWAY ([GWS)

Host appearance

- ) ) Icon -
When there is no connection:

. o . Icon -
When a connection is active:

Beeping
[] Beep on connect/disconnect

L] Beep while connected every |0 seconds

Popup notifications
Enable connect/disconnect notifications
(] Enable file transfer notifications

[ show active users at connection start

Apply Changes l Cancel l

Below is a table of the fields, values and actions available on the General popup window:

Field Description
Station Specify the name to be assigned to the Host running on this machine (also
Name known as Station). To use macros to change the Station Name
programmatically, see "Change Station Name" section in the PC-Duo Host
manual.
Host Configure the Host icon to appear (Icon) or not appear (Hidden) in Host system
appearance tray (lower right corner of the Host desktop)
When there is no The Host icon appears (or is hidden) when there is no
But connection active Master connection
When the The Host icon appears (or is hidden) when a Master

connection is active connection is active.

Beeping Set auditory cues to indicate when an Account User requests to open a Master
connection to this Host

Beep on Cause a quick series of three tones rising in pitch to

connect/disconnect sound on the Host desktop whenever a Master
connection is established. A series of tones falling in
pitch will be made when the Master connection is
terminated (Default = selected)
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Beep while Cause a short tone to sound periodically while a Master

connected every connection to this Host is established. The interval

___seconds between beeps can be set from 0 to 9999 seconds
(Default = 0)

Popup
notifications

Set visual cues that "popup” on Host desktop to indicate when certain events
occur (also called "toast" notifications)

g {authenticated as PROXYNETWORHKS!
— RemoteControlGateway) at network address 292.62.2.2

212

l. Connection opened by Gateway[SUPPORT] »

Enable Enable popup notifications to appear on the Host
connect/disconnect desktop when a Master connection to this Host is
notifications opened or closed (Default = Selected)

Enable file transfer Enable popup notifications to appear on the Host
notifications desktop when file transfer operation to/from the Host

has been initiated (Default = Not selected)

Show active users Display a popup window with list of Account Users with

at connection start active Master connections to this Host to when a new
Master connection is established. If hidden or closed,
the tray icon context menu option Show active users
can be selected to display the dialog and bring it to the
front (Default = Not selected)

Actions

Actions that can be taken on this popup window

Apply Changes Save changes and close the popup window

Cancel Discard changes and close the popup window

Home > Active Hosts > Host Menu > Host Settings > Security

The Security subsection includes settings for Host authentication and other rights
forMaster connections to this Host:

w Security Edit
Authentication configuration Require Windows authentication
Administrator password IUse same password to control access to Host settings

Allowr remote administration (peer-to-peer) Mo



Web Console Operating Guide

The Account User can click on the Edit button to view and/or edit any of these
configuration options:

Simple password configuration
() Allow connection with simple password

Password:

Confirm password:
® |Ise same password to control access to Host settings

Use different password for Host settings
Settings password:

Confirm password:

Allow remote administration (peer-to-peer)
Window authentication configuration

|:'.-':| . - . . - -
= Require Windows authentication Set Permissions...

Apply Changes ] Cancel ]

Below is a table of the fields, values and actions available on the Security popup window:

Field Description

Simple Select Allow connection with a simple password to use simple password to
password authenticate Account Users before allowing a Master connection to this Host.
configuration Type in a password in the Password and Confirm password fields; if the field

is blank, no password will be required.
Access to Host settings can be controlled separately:

Use same Allow Account User to view/edit Host settings with the
password to same simple password provided to establish the Master
control access to connection

Host settings

Use different Allow Account User to view/edit Host settings with a
password for Host  different password than that provided to establish the
settings Master connection. Type in a different password in the

Settings Password and Confirm Password fields; if this
option is selected and the field is blank, no password
will be required

Allow remote Allow any Account User with Administrator privileges on your Host computer
administration to view/edit the Host settings without logging in to the Gateway Server (i.e.
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(peer-to-peer)

use peer-to-peer Master connection to go directly to the Host)

Windows
authentication
configuration

Select Require Windows authentication to use network credentials to
authenticate Account Users before allowing a Master connection to this Host.
The Host will verify the credentials (username/password) of the Account User
requesting access against those kept at the domain controller (usually in
Active Directory). If the credentials match, a Master connection will be
established,; if not, the Master connection request will be refused

Set Permissions View/edit Windows authentication configuration settings.
One of the strongest features of the PC-Duo solution is
the availability of fine-grained permissions for Account
Users and Groups of Account Users who want to
access the Host remotely.

See the Host Operation > Security tab > Windows
Authentication Configuration section in the PC-Duo Host
Guide for more detailed information about setting
permissions for Account Users and Groups.

Actions

Actions that can be taken on this popup window

Apply Changes Save changes and close the popup window

Cancel Discard changes and close the popup window

NOTE: Whenever possible, it is recommended that Windows authentication be used.
Simple password authentication remains available for those cases in which Windows
authentication is not appropriate or is unavailable (for example, Windows XP Home

Edition does not support “classic” authentication security policy, and must use simple

password).

Home > Active Hosts > Host Menu > Host Settings > Options

The Options subsection includes settings for default behavior when Master connections
to the Host are terminated and for suppressing local inputs (keyboard/mouse) when
Master connection is established:

w Options Edit
Action on disconnect or termination Lock workstation
Keyboard and mouse suppression Mever suppress the local keyboard and mouse

The Account User can click on the Edit button to view and/or edit any of these
configuration options:
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F

Action on disconnect or termination

) Mone

OPTIONS

(®) Lock workstation

Keyboard and mouse suppression

() Reboot computer, terminating all programs

(®) Never suppress the local keyboard and mouse

() Suppress local input, if the Master requests it

|} Suppress the local keyboard and mouse at systemn startup

Apply Changes

Cancel ]

Below is a table of the fields, values and actions available on the Options popup window:

Field Description

Action on Configure certain actions to occur on the Host computer when Master
disconnect or connection is terminated (Default = None)

termination

None

Terminating a Master connection will result in no actions
on the Host desktop

Lock workstation

Terminating a Master connection will result in locking
the Host computer (it can be unlocked using Windows
commands)

Reboot computer,
terminating all
programs

Terminating a Master connection will result in rebooting
the Host computer

Keyboard and
mouse
suppression

Configure behavior of keyboard and mouse on the Host computer when
Master connection is open (Default = Never suppress the local keyboard and

mouse)

Never suppress the
local keyboard and
mouse

Allow local keyboard and mouse will be enabled while
Master connection is established (i.e. both local and
remote keyboard and mouse will be active)

Suppress local
input, if the Master
requests it

Disable local keyboard and mouse and enable the
remote keyboard and mouse, if remote Account User
takes control while Master connection is established (at
Master connection time, local keyboard and mouse are
enabled and remote keyboard and mouse are disabled)

Suppress the local

Disable local keyboard and mouse and enable the
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keyboard and remote keyboard and mouse when the Master
mouse at the connection is established (i.e. only one keyboard and
system startup mouse will be active at any time; local keyboard and

mouse are enabled when the Master connection is
established)

Actions Actions that can be taken on this popup window
Apply Changes Save changes and close the popup window
Cancel Discard changes and close the popup window

Even if Host is configured to disable the local keyboard and mouse during a Master
connection, the local Host user will be presented a popup window which can be used to
override such settings when Master requests access to the desktop:

Host Options Settings

The following Host options are in effect:

¥ Disable kevboard and mouse on starkup

These settings prevent this computer From being used locally; it can
orly be used by a remoke user, You can disable these settings now if
wioll wish bo use the computer locally,

Time remaining before auktomatic continuation: 28 seconds

Continue Enable Local Use of Computer

The local Host user will have 30 seconds to click Enable Local Use of Computer and re-
enable the local keyboard and mouse. If the local Host user clicks Continue, any
preemptive settings configured at Host startup time (see checkbox options) will apply and
the local keyboard and mouse may be disabled when the Master connection is
established.

Home > Active Hosts > Host Menu > Host Settings > Access

The Access subsection includes settings for access control, permissions and services
available when a Remote Desktop connection is established:
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W AcCcess
Access restrictions
Connection permission

Do not prompt for permission
on locked or logon screens

Input Control

File Transfer
Clipboard Transfer
Remote Management
Remote Printing

Chat

Edit
Permit connection
Mo permission required

fes

Yes
Yes
Yes
fes
Mo

fes

The Account User can click on the Edit button to view and/or edit any of these

configuration options:
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ACCESS
Access restrictions

® permit connection

(U Lock out connection

U Lock out or permit connection based on time zone:
Time Zone Settings...
Connection permission
(® No permission required
() Permission must be granted by Host;
Host's user must respond within:
() Permission requested from Host;
connection continues after
¥! Lock workstation if permission not explicitly granted

¥! Do not prompt for permission on locked or lo

Services enabled by default
Input Control
Clipboard Transfer

Remote Printing

Apply Changes

Below is a table of the fields, values and actions available on the Access popup window:

Field Description

Access
restrictions

Allow or disallow Account Users from establishing a Master connection to this Host
(Default = Permit connection)

Permit Allow any authenticated Account Users to establish a Master
connection connection to this Host

Lock out Disallow any Account Users from establishing a Master
connection connection to this Host

Lock out or Allow or disallow Master connections at specific times on specific
permit days; click on Time Zone Settings to configure when to allow or
connection disallow such Master connections

based ontime  gee pelow for more information about Time Zone Settings.

zone

Connection

Specify certain conditions that must be met before allowing a Master connection to
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permission

this Host (Default = No permission)

No permission
required

Allow any authenticated Account Users to establish a Master
connection to this Host without any additional requirements

Permission
must be
granted by
Host

Do not allow Account Users to establish a Master connection to
this Host without permission granted by the remote Host user.

When Account User requests a Master connection, a popup
window will appear on the Host asking for permission to allow the
Master connection:

Request Permission for Connection

The uger at the computer station:

172 16.10.0 FUMK wzarla [authenticated as FUME \zarla)
would like to connect bo pour computer.

Time remaining before automatic rejection;

53 seconds

Accept Connection i Heject Connectian

If the remote Host user selects Reject Connection or does not
respond before specific time period elapses, the Master
connection request will be rejected.

If the Host Account User selects Accept Connection before the
specific time period elapses, the Master connection will be
allowed.

NOTE: Even if this option is selected, the Request Permission for
Connection popup window can be suppressed on the Host if the
Bypass connection permission option is selected in the
Permission Entry window under Advanced Security Settings (see
“Service Security tab” in the PC-DUO Host Guide).

Host’s user must Specify the time period that the remote

respond within: Host user will have to select Accept
Connection; otherwise Master
connection will be refused

Permission
requested from
Host

Allow any authenticated Account Users to establish a Master
connection to this Host but only after giving the remote Host user
the opportunity to accept or reject a Master connection request.

Same as Permission must be granted by Host except that if
remote Host user doesn’t respond in specified time period, the
Master connection request will be allowed.

Connection Specify the time period that the

continues after: remote Host user will have to select
Reject Connection; otherwise
Master connection will be allowed

Lock
workstation if
permission not

Lock the Host desktop prior to allowing a new Master connection.
This prevents the new Account User from seeing the current
logged-in Account User's session unless he/she knows the
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explicitly
granted

credentials to unlock it (Default = Selected)

Do not prompt
for permission
on locked or

logon screens

Select this option to suppress the permission to connect popup
window from appearing on the Host desktop if Connection
permission is set to either require or request permission from Host
user

Services
enabled by
default

This field is present ONLY for Host on Demand hosts. Specify which Host services
should be enabled when Master connection to this Host is established.

NOTE: Local Host user will have a chance to enable/disable any of these services
when he/she is prompted to accept Master connection request from an Account

User.

Request Permission for Connection

E_E Gateway GATEWAY (authenticated as Shared Secret) wants to connect
E for remote contral on behalf of PROXYMETWORKSYdm  [authenticated as
PROXYMNETWORKS\Administrator).

Show Details. ..

Time remaining before automatic acceptance:

25 seconds

Services Enabled for this Connection

[+ Input Control [+ File Transfer
[+ Clipboard Transfer [+ Remote Management
v Chat
Accept Connection | Reject Connection

Input Control

If checked, allow Account User to have Input Control for Host
desktop when Master connection is established (Default =
Selected)

Clipboard
Transfer

If checked, allow content to be copied and pasted between Host
desktop and Account User’s desktop when Master connection is
established (Default = Selected)

Remote
Printing

If checked, allow Account User to send content from Host desktop
to local printer associated with Account User’s machine when
Master connection is established (Default = Not selected)

File Transfer

If checked, allow content to be dragged and dropped between
Host desktop and Account User’s desktop when Master
connection is established (Default = Selected)

Remote
Management

If checked, allow Account User to view and/or edit Windows
Management Instrumentation (WMI) configuration settings for the
Host desktop when Master connection is established (Default =
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Selected)

Chat If checked, allow chat sessions to be established between remote
Host user and any Account Users with active Master connections

to this Host (Default = Selected)

Actions Actions that can be taken on this popup window

Apply Changes  Save changes and close the popup window

Cancel Discard changes and close the popup window

If Access restrictions is set to Lock out or permit connection based on time zone, then the

Account User can set specific time periods each day when to allow or disallow Master
connections to this Host in the Time Zone Settings popup window:

TIME ZONE SETTINGS

Lock out/Permit connection based on time zone:

To edit the times, select either Permit or Lock, and dick in spaces below: () Permit @) Lock

AM PM

121 2 3 4 5 6 7 B8 9 1011 121 2 3 4 3 6 7 & 9 10 11
sndsy  RENERAREREEEREREEEREEREERRERE R R R ER AR IR
vonday  [INENARARERRERE R REEREERE RN RERRR R R AR IR
esdy QRERAREREAERERERERERRERERRRRNRNRRERRENRRERRENRNEND
wednesday [JHN AN AR AR AR AR AR RRAR A RERRRR R AR AR R RR AR I IR
mhorsday - JEAEARARARERARRERRRERRRR R RE R R NRRR MR RRRR R DN
ey HEARARERAREREREERRERRRRR RN NRERENR R ARRR DRI NE
sarday  INNANANARRRRRERRRRRERE R R R RERR O R IR

oK ) Cancel ]

In this example, Master connections will be permitted from 6:30 AM to 6:00 PM on
Monday through Saturday, and will be denied at all other times.

Below is a table of the fields, values and actions available on the Time Zone Settings
popup window:

Field Description
Lockout/Permit The time map is divided into half-hour time slots for each day of the week. Each
connection half-hour time slot is marked green or red as follows:
based on time
zone:
Permit (Green) A green box indicates a Master connection is permitted

during a specified half-hour period
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Lock (Red) A red box indicates a Master connection is not permitted
during a specified half-hour period
Actions Actions that can be taken on this popup window
OK Save changes and close the popup window
Cancel Discard changes and close the popup window

Home > Active Hosts > Host Menu > Host Settings > Effects

The Effects subsection includes settings for turning on/off visual effects on the Host
desktop to improve performance of screen capture:

w Effects Edit

When to disable visual effects on the Host Upon request, permit Master to
disable selected effects

Aero Glass (desktop composition) Yes
Background wallpaper or pattern Yes
Mouse shadow and trails Yes
Font smoothing and ClearType Yes
Menu shadows and window animations ‘fes
Show window contents while dragging Yes
Screen saver Yes

By disabling certain visual effects, the amount of screen data that is captured and
transmitted over the network can be greatly reduced, improving speed and performance.

The Account User can click on the Edit button to view and/or edit any of these
configuration options:
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EFFECTS

When to disable visual effects on the Host

(O Never disable effects

(® Upon request, permit Master to disable selected effects

O Always disable the selected effects

Visual effects
Aero Glass (desktop composition)
Background wallpaper or pattern
Mouse shadow and trails
Font smoothing and ClearType
Menu shadows and window animations
Show window contents while dragging
Screen saver

Apply Changes

Cancel

Below is a table of the fields, values and actions available on the Effects popup window:

Field Description

When to disable
visual effects on
the Host

Choose one of the three general policy options below to determine whether or
not visual effects should be enabled/disabled during screen capture (Default =
Upon request, permit Master...)

Never disable effects

Enable all visual effects on Host desktop

Upon request, permit
Master to disable
selected effects

Allow the Account User to disable some or all visual
effects on the Host desktop; the visual effects the
Account User may disable will be checked in the Visual
Effects section below

Always disable the
selected effects

Disable some or all visual effects on the Host desktop
when a Master connection is established; the visual
effects selected to be disabled will be checked in the
Visual Effects section below

Visual effects

Select which visual effects should be enabled (checked) or disabled (checked)

if either the second or third option is selected above (Default = selected)

Aero Glass (desktop
composition)

If checked, turn off Aero Glass in the screen capture of
the Host desktop that is presented to the Account User

Background
wallpaper or pattern

If checked, turn off any wallpaper in the screen capture
of the Host desktop that is presented to the Account
User

Mouse shadow and

If checked, suppress representations of mouse
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trails

movements in the screen capture of the Host desktop
that is presented to the Account User

Font smoothing and
ClearType

If checked, suppress font modifications and/or Clear
Type overlays on text in the screen capture of the Host
desktop that is presented to the Account User

Menu shadows and
window animations

If checked, suppress menu shadows and window
animations in the screen capture of the Host desktop
that is presented to the Account User

Show window
contents while
dragging

If checked, suppress window content while it is being
dragged across the desktop in the screen capture of the
Host desktop that is presented to the Account User

Screen saver

If checked, turn off screen saver in the screen capture of
the Host desktop that is presented to the Account User

Actions Actions that can be taken on this popup window

Apply Changes

Save changes and close the popup window

Cancel

Discard changes and close the popup window

Home > Active Hosts > Host Menu > Host Settings > Protocols

The Protocols subsection includes network settings for Gateway connections to the Host:

w Protocols

Edit

Port 1505 on address(es) fe80::52:3ec0:44e0:
1, 127.0.0.1

UDP network protocol

Port 1505 on address(es) fe80::52:3ec0:44e0:
1, 127.0.0.1

TCP/IP network protocol

IPX network protocol =MNot enabled=

Use encryption Yes

The Account User can click on the Edit button to view and/or edit any of these

configuration options:
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PROTOCOLS x
Metwork protocol configuration

UDP/IP protocol

] Enabled Standard

Port 1505 on address(es) feB0::da®c%10, 21, 127.0.0.1

TCP/IP protocol

[¥] Enabled Standard Restrictions...

Port 1505 on address(es) fe80::da9c%10, 21, 127.0.0.1
IPX protocol

JEnzbled Standard

=Mot enabled=

Use encryption Select ciphers...

Apply Changes l Cancel l

Below is a table of the fields, values and actions available on the Protocols popup
window:

Field Description
Network Check Enabled next to each network protocol that Gateway Server can use to
protocol establish a connection to the Host. Select Standard to specify default port

configuration number (1505 for UDP/IP and TCP/IP) on which the Host will be listening for a
Gateway connection, or enter a custom port number. The list of ports and
addresses on which the Host will be listening will appear in a box below each

protocol

UDP/IP protocol Allow the Gateway Server to use UDP/IP to connect to
the Host; the standard port number is 1505

TCP/IP protocol Allow the Gateway Server to use TCP/IP to connect to
the Host; the standard port number is 1505
Grant or deny access over TCP/IP to specific IP
addresses or range of IP addresses by clicking on
Restrictions... (see below for more information)

IPX protocol Allow the Gateway Server to use IPX to connect to the

Host; specify a port number
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Use Ensure that Gateway connection between the Gateway Server and Host is
encryption protected with a mutually acceptable encryption algorithm
Select ciphers When the Gateway Server requests a Master

connection to the Host, the two applications will
negotiate to determine the highest level of encryption
that is supported by both

The Select ciphers window lists the encryption ciphers
that are supported by the Host in decreasing order of
preference. Enable or disable ciphers by dragging and
dropping them between the ENABLED and DISABLED
sections of the window.

SELECT CIPHERS X

Encryption ciphers
------------------- ENABLED ———————
AES encryption (256-bit key)
AES encryption (192-bit key)
| AES encryption (128-bit key)
Triple-DES (3DES) encryption [192-bit key)

[ Mote

Select and drag cipher(s) to enable or disable

oK ] Cancel ]
Actions Actions that can be taken on this popup window
OK Save changes and close the popup window
Cancel Discard changes and close the popup window

NOTE: The Host can be installed on a computer that is also running the Gateway Server.
Both programs can have the IP protocols enabled because each uses a different default
port (Host uses 1505, Gateway Server uses 2303). However, the two programs will
compete for the same default IPX port. Either disable (uncheck) IPX on the Protocols tab
of Host, or choose an alternate port (other than Standard) for IPX in either the Host or
Gateway Server.

Access to the Host over TCP can be restricted according to the IP address of the
Gateway Server. The restrictions can be configured by clicking on Restrictions to bring up
the following popup window:
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r |
TCP/IP ADDRESS RESTRICTIONS x

TCP client address access restrictions
By default, all cormputers will be: ® Granted access () Denied access

Except those listed below:

Add ]
_t ACCESS TCP CLIENT ADDRESS[MASK] ACTIONS
_E Denied 192.1.1.1[0.1.1.0] Edit ] Remaove ]
I
oK ] Cancel ]
L l

Below is a table of the fields, values and actions available on the TCP/IP Address
Restrictions popup window:

Field Description

By default, all Specify general access policy for Account Users requesting access to this
computers will be:  Host desktop (Default = Granted access)

Granted access In general, allow all TCP/IP Master connections to this
Host from all IP addresses except those listed below

Denied access  In general, deny all TCP/IP Master connections to this
Host from all IP addresses except those listed below

Add Click on the Add button to create an exception to the general access
policy defined above.

If general access policy = Granted access, the clicking the Add button will
create an exception that will be denied access.

If general access policy = Denied access, the clicking the Add button will
create an exception that will be granted access.

See below for more details about adding exceptions.

Except those Below is a list of fields, values and commands available for each
listed below exception to the general access policy:
Access Defines the type of access that applies to this exception;

if general access policy = Granted access, the value of
this field is Denied; if general access policy = Denied
access, the value of this field is Granted

Denied If general access policy = Granted access,
then effect of this exception is to deny
access request from this network address
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Granted If general access policy = Denied access,
then effect of this exception is to allow
access request from this network address

TCP/IP Displays the specific IP address subject to the type of

Address [Mask] access defined in exception above, or the subnet mask
for a range of IP addresses that should be subject to
the access exception; can be either IPv4 or IPv6 format

Actions Commands that can be taken to view/modify/delete this
exception
Edit View and/or modify configuration settings

for this IP address

Remove Remove this IP address from the exception

list
Actions Actions that can be taken on this popup window
OK Save changes and close the popup window
Cancel Discard changes and close the popup window

To add an exception to the list, the Account User can click on the Add button in the
popup window (if general access policy = Granted access, the popup window will enable
Account User to create an exception that will be denied access; if general access policy =
Denied access, the popup window will define exception(s) that will be granted access):

l DENY ACCESS ON x
Type: ) Single computer (at one IPv4 address)

() Group of computers (by TPv4 subnet mask)

O Group of computers (by IPv4 start address & count)

O Single computer (at one IPvE address)

(O Group of computers (by IPv6 subnet mask)

Address:

0K ] Cancel ]

Below is a table of the fields, values and actions available on the Add Exception popup
window:

Field Description
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Type Specify the IP address(es) that should be subject to the exception defined above
Single computer (at Define exception for single IPv4 address by typing in an
one |IPv4 address) IPv4 address in Address field
Group of computers  Define exception for a group of IPv4 addresses by typing
(by IPv4 subnet in an IPv4 address in the Address field and an IPv4
mask) subnet mask in the Mask field
Group of computers  Define exception for a range of IPv4 addresses by typing
(by IPv4 start in a starting IPv4 address in the Address field and the
address & count) number of subsequent addresses to include in the range

in the Number of addresses field
Single computer (at Define exception for single IPv6 address by typing in an
one |IPv6 address) IPv6 address in Address field
Group of computers  Define exception for a group of IPv6 addresses by typing
(by IPv6 subnet in an IPv6 address in the Address field and an IPv6
mask) subnet mask in the Mask field

Address Specify an IPv4 or IPv6 address for exception or range of exceptions

Mask* Specify subnet mask for separating the IPv4 or IPv6 address into network prefix and
host identifier; appears only if IPv4 or IPv6 option with subnet mask is specified

Number of Specify the number of sequential addresses that should be added to the address

addresses* specified about to define the range of addresses that should be subject to the
defined exception; appears only if IPv4 option with address & count is specified

Actions Actions that can be taken on this popup window

OK Save changes and close the popup window

Cancel Discard changes and close the popup window

* Optional entry fields

Home > Active Hosts > Host Menu > Host Settings > Gateways

The Host can be configured to report to one or more Gateway Servers. The Gateways
subsection includes settings for each Gateway Server this Host should report to:

w Gateways

Edit

Remote control and related services Mo

Host administration and remote management  No

Host workstation ID w={AOF72D52-460C30D0D8}

WS (0x0)

ws via UDP/IP on 3032 at 192.1.1.21

gateway.com via UDP/IP at

GATEWAY (0x0)

feB0::3ec0:%%10

SUPPORT (0x0) support.com via UDR/IP
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The Account User can click on the Edit button to view and/or edit the configuration
options for each Gateway Server:

. — —

GATEWAYS

Connection restrictions

Require that connections come from a listed Gateway for:

[JRemote control and refated services

[[]Host administration and remote management

Mote: do not check the Host administration box if vou plan
to use the Deployment Tool "Update Host Settings” feature.

Add Gateway... ] Resend Status... ]

STATION PROTOCOL ADDRESS LAST ACTIONS

SPECIFIER STATUS
@ aqws UDP/IP on 3032 102.168.1.21 (0x0) ,3’ X o v A A
G oateway.proxy UDP/IP fe80::52:3ec0: (0x0) g R 0 w AR
@ support.proxy UDP/IP on 2332 192.168.1.71 (0x0) JF % & [ A A
HOST WORKSTATION 1ID: w={AOF72D52-B508-243000D8}

Apply Changes I Cancel I

Below is a table of the fields, values and actions available on the Gateway Servers popup

window:
Field Description
Connection Ensure that Master services and/or administrative services to this Host can

restrictions

come only through a Gateway Server listed below (i.e. no peer-to-peer)

Remote control and
related services

Ensure that remote support and collaboration services,
including Input Control, File Transfer, Remote Printing
and Chat, can only come from a listed Gateway Server
(i.e. Master connections and services requested on a
peer-to-peer basis will be rejected)

Host administration
and remote
management

Ensure that administrative services, including Host
Administration and Remote Management, can only come
from a listed Gateway Server (i.e. not valid for peer-to-peer)

Add Gateway

Click on this button to add an entry to the list of Gateway Servers with which this
Host is allowed to communicate; see the Gateway Connection Properties popup
window below for more details

Resend
Status

Click on this button to cause the Host to recheck the status of its Gateway
connections with all the listed Gateway Servers; the status icon in the first
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column of the table entries below will be updated to reflect the updated status

Gateway Details Each entry in the Gateway Server list will have the following fields and values:

Status The status of the Gateway connection between the Host and
the listed Gateway Server will be indicated by one of the
following status icons:

@ Status OK, relationship to Gateway Server is OK,
Reverse connection established

@ Status OK, relationship to Gateway Server is OK

? Status unknown, possibly waiting for ‘Resend’

@ SSL certificate error; select entry and click ‘View

Error for more information

i‘\ Error condition; see error code for more information

Station Specifier =~ The DNS name, Gateway Server name or network IP
address for the listed Gateway Server

Protocol The network protocol being used for communication
between the Host and the listed Gateway Server; can be
UDP/IP, TCP/IP, IPX, SSL, Web Sockets (WS) or Secure
Web Sockets (WSS)

Address The IP address of the listed Gateway Server; can be IPv4 or
IPv6 format

Last Status The last status of the Gateway connection between the Host
and the listed Gateway Server, in internal format (for debug
purposes)

Actions Following is a list of actions that can be taken to modify the

list of Gateway Servers (the Host checks status in order)

7 View/edit the configuration settings for the Gateway
connection with the listed Gateway Server

x Delete this entry from list of Gateway Servers with which this
Host should communicate

& View the details of the configuration settings for the listed
Gateway Server

W Move the listed Gateway Server one spot down in the list of
Gateway Servers

F Move the listed Gateway Server one spot up in the list of
Gateway Servers

= Move the listed Gateway Server to the top of the list of
Gateway Servers, so that it is the first Gateway connection
that Host makes
Host Unique internally generated identification number for the Host

Workstation ID

Actions Actions that can be taken on this popup window
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Apply Changes

Save changes and close the popup window

Cancel

Discard changes and close the popup window

When the Add Gateway Server button is clicked, the Gateway Connection Properties

popup window appears:

GATEWAY CONNECTION PROPERTIES X
Gateway
PROTOCOL: ssL | popT: Standard

STATION SPECIFIER:

Reverse connection mode

View certificate ...

oK

Mever keep a reverse connection to this Gateway server
® Always keep reverse connection to this Gateway server

Automatically determine if reverse connection is necessary

] Cancel ]

Below is a table of the fields, values and actions available on the Gateway Connection

Properties popup window:

Field Description

Gateway Server Specify details about the new Gateway Server

Protocol

Choose the network protocol that should be used to

communicate with the new Gateway Server; options
include UDP/IP, TCP/IP, SSL, Web Sockets (WS) or
Secure Web Sockets (WSS)

| uDP/1P -

UDP/IP
TCP/IP
SSL
W5
WSS
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Port Specify a port number for the protocol selected above;
or specify Standard to use default port number (default
port number for UDP and TCP and WS is 2303; default
port number for SSL and WSS is 443)

Station Specifier Type in the DNS name, Gateway Server name or
network IP address for the new Gateway Server

Reverse Specify whether or not the Host should use a Reverse connection to
connection communicate with the Gateway Server. With Reverse connection, the Gateway
mode Server will be able to access the Host through firewalls and Net Address

Translation (NAT) devices. The potential downside is that each Reverse
connection requires some overhead to be established and maintained; the
Gateway Server may have limited resources to support large number of
concurrent Reverse connections (Default = Automatically determine if Reverse
connection is necessary)

Never keep a Reverse  Select this option when the Host and Gateway Server are

connection to this on the same LAN and the Gateway Server can easily
Gateway server establish a Master connection to the Host

Always keep a Select this option when the Host is not easily accessible
Reverse connection to by the Gateway Server, e.g. is behind a firewall and/or
this Gateway server router with a NAT table. The Host will always use a

Reverse connection to maintain communication with the
Gateway Server.

Automatically Select this option to cause the Host to figure out if it
determine if Reverse needs a Reverse connection to communicate with the
connection is Gateway Server based upon its IP address.
necessary
View Click on this option to view the SSL certificate for this Gateway Server. See
certificate Gateway Server Installation > SSL certificates section in the PC-Duo Gateway

Server Guide for more details.
NOTE: This command only appears when SSL-related protocols are selected

(SSL, WSS).

Actions Actions that can be taken on this popup window
OK Save changes and close the popup window
Cancel Discard changes and close the popup window

When the View Details button ( 6" ) is clicked for a listed Gateway Server, the Gateway
Connection Details popup window appears:
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GATEWAY CONNECTION DETAILS x

Gateway

PROTOCOL: UDP/IP pORT: 3032

STATION SPECIFIER: | ows

]

PROPERTY VALUE
Key 1ce7839253d5
Display name GWS
Metwork address  192.1.1.1

Control mode
GUID
Authenticated as
Last update

Last connect
Last status
Security model
Active

Is control
Duplicate

Ordinal

Automatically determine if reverse connection is necessary
w={02032B-6FAC4EQB-ABCAC}
PROXYMETWORKS\RemoteControlGateway
11/26/2013 10:49:00 AM
11/26/2013 10:49:00 AM
00
Vindows authentication (when available)
Mo
Mo

Mo

oK ]

Below is a table of the fields, values and actions available on the Gateway Connection

Details popup window:

Field

Description

Gateway

Identification details for the listed Gateway Server

Protocol

Network protocol being used to communicate with the

listed Gateway Server; options are UDP/IP, TCP/IP, IPX

or SSL
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Port

Port number being used to communicate with the listed
Gateway Server; if Standard, default port for UDP &
TCP is 2303, and for SSL is 443

Station Specifier

The DNS name, Gateway Server name or network IP
address for the listed Gateway Server

Property Details about the Master connection with the listed Gateway Server

Key Internal identification number

Display Name Name of the listed Gateway Server

Network Network IP address of the listed Gateway Server; can

Address be IPv4 or IPV6 format

Control Mode Policy for Reverse connection mode

GUID Unique internal identifier for the listed Gateway Server

Authenticated As  Windows account name that the listed Gateway Server
has used to authenticate itself to the Host

Last Update Time stamp of the last attempt by the Host to update
status with the listed Gateway Server

Last Connect Time stamp of the last Gateway connection from listed
Gateway Server to this Host

Last Status The last status of the Gateway connection between the
Host and the listed Gateway Server, in internal format
(for debug purposes)

Security Model Security model in effect for authentication; options are
Simple Password or Windows Authentication (preferred)

Active For internal use

Is Control For internal use

Duplicate For internal use

Ordinal For internal use

Actions Actions that can be taken on this popup window

OK

Close the popup window

Home > Active Hosts > Host Menu > Host Settings > Screen

The Screen subsection includes settings for screen capture preferences:
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v Screen Edit
Screen capture preference User-mode
Current user mode screen capture profile High Quality/High Bandwidth
Allow use of kernelmode screen capture Yeas

The Account User can click on the Edit button to view and/or edit any of these
configuration options:

5 B
SCREEN x
Screen capfure preferences

Alow use of kernelmode screen capture, which will disable Aero Glass

(] Attach kernel-mode mirror display driver at Host startup,
rather than for each connection

() Prefer kernekmode screen capture
(@ prefer user-mode screen capture
Current user-mode screen capture profile:  "High Quality/High Bandwidth"

Configure...

Apply Changes ] Cancel ]

Below is a table of the fields, values and actions available on the Screen popup window:

Field Description

Allow use of Allow the kernel-mode mirror display driver to be attached if kernel-mode
kernel-mode screen capture is requested by Master or Gateway Server

screen Note: When kernel-mode mirror display driver is in use, Aero Glass effects
capture ... will be disabled in desktops of machines running Windows Vista or later

Note: Kernel-mode mirror display driver will require local or system
Administrator rights and reboot to install

Attach kernel-mode Ensure that the mirror driver is pre-loaded at
mirror display driver  startup time, eliminating the need to attach/detach

at Host startup... with each Master connection to the Host
Prefer kernel- Use kernel-mode screen capture driver for capturing the Host desktop; will
mode screen require Aero Glass effects to be disabled

capture
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Prefer user- Use user-mode screen capture driver for capturing the Host desktop; will
mode screen not require Aero Glass effects to be disabled
capture
Current user-mode Displays the user-mode screen capture profile
screen capture currently in effect
profile

High Quality/High Bandwidth =
High Quality/High Bandwidth
Medium

Mediurmn-Low (recording))

Low (recording)

[Customn)]

See Host Operation > Screen tab > Bandwidth
Throttling in the PC-Duo Host Guide for more
information about user-mode screen capture

profiles

High Quality/ Highest image quality;

High Bandwidth  unlimited bandwidth

Medium Medium image quality;
bandwidth limited to 100
Kbyte/sec

Medium- Medium-low image quality;

Low bandwidth limited to 60
Kbyte/sec

Low Low image quality; bandwidth

limited to 30 Kbyte/sec

Custom User-defined settings for image
quality, bandwidth and other
parameters

Configure... Specify custom settings for image quality,

bandwidth and other parameters of user-mode
screen capture

Actions Actions that can be taken on this popup window
Apply Changes Save changes and close the popup window
Cancel Discard changes and close the popup window

When user-mode screen capture is selected, the amount of bandwidth used to capture
and transmit the Host desktop to the Account User(s) can be restricted or "throttled" by
configuring and applying a user-mode screen capture profile. The default profile is "High
Quality/High Bandwidth" but other profiles corresponding to smaller bandwidth limits are
available. See Host Operation > Screen > Bandwidth Throttling section of the PC-Duo
Host Guide for more information about configuring user-mode screen capture profile
properties.
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USER MODE PROFILE PROPERTIES X

Choose Profile

Choose a preconfigured profile from the list below, or choose
[Custom] to create a custom profile.

High Quality/High Bandwidth ~

Imaging
Image Type:
Color Depth (24 bpp): Least | Best
6 24
Desktop Poling
Capture Rate (8): Lower _—_— Higher
1 10
Foreground (10): Lower ) 1'D Higher
Background (6): Lower 1_' } Higher
Bandwidth
Bandwidth Limit (unlimited): Lower e Higher

0K J Cancel ]

Home > Active Hosts > Host Menu > Host Settings > Tags

The Tags subsection includes details of any custom information attached to this Host:

w Tags
Custom_Group User-defined custom group
Host_User_Dept Marketing

Tags are usually created by the administrator and contain custom information in the form
of name-value pairs to help identify the Host. They are commonly used in conjunction
with Grouping rules and/or automated configuration scripts.
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Home > Active Hosts > Host Menu > Host Settings > License(s)

The Licenses subsection shows a list of license keys entered for this Host:

v License(s) Add License... |

Host+Master Subscription Upgrade to v8.10 4120 0000 0000 0000 0ooo

The Account User can click on the Add License button to add a new license key:

ADD LICENSE KEY X

When you purchase PC-Duo, you receive a license key to unlock the software.

If you have a version upgrade license key, you must add both the original product
license key (if not already shown) and the upgrade license key to unlock the
software.

Please enter your license key exactly as you received in the space below:

0K l Cancel ]

Below is a table of the fields, values and actions available on the Add License Key popup
window:

Field Description
Please enter your  Enter the Host license key; the description of the key and the key number will
license key... be entered and displayed in the list above after the Account User clicks on OK
Actions Actions that can be taken on this popup window

OK Save changes and close the popup window

Cancel Discard changes and close the popup window

Home > Active Hosts > Host Menu > Host Settings > Information
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The Information subsection displays details of the version of Host software running on
this Host:

w Information

Hast service versian 8.10.1.2379

Below is a table of the fields, values and actions available in the Information subsection:

Field Description
Host service Version of the Host software running on this Host machine
version

Home > Active Hosts > Host Menu > Security

By clicking on this menu option, the Account User will see a popup window with details
about accounts that have access rights on this Host:

[ HOST SECURITY - WIN-HQEGLUUCI48 x
Import New Account I
TYPE ACCOUNT NAME HOST PERMISSION SESSION PERMISSION ACTIONS
Allow BUILTIN\Administrators Edit Security Edit Security View/Edit | Remaove
Allow  PROXYPROGATEWAY\user Visible Visible View/Edit | Remove
Allow PROXYPROGATEWAY|Power Remote Control Visible View/Edit | Remove

Users

Displaying items 1 -3 of 3

Q

Please click Apply Changes to complets the process or click Cancel Changes to reset the changes made in this session.
Apply Changes ] Cancel Changes

Below is a table of fields, values and actions available in the Host Security popup window
for this Host:

Field Description
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Type

Global setting for permissions defined for this account

Allow Grant this account permissions defined

Deny Deny this account the permissions defined

Account Name

<Domain>\<Username> for the Account User that has logged-in to the Web
Console

Host List of permissions allowed/denied on this Host for this account

Permission

Session List of permissions allowed/denied on recordings of this Host for this account
Permission

Actions Actions that can be taken on this account

View/Edit View/Edit permissions that this account has on this Host. A
popup window with fine-grained permissions will appear.
Remove Disable permissions that this account has on this Host. By

clicking on this button, the account will be removed from this
list.

Below is a table of other options available on this popup:

Option Description
Import New Import new Account User to grant/deny permissions on this Host. See Accounts
Account > Import New Account for more detail.

Apply Changes

Confirm any changes to permissions or accounts authorized for this Host

Cancel Changes

Roll back any changes to permissions or accounts authorized for this Host

Close

Close the Security popup window for this Host
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ADD MEW PERMISSION x

PERMISSION TYPE: & Alow ¢ Deny

OBIECT TYPE: * User {" Group
LOCATION: INETWORKS (netwarks.c... v
ACCOUNT MAME: CheckMames |

(Enter account name, partial or complete and dick Check Names or Mext)

Apply Cancel |

Below is a table of parameters and options available in the Import New Account popup
window:

Field Description
Permission Type Global setting for permissions defined for this account
Allow Grant this account permissions defined
Deny Deny this account the permissions defined
Object Type Specifies whether the Windows account to be enabled is for an individual

Account User or Group of Account Users

User Windows account for individual Account User
Group Windows account for Group of Account Users
Location Specifies where the Web Console should look to find Windows account for

which you want to grant/deny permissions on this Host

Account Name Type in at least two letters and click on Check Names button to get a
dropdown list of all account names in the specified location that match; if only
one account name matches, it will be entered in the account name field.

Actions Actions that can be taken on this account

Apply Save changes to permissions that this account has on this
Host (appears in popup when View/Edit button is clicked)

Cancel Discard changes to permissions that this account has on this
Host (appears in popup when View/Edit button is clicked)
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Home > Active Hosts > Host Menu > Effective Security

By clicking on this menu option, the Account User will see a popup window displaying the
cumulative list of permissions allowed/denied on this Host. Each entry shows the net
effect of any individual Host and/or Gateway group security policies for each user or

group.

r

HOST EFFECTIVE SECURITY - WIN-HQEGLUUCI48 b
TYPE ACCOUNT NAME HOST PERMISSION SESSION PERMISSION ACTIONS
Allow BUILTIN\Administrators Full Control / Administration Full Control / Administration View
Allow  PROXYPROGATEWAY\Administrator Full Control / Administration Full Control / Administration View

Displaying items 1 - 2 of 2

Q

Close |

L d

Home > Active Hosts > Host Menu > Details

By clicking on this menu option, the Account User will see a popup window with
comprehensive set of additional details about this Host



HOST DETAILS - MARATHON

GATEWAY SERVER PARAMETER

Display name

Host key

Protocol

Port

Machine name
Station name

User

DNS name
Metwork address
Workstation ID
Version

Platform

MAC address

Last status attempt
Last status connect
Last status

Remote Control
Clipboard

File Transfer
Femote Printing
Femote Management

Chat

Group(s)

Home

VALUE

MARATHON
w={53476FCD7-228F4ED7-8F85-A3493E41FI85}
UDPR/IP

1505

MARATHON

MARATHON

192.168.1.159
{5476fcd7-228f-4ed7-Bf85-33493e41985}
9.0.0.2809

Win2012 R2{x64)
F251,080027003
3/4/2016 4:55:45 PM
3/4/2016 4:55:45 PM
0x0

Mo

Mo

Mo

Mo

Mo

Ma

Recording(s} Close




Web Console Operating Guide

Below is a table of fields, values and actions available in the Details popup window for
this Host:

Parameter

Description

Display name

The Host station name with any macros resolved to their current values

Host key Internally generated number to uniquely identify this Host
Protocol Transport protocol used for Master connections to this Host (usually IP)
Port Port used for Master connections to this Host (default = 1505)

Machine name

The NETBIOS name of the Host

Station name

The name that will be assigned, after resolving any macros, to the Host
application running on that machine (also known as Station)

User

The logged-in console user at the Host

DNS name

The name of the Host machine as defined by Domain Name Server, if
available

Network address

IPv4 or IPv6 network address for the Host machine

Workstation ID

Same as Host Key

Version Version number, including build, of Host software running on the Host
machine
Platform Operating system running on the Host machine

MAC address

Media Access Control (MAC) address for the network interface card(s) on the
Host machine

Last update

Date & time of last attempt to update status with Gateway Server

Last connect

Date & time of the last successful connect and update status with the
Gateway Server

Last status

Result of last attempt by Gateway Server to update Master connection status
of the Host (in numeric format)

0 Master connection status = OK

0x8A0C1009 Host refused Master connection (not configured to report

to this Gateway Server?)

O0x8A0C100A Host is offline

0xC004C001 Host not found at last known address

0xC004C009 Host was likely imaged and needs its security model with
the Gateway to be reset. Either remove the Gateway and
add it back or run phsetup resetgateway:all to clear this
state.

0xc004c050 The DNS alias being contacted does not resolve properly

Remote Control

Yes Remote viewing and input control available for this Host;
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otherwise, this service is not available.

Clipboard Yes Ability to copy-and-paste content to/from the clipboard for
this Host; otherwise, this service is not available.

File Transfer Yes Ability to copy files and/or directories to/from this Host;
otherwise, this service is not available.

Remote Printing Yes Ability to send a document from this Host to a printer
connected to account machine and vice versa; otherwise,
this service is not available.

Remote Yes Ability to view/edit hardware, software, service, account,

Management registry and other configuration information for this Host;
otherwise, this service is not available.

Chat Yes Ability to chat with Account User of this Host and any

other Account Users connected to it; otherwise, this
service is not available.

Below is a table of other options available on this popup:

Option

Description

Group(s)

Go to a popup window that lists all Groups to which this Host is currently a
member of. By default, the list will include at least the All Hosts Group

Recording(s)

Go to a popup window that lists any active recordings for this Host. Account
User can change the recording length by editing the value in the Recording
Span field and clicking on the Apply button. If there are no active recordings,
this button will not be clickable

Close

Close the Details popup window for this Host
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Home > Active Accounts

The Active Accounts table shows a list of Account Users with active Gateway
connections to the Gateway Server. In addition, any active Master connections and
applications used will be displayed. By default, the list shows up to 5 entries sorted by
connection time in descending order.

@ ACTIVE ACCOUNTS

ACCOUNT NAME ACCOUNT TYPE ACCOUNT ADDRESS START TIME COMNECTION MODE LICEMSES
DEY adriristrator Administrative fel0:9163:89f0: 1e67:4805%12  1/22/2015 7:12:20 PM é BB 0 1 Details
SRWO1YAdministrator  Administrative 192,168,1.94 1/22f2015 6:453:27 PM _j - I | 1 Details

e Al - Total()

Below is a table of the fields and values for each active account entry:

Field Description
Account Name <Domain>\<Username> for the Account User that has logged-in to the Web
Console
Account Type One of three Web Console account types
Administrative Administrative Account User
Master Master Account User
Personal Personal Account User

Connection Mode  The applications which are open and active on the Account User’s desktop are
indicated here

:‘] Indicates that the Web Console application is open and
= connected to this Gateway Server
,ﬁ Indicates that the standalone Gateway Administrator
= application is open and connected to this Gateway Server
[ "] Indicates that the standalone Master application is open
= and connected to this Gateway Server
ﬂ Indicates that Account User has Master session (via
Master on Demand launched from Web Console) open to
a Host
E Indicates that Account User has a Master session (via

installed Master) open to a Host

<#> Indicates the total number of Master connections open

Licenses Number of licenses currently being consumed by this Account User
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Click on the Details link to get more specific information about which
application(s) are assigned the license(s). See Activity > Account Activity >
Account Activity Detail section for more information.

Below is a table of other options available on this page:

Option Description

View All Go to Activity > Account Activity page to see more details about currently
active accounts
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Home > Active Connections
The Active Connections table shows a list of Account Users with active Master

connections to one or more Hosts. By default, the list shows up to 5 entries sorted by
connection time in descending order.

€] ACTIVE CONNECTIONS

ACCOUNT NAME ACCOUNT TYPE ACCOUNT MACHINE HOST NAME SINCE

SRYOL\Adrministrator  Administrative e | u transam-pc SRWO2 1f22/2015 7:25:00 PM
“Wiew All - Total(1

While the number of entries shown in the table at any one time is fixed at 5, the order of
Account Users displayed can be modified by changing the following criteria:

Criteria Description

Sort By A dropdown selection box that shows a list of criteria that can be used to
determine the order of Account Users that are shown in the Active
Connections table (Default = Recent Connections).

Recent Sort all active Account Users according to connection
Connections time, most recent first

Below is a table of the fields and values for each entry:

Field Description
Account Name <Domain>\<Username> for the Account User that has logged-in to the Web
Console
Account Type One of three types of Web Console accounts
Administrative Administrative Account User
Master Master Account User
Personal Personal Account User

Account Machine Name of the Account User’s machine

i Indicates that Account User has Master session (via
Master on Demand launched from Web Console) open to

a Host
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ﬁ Indicates that Account User has a Master session (via
installed Master) open to a Host

(Th Indicates that the Account User has input control for this
U Host desktop

Host Name The name of the Host machine

Since Date & time when the Account User established Master connection to the Host

through the Gateway Server

Below is a table of other options available on this page:

Option Description

View All Go to Activity > Host Activity page to see more details about currently active
connections
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Home > Recent Activities

The Recent Activities table shows a list of the most recent activities or services that have
occurred through the Gateway Server. By default, the list shows the 5 most recent

activities, sorted by time the activity was initiated, in descending order.

{5% RECENT ACTIVITIES

FILTER BY: ALL SERNICES -
ACTIV¥ITY TIME HOST NAME ACTI¥VITY TYPE ACCOUNT NAME
1f22{2015 7:35:00 PM IMTEGRATION_WDI Clipbioard SRWOLYAdrministrator
1/22/2015 7:35:00 PM INTEGRATION_WDI Chat SRyOLYAdministrator
1/22/2015 73457 PM INTEGRATION_WDI Rermote Contral SRWO1YAdministrator

ACCOUNT TYPE
Adrministrative
Adrministrative

Adrninistrative

oy Al

While the number of activity entries shown in the table at any one time is fixed at 5, the
selection of activities displayed can be modified by changing the following criteria:

Criteria Description

Filter By A dropdown selection box that shows a list of criteria that can be used to select
the activities that are shown in the Recent Activities table (Default = All Services)

All Services Show most recently active services through the Gateway
Server
Remote Control Show most recently active Remote Control (Input

Control) services

Clipboard Show most recently active Clipboard services

File Transfer Show most recently active File Transfer services

Remote Printing Show most recently active Remote Printing services
Chat Show most recently active Chat services

Remote Show most recently active Remote Management services
Management

Below is a table of the fields, values and actions available for each activity entry:

Field Description

Activity Time Date and time when activity was initiated through Gateway Server
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Host Name The name of the Host machine on which activity occurred,; if activity is a service,
the name of the Host machine on which the service was initiated

Activity Type Description of activity; if activity is a service, type of service initiated

Account Name <Domain>\<Username> for the Account User that has logged-in to the Web
Console

Account Type  One of three types of Web Console accounts

Administrative Administrative
Master Master
Personal Personal

Below is a table of other options available on this page:

Option Description

View All Go to Analytics > Services Audit page to generate a more comprehensive report
of activities through the Gateway Server
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Home > Gateway Server At-A-Glance

The Gateway Server At-A-Glance table provides a snapshot of the Gateway Server

performance, includi

ng a real-time view of the account licenses in use:

QD GATEWAY SERVER AT-A-GLANCE

GATEWAY SERWER: SRWO1
LICEMSE MODE: COMCURREMT USERS (WITH HOD)

GATEWAY SERYER PARAMETER YALUE
LAdrinistrative users (in use | maximum alowed) 21z
Master users (in use | maximum allowed ) ofio
Personal users ({in use | maximum alowed) ofas
Lirnited Admin users (in use) 0
Murnber of active reverse connections 2
Murnber of active Masters 1
Murnber of active Master connection services 3
Murnber of active Hosts 1
Murnber of active Host connection services 3
Murnber of active recordings 1
Murnber of Gateway data service connections 3

Yiew Gateway Settings

Below is a table of Gateway Server status details:

Gateway Server
Detail

Description

Gateway Server

Name of the Gateway Server to which this Web Console is connected

License Mode

Type of license under which the Gateway Server is operating

Concurrent Users  Counts/limits the number of Account Users that can log into

with HOD and use the Web Console concurrently. QuickConnect and
Connect commands in Host context menu are enabled. In
addition, Host on Demand is enabled, allowing remote users



Home

to share their desktops instantly by clicking on the Share My
Desktop button on the Web Console landing page.

Concurrent Users

Counts/limits the number of Account Users that can log into
and use the Web Console concurrently. QuickConnect and
Connect commands in Host context menu are enabled. Note,
however, that Host on Demand is disabled and the Share My
Desktop button is disabled on the Web Console landing page.

Managed Hosts

with HOD

Counts/limits the total number of installed Hosts that can
report to the Gateway Server and be moved into the All Hosts
group to be managed; also counts/limits the number of
transient Host instances by Host type (RDS, VDI, HOD) that
can report to the Gateway Server at the same time.
QuickConnect and Connect commands in Host context menu
are disabled. However, Host on Demand is enabled, allowing
end users to share their desktops instantly by clicking on the
Share My Desktop button on the Web Console landing page.

Managed Hosts

Counts/limits the total number of installed Hosts that can
report to the Gateway Server and be moved into the All Hosts
group to be managed; also counts/limits the number of
transient Host instances by Host type (RDS, VDI, HOD) that
can report to the Gateway Server at the same time.
QuickConnect and Connect commands in Host context menu
are disabled. In addition, Host on Demand is disabled and the
Share My Desktop button is disabled on the Web Console
landing page

Below is a table of the parameters and values displayed in the Gateway Server At-A-

Glance table:

Field

Description

Administrator users (currently in
use / maximum allowed)

Number of Administrative Account Users currently logged
on vs. number of concurrent Administrative Account Users
allowed

Master users (currently in use /
maximum allowed)

Number of Master Account Users currently logged on vs.
number of concurrent Master Account Users allowed

Personal users (currently in use /
maximum allowed)

Number of Personal Account Users currently logged on vs.
number of concurrent Personal Account Users allowed

Limited Admin users (currently in
use)

Number of Limited Admin Account Users currently logged
on

Note: Account Users with valid Administrative Account
credentials who attempt to login when all Administrative
Account licenses are in use will automatically be logged in
as Limited Admin Account Users

Number of active reverse
connections

Number of Hosts currently using a Reverse connection

Number of active Masters

Number of Master Account Users and/or standalone Master
users currently connected to the Gateway Server

Number of active Master
connection services

Number of Host services currently being used by all Master
Account Users with active Master connections
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Number of active Hosts

Number of Hosts with active Master connections

Number of active Host connection
services

Number of Host services currently being used by all
Account Users with active Master connections

Number of active recordings

Number of Hosts currently being recorded

Number of Gateway data service
connections

Number of Account Users and/or standalone Gateway
Administrator applications currently connected to the
Gateway Server
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Hosts

The Hosts tab enables Administrative and Master Account Users to find, organize, edit
and delete Hosts and Groups of Hosts.

m HOSTS RECORDINGS ACCOUNTS ACTIVITY ANALYTICS GATEWAY

GROUPS MEMBERS

Following table shows the Sub Tabs available by account type:

Host Sub Tabs Administrative Master Personal
Account Account Account
Groups Yes Yes

Members - <Group> Yes Yes
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Hosts > Groups

The Groups sub tab displays a table of all Groups which the logged in Account User is
authorized to see. Each Host that reports to the Gateway Server will appear in either the
All Hosts Group (if configured to be managed by the Gateway Server) or the Unmanaged
Hosts Group (if not configured to be managed by the Gateway Server).

Hosts that appear in the All Hosts Group can also be configured to report to one or more
user-defined Groups. Special Host types, such as RDS session Hosts, VDI Hosts and
Hosts on Demand also report to system-defined Groups.

Below is a table of fields and values available for each Group:

Field Description

Group Name Name of a Group defined on this Gateway Server. This field is editable for user-
defined Groups. The following additional options are available from the dropdown
Menu next to each Group entry:

MEMBERS Go to Members <Group Name> sub tab for list of Hosts
currently configured to report to this Group
SECURITY
MEMBERS Go to Security popup to see security details for Account
SECURITY Users th.a.t have access rlghts to‘thls Group
—_— Note: Visible only to Administrative Accounts
Description Brief description of the Group. This field is editable for user-defined Groups
Group Type Group Type field can be one of six values below
All Hosts Persistent, system-defined Group that includes all Hosts

configured to report to and be managed by the Gateway
Server (Group Name = All Hosts)

Host on Demand Transient, system-defined Group that includes all Host on
Demand instances connected to this Gateway Server
(Group Name = Host on Demand)

System Persistent, system-defined Group that includes two virtual
Hosts: Gateway Server At-A-Glance and Gateway Server
Performance (Group Name = System)

Host for RDS on Transient, system-defined Group that includes all Remote

<server> Desktop Services Host sessions on <server> reporting to
this Gateway Server (Group Name = Host for RDS on
<server>)

Host for VDI Transient, system-defined Group that includes all Host

instances running in virtual desktops that are reporting to
this Gateway Server (Group Name = Host for VDI )

Recordings of Persistent, system-defined Group that includes all Host
Host for RDS recordings created for any transient Host instances that no
longer exist (Group Name = Recordings of Host for RDS)
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Unmanaged Persistent, system-defined Group that includes all Hosts

Hosts configured to report to this Gateway Server but not yet
moved into the All Hosts Group (Group Name =
Unmanaged Hosts)

User Defined Persistent, user-defined Group that can be edited and/or
deleted (Group Name = <User-defined Group name>)

Host Count The number of Hosts currently assigned to this Group

Commands Actions that can be taken on this Group. Note that actions appear only for Groups
with Group Type = User Defined.

Edit Edit Group Name and/or Description values. Edit boxes for
Group Name and Description fields will appear, and Action
buttons will change to Update and Cancel.

Delete Delete this Group from the Gateway Server (any Hosts
listed will continue to report to All Hosts Group and other
user-defined Groups)

Update Save changes to Group Name and/or Description values
(activated when Edit button is clicked)

Cancel Discard edits to Group Name and/or Description values
(activated when Edit button is clicked)

Hosts > Groups > Group Menu
A dropdown menu with options and actions available for this Group can be displayed by
clicking on the icon ( ™ ) next to the Group Name for each entry in the Groups table.

Also, clicking the Group Name, a blue hyperlink, will also show you the members (Host
computers) within that group.

MEMBERS
SECURITY

The following table shows the options and actions available by account type:

Group Menu Administrative Master Personal
P Account Account Account

Members Yes Yes

Security Yes

Below is a description of each menu option in more detail:

Hosts > Groups > Group Menu > Members
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By clicking on this menu option, the Account User will go to the Hosts > Members sub
tab. Note that the Group Name will be automatically filled in the sub tab label. Please see
Hosts > Members sub tab for more information.

Hosts > Groups > Group Menu > Security

By clicking on this menu option, the Account User will see a popup window with a list of
accounts that have access rights to this Group. Account User can manage security
permissions for a Group similarly to the way in which he/she can manage security
permissions for a Host. See Home > Active Hosts > Host Name > Security for more
information about actions available.

Hosts > Groups > Add New Group

Administrative Account Users can create new user-defined Groups by clicking on the Add
New Group button. A popup will be displayed allowing the Account User to enter a user-
defined name and description for the Group. Clicking the Save button will create a new
Group with these values. Clicking the Cancel button will close the popup without adding a
new Group.

MAMNAGE GROUP X

GROUP NAME:

DESCRIPTION:

Save ] Cancel ]

For the new Group, the Group Type will be set to User-defined and the Host Count will
initially be set to 0. The Account User can go to the Members sub tab in the dropdown
menu for this new Group to add new Hosts.

Hosts > Groups > Search For Group

When the number of Groups available on this Gateway Server is large, Account Users
can employ the search box to find a specific Group by entering some or all of the letters
of the Group name and clicking on the Search button. The search field will automatically
compare the Account User input with the names of the Groups available and will display
the ones that match or contain that string.
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MANAGE GATEWAY GROUPS

GROUP NAME (Contains): Search

Add New Group ]

Field Description

Group Name Search field for Group name(s)

By default, the search box is set to Quick Search mode. The Account User can switch to
Advanced Search mode by clicking on the Advanced Search link. Additional search
parameters will appear. The Account User can select/input values into one or more of
these parameters to filter the results of the search.

The following additional search parameters will appear for Advanced Search on the
Group sub tab:

MANAGE GATEWAY GROUPS

GROUP NAME (Contains): Search

GROUP TYPE: <All Group Types> -

Add New Group ]

Parameter Description

Group Type Filter the list of Groups displayed by specifying one of the following Group Types
(Default = All Group Types)

User-defined User-defined Group that can be edited and/or deleted
(Group Name = <User-defined Group Name>)

System-defined System-defined Group that cannot be edited and/or deleted;
system-defined Groups include:

e All Hosts (Group Name = All Hosts)
e  System (Group Name = System)

e Host on Demand (Group Name = Host on
Demand)

¢ Remote Desktop Services on <RDS server>
(Group Name = Host for RDS on <RDS server>)

e VDI Hosts (Group Name = Host for VDI)

e Remote Desktop Services Recordings (Group
Name = Recordings of Host for RDS)

e Unmanaged Hosts (Group Name = Unmanaged
Hosts)
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Hosts > Members

The Members sub tab displays a table of all Hosts currently a member of the selected
Group. By default, the Members sub tab is initially configured to show the All Hosts

Group.
HOME HOSTS RECORDINGS ACCOUNTS ACTIVITY AMNALYTICS GATEWAY
GROUPS MEMBERS - ALL HOSTS

If the Account User selects the Members option from the dropdown menu for a Group on
the Groups tab, the Hosts for that Group will appear in the Members sub tab table and
the Members sub tab label will show the selected Group hame (Members - <Group

Name>).
Field Description
Host Name The name that will be assigned, after resolving any macros, to the Host application
running on that machine (also known as Station).
Address IP address of the Host in either IPv4 or IPv6 format.
Connection A series of icons that indicate the current status of connections and services

involving this Host

[] Master connection status = OK. Host type is persistent installed
= Host. Host has active Gateway connection but no Account Users
have active Master connections to this Host.

E| Master connection status = OK. Host type is persistent installed
= Host. Host has active Gateway connection but no Account Users
have active Master connections to this Host.

[H] Master connection status = Host is Offline or Unreachable. Host
= type is persistent installed Host. Host has no Gateway connection;
it is either offline or unreachable because it is off, not at last known
network address, and/or there is a problem with authentication or
authorization.

Master connection status = Active. Host type is transient Host for
RDS instance. Host instance has active Gateway connection and
one or more Account Users have active Master connections to this
Host.Remote Desktop connections to this Host.

LS|

Master connection status = OK. Host type is transient Host on
Demand instance. Host on Demand instance has active Gateway
connection but no Account Users have active Master connections
to this Host.

LEl

Master connection status = Active. Host type is transient Host for
RDS instance. Host instance has active Gateway connection and

&
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one or more Account Users have active Master connections to this
Host.

Master connection status = OK. Host type is transient Host for RDS
instance. Host instance has active Gateway connection but no
Account Users have active Master connections to this Host.

=

Master connection status = Active. Host type is transient Host for
VDI instance. Host instance has active Gateway connection and
one or more Account Users have active Master connections to this
Host.

Master connection status = OK. Host type is transient Host for VDI
instance. Host instance has active Gateway connection but no
Account Users have active Master connections to this Host.

The number of Account Users with active Master connections to
this Host

The connection between the Host and the Gateway Server is
enabled by a Reverse connection (usually means the Host is not in
the same domain as the Gateway Server)

The connection between the Host and the Gateway Server is
encrypted. See Host Name > Security to see details about the type
of encryption being used

The Host is presently being recorded

P
o

The Host is available and ready to be recorded

The Host is offline and cannot be recorded

Platform Indicates the operating system of the target Host machine
Version Version number, including build, of the Host software running on the Host machine
Status Result of last attempt by Gateway Server to update status of the Gateway

connection with the Host (in numeric format)

0

Gateway connection status = OK

0x8A0C1009

Host refused Gateway connection (not configured to report to
this Gateway Server?)

0x8A0C100A

Host is offline

0xC004C001

Host not found

0xC004C009

Host requires password (shared secret out of synch?)

Last Connect Date & time of the current or most recent Gateway connection to the Host

Hosts > Members > Host Menu

A dropdown menu with commands for this Host can be displayed by clicking on the arrow

(™ ) next to the Host Name for each entry in the Members table.
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ACTIONS... b
COMMECTION... b
RECORDING... b
HOST SETTIMNGS
SECURITY

EFFECTI¥E SECURITY
DETAILS

Following table shows the options and actions available by account type:

Host Menu Options Administrative Master Personal
Account Account Account

Actions Yes Yes Yes

Connection Yes, if licensed Yes, if licensed Yes, if licensed

Recording Yes Yes Yes

Host Settings Yes Yes Yes

Security Yes

Details Yes Yes Yes

Below is a description of each menu option in more detail:
Hosts > Members > Host Menu > Actions

See Home > Active Hosts > Host Menu > Actions.

Hosts > Members > Host Menu > Connections
See Home > Active Hosts > Host Menu > Connections.
Hosts > Members > Host Menu > Recording
See Home > Active Hosts > Host Menu > Recording.
Hosts > Members > Host Menu > Host Settings
See Home > Active Hosts > Host Menu > Host Settings.
Hosts > Members > Host Menu > Security

See Home > Active Hosts > Host Menu > Security.
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Hosts > Members > Host Menu > Effective Security
See Home > Active Hosts > Host Menu > Effective Security.
Hosts > Members > Host Menu > Details

See Home > Active Hosts > Host Menu > Details.

Hosts > Members > Search For Host

When the number of Hosts available in this Group is large, Account Users can employ
the search box to find a specific Host by entering some or all of the letters of the Host
name and clicking on the Search button. The search field will automatically compare the
Account User input with names of the Hosts available and will display the ones that
match or contain that string.

MANAGE GATEWAY GROUP MEMBERS

HOST MAME (Contains): Search ] Advanced Search)

The Account User can enter any character(s) into the field to refine the search:

Field Description

Host Name Search field for Host name(s)

By default, the search box is set to Quick Search mode. The Account User can switch to
Advanced Search mode by clicking on the link Advanced Search. Additional search
parameters will appear. The Account User can select/input values into one or more of
these parameters to filter the results of the search.
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MANAGE GATEWAY GROUP MEMBERS

HOST MAME (Contains): Search

GROUP NAME: All Hosts -
MACHINE NAME (Contains):

HOST USER (Contains):

ADDRESS (Contains):

VERSION (Contgins):

LAST CONNECT (From-To): B0 BO

The following additional search parameters will appear for Advanced Search on the
Members sub tab:

Parameter Description

Group Name Filter the list of Hosts displayed by specifying a Group name (Default = All
Hosts)

Host User Filter the list of Hosts displayed according to Account User logged-in to the
Host(s)

Machine Name Filter the list of Hosts displayed according to the NETBIOS name

Address Filter the list of Hosts displayed by specifying all or part of an IPv4 or IPv6

address for the Host(s)

Version Filter the list of Hosts displayed by specifying all or part of a version number for
the Host software running on the Host(s). Host version numbers follow the
convention of <major release number>.<minor release number>.<maintenance
build number>.<build number>. For example, the previously available release of
Host software was 8.0.2.2012.

Last Connect Filter the list of Hosts displayed by specifying a time range for the start of an
active Gateway connection to the Host(s)

From Specify earliest start time for Gateway connection

To Specify latest start time for Gateway connection
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Host on Demand

The Host on Demand (HOD) is a web-based service that allows end users without any
Host software to share their desktops instantly through the Gateway Server. Unlike the
regular installed Host, no local or network administrative privileges are required, and no
reboot is necessary to run the HOD. In addition, after the end user logs out of his/her
Windows session, the HOD will stop and its Host entry will be removed from the

Gateway.
Following table shows some feature differences between HOD with the regular installed
Host:
Host Feature HOD Installed Host
Installs as an application; requires a No Yes
reboot
Requires local or network administrator
S0 No Yes
privileges
Runs as a service when pinned; supports .
unattended access Windows Only Yes
Supports stealth mode (no visual or audio
. . No Yes
notifications for screen sharing)
Supports user-mode screen capture Yes Yes
Supports kernel-mode screen capture No Yes
Supports remote printing Windows Only * Yes
Supports remote management No Yes

* Remote printing is supported in Host on Demand by manually installing an additional component.

The HOD is hosted by and delivered from the Gateway Server. A special license key is
required to enable the Gateway Server to run the HOD, but once licensed, end users with
access to the Web Console will be able to install as many instances of HOD as they like.
Each HOD instance will report back to and be accessible only through the Gateway
Server from which it was served.

NOTE: To turn on the HOD service in the Gateway Server, the Share My Desktop button
must first be enabled in the Host on Demand section of the Gateway > Web Console
Settings sub tab:

~ Host on Demand Top ] Edit ]
Share My Desktop
Station name o5USERY: on %eMAMESS (HOD)

Cnnnartinn nermiceinn Rennactad
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Host on Demand > Run HOD

End users who wish to share their desktops without using the installed Host can take
advantage of the Host on Demand service by clicking on the Share My Desktop button in

the Web Console landing page:

SHARE

MY DESKTOP

PROXY
Networks

FIND

A DESKTOP

LOGINAS @
BROWSER @)

Host on Demand for Windows

If the Web Console user is running Windows, this will cause a small, streamlined version
of the Host to be delivered and run (but not installed) on the end user’s desktop. A
progress window will appear to show status of the download process:



Host on Demand

(100%) Downloading PC-Duo Host on Demand =12 I

g PC-Duo Host on Demand

Host on Demand will run as a process in the end user’s Windows session, so it does not
require local or system administrative rights or reboot.

Once running, the Host on Demand will automatically attempt to establish a Gateway
connection with the Gateway Server (Host on Demand is hardwired to report only to the
Gateway Server associated with the Web Console landing page) and a mini-control panel
will appear at the top of the end user’s desktop indicating the status of the Gateway
connection:

Vector

Below is a table of connection states and commands available in the Host on Demand for
Windows mini-control panel:

Status Description
Connection Indicates the status of the Gateway connection between the Host on Demand and
Status its associated Gateway Server

Indicates that Host has a good Gateway connection with the
Gateway Server and is available for remote access

Indicates that Host has a good Gateway connection with the
Gateway Server and one or more Account Users have
established a Master connection for screen sharing and
other services

Indicates that Host was unable to establish or maintain a
Gateway connection with the Gateway Server; check the
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Alert command for more details

Commands Actions that can be taken by the end user with respect to the Host on Demand
process
E Open a chat session with all Account Users that have an
active Master connection to this Host on Demand instance;

enabled in Sharing state

View a list of Account Users with active Master connections
to this Host on Demand instance; enabled in Sharing state

View more detail about failed Gateway connections
between Host on Demand and its associated Gateway
Server; enabled in Error state

Terminate any active Master connections immediately (but
keep Gateway connection with the Gateway Server active);
enabled in Sharing state

Terminate any active Master connections immediately
and/or terminate the Gateway connection with the Gateway
Server; Host entry in Gateway is removed; enabled in
Ready, Sharing and Error states.

C

Additional commands are available by right clicking on the mini-control panel to bring up
the following context menu:

Always on top

PC-Duc Host Settings...

Pin Host on Demand...

Following are commands available right-clicking the Host on Demand for Windows
control panel context menu:

Commands Description

Always on top Keep the HOD mini-control panel on the top screen at all times;
ensures that mini-control panel doesn’t get lost behind another
screen (Default = selected)

PC-Duo Host Settings Go to PC-Duo control panel to see current configuration settings for
the Host on the remote desktop

Pin Host on Demand... If the remote user logged into the local HOD machine does not
have local or system administrator rights, the Account User with
Input Control may not be able to execute certain commands if User
Access Control (UAC) is turned on in Windows; this command will
allow Account User to submit alternative set of credentials to get
past UAC on the remote desktop.

When selected, the following informational dialog will appear on the
remote desktop:
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This option elevates the Host on Demand which allows the remote user to
be able to interact with elevated windows. After elevation, services wil
remain available until the Host on Demand is explicitly exited.

The console user must consent by dicking YES in & UAC prompt (because
the console user is an administrative user with UAC enabled).

[ Show Host Panel Window after Host on Demand is elevated

Elevate | Cancel

If the Elevate button is clicked, a UAC prompt will appear on the
remote desktop and give the Account User the opportunity to enter
valid administrative credentials for the Host machine.

If successful, the HOD session will automatically terminate and a
new session will be started. In this case, however, the HOD will run
with elevated permissions on the remote desktop. It will also be
persistent, making it capable of withstanding a reboot and
accessible when machine is unattended.

Unlike the non-elevated HOD, which runs as a transient process
and will terminate when the local user logs out of Windows, the
elevated HOD will come back as a persistent process and will
withstand local user logging out of Windows or even a reboot of the
HOD machine. It can only be dismissed by cIicki(rﬁ] the

Terminate button in the HOD mini-control panel ), or by
clicking on “Close Window” in the context menu of the task bar icon
for HOD:

4 PC-Duo Host Mini-Control Panel
= Pin this program to taskbar
El Close window

If administrator would like the elevated HOD process to remain, and
minimize any incidental action that might cause the Terminate
button to be pressed, the “Show Host mini-control panel...” option
can be unselected in the Confirm Elevation dialog box shown
above.

Host on Demand for Macintosh

If the Web Console user is running on a Macintosh, and it is the first time launching Host
on Demand, the following message will appear to notify the user that an installer in the
form of a DMG (disk image) file will be downloaded to the Web Console user’s desktop:
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SHARE MY DESKTOP

Share My Desktop requires the Host on Demand for Macintosh to be
downloaded and installed on this machine. Please click Continue to
download this helper application.

Once the download is complete, mount the DMG file by selecting it in
the Downloads folder, and then install the Host on Demand application
by double-clicking the installer in the Finder window that appears.

" | I've already downloaded and installed Host on Demand; don't
download it again.

Continue ]

Clicking Continue will begin downloading the installer DMG into the Web Console user’s
Download folder. Alternatively, if the Host on Demand had already been downloaded and
installed previously (from a different Web Console, for example), the box labelled “I've
already downloaded and installed Host on Demand” may be checked. In this case, the
download and install steps can be skipped, and clicking the Share My Desktop will launch
the already installed Host on Demand.

Once the installer DMG has been downloaded, it must be opened by clicking the newly
downloaded DMG file, located in the Web Console user's Downloads folder. After
opening, it will present the installer application:
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.08 O 0O __| PROXY Pro Host
k<3

PROXY

« Networks

Double-Click the icon to install the PROXY Pro Host on Demand

The user should double-click the PC-Duo Host Installer icon to install the application to
their local Applications folder. Once the application has been installed, it can be launched
from the Web Console by clicking on the Share My Desktop link.

The first time this is done, the user will see a confirmation message to ensure the
application was downloaded and installed correctly:

SHARE MY DESKTOP

Click Continue if the Host on Demand for Macintosh was downloaded
and installed successfully.

Do not display this popup message again. (You can restore this
message by dearing your browser cookies.)

If the Host on Demand is not installed successfully, you will see an
efror dialog saying no application available to open "proxyremotehost™
If you need to download the Host on Demand again, use the "Browser”
link on the Web Console to download it.

Continue ] Close
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The user should check the box labelled “Do not display this popup message again” to
prevent the confirmation message from appearing again. Clicking Continue will launch
the Host application.

Once running, the Host will automatically attempt to establish a Gateway connection with
the Gateway Server (Host on Demand is hardwired to report only to the Gateway Server
associated with the Web Console landing page) and a mini-control panel will appear at
the top of the end user’s desktop indicating the status of the Gateway connection:

Below is a table of connection states and commands available in the Host on Demand for
Macintosh mini-control panel:

Status Description
Connection Indicates the status of the Gateway connection between the Host on Demand and
Status its associated Gateway Server
READY Indicates that Host has a good Gateway connection with the
Gateway Server and is available for remote access
- Indicates that Host has a good Gateway connection with the
Gateway Server and one or more Account Users have
established a Master connection for screen sharing and
other services
- Indicates that Host was unable to establish or maintain a
Gateway connection with the Gateway Server; check the
Alert command for more details
Commands Actions that can be taken by the end user with respect to the Host on Demand
process
E View more detail about failed Gateway connections
between Host on Demand and its associated Gateway
Server; enabled in Error state
m Terminate any active Master connections immediately (but
keep Gateway connection with the Gateway Server active);
enabled in Sharing state
Terminate any active Master connections immediately
and/or terminate the Gateway connection with the Gateway
Server;

Additional commands are available in the Host menu by clicking on the menu bar icon:
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Host on Demand

(_Help BT @ 3 T 00%En L
+ Show Host Mini-Control Panel
PROXYPro  {%} () ~Remoy 8§ £
Preferences...
About...

Exit Host on Demand and stop sharing

Below is a table of command available in the Host menu:

Commands

Description

Show Host Mini-Control
Panel

Keep the HOD mini-control panel on the screen at all times;
(Default = selected)

Preferences

Go to PC-Duo control panel to see current configuration settings
for the Host on the remote desktop

Exit Host on Demand and
Stop sharing

Terminate any active Master connections immediately and/or
terminate the Gateway connection with the Gateway Server
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Host on Demand > Connect To HOD

If HOD establishes a good Gateway connection, it will appear on the Host list in the Web
Console with similar ‘Ready’ status as that in the mini-control panel:

HOOWVER =  192.168.1.79 g 0« ; + l:E:I Win2008 R2{x64) 8.10.2.2549 1/22/2015 6:22:09 PM

Any Account User with appropriate access rights can click on the QuickConnect link or
select the Connect command from the Host context menu to establish a Master
connection with this HOD.

By default, the HOD is configured to require permission explicitly before allowing a
Master connection; as a result, the Account User will have to wait for the remote user on
the HOD machine to accept or reject the request for connection:

_ Waiting for permission to connect...

Click the Disconnect button to terminate the
connection, or wait for the connection to complete.

Meanwhile, the remote user will be given the option to accept or reject the Master
connection request.

If the remote user is running Windows, and wants to accept the request and share his/her
desktop, he/she can further specify exactly which services to allow the Account User to
have:



Host on Demand

Request Permission for Connection

@ Gateway GATEWAY (authenticated as Shared Secret) wants to connect
El) for remote control on behalf of PROXYMETWORKSYdm  [authenticated as
PROXYMETWORKS \Administrator).

Show Details. ..

Time remaining before automatic acceptance:
25 seconds

Services Enabled for this Connection

Iv Input Control I File Transfer
lv Clipboard Transfer [v Remote Management
[ v Chat

Accept Connection Reject Connection

Note: Once remote user accepts connection request, he/she will not have another
opportunity to enable/disable any services. The only option is to terminate the Master

connection ( ) and allow the Account User to re-establish it (at which time, the
remote user will be able to reconsider which services he/she wants to enable for the
Account User).

If the remote user is running on a Macintosh, only Accept Connection or Reject
Connection options are available. Service selection is not available:

. Gateway PROXYPROGATEWAY wants to connect for remote control
.’.: on behalf of PROXYPROGATEWAY \Administrator.

Show Details

Time remaining before automatic rejection:

22 seconds

Reject Connection Accept Connection
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If the remote user does not respond with the pre-defined waiting period (Default = 30
seconds), then request for connection will be rejected.
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Host on Demand > Licensing Considerations

The Gateway Server, which hosts and delivers HOD as a service, requires a special
license key to enable HOD as a feature. Once enabled, the Share My Desktop button on
the Web Console landing page will be activated and can be used by end users to run
HOD. Unlike the installed Host, the HOD does not require an end user license, so end
users can run as many instances of HOD as they like without a license key.

Host on Demand > Licensing Considerations > Concurrent Users

In Concurrent User license mode, the Gateway Server will need a special license key to
enable HOD. Once licensed, Account Users will be able to open as many Master
connections (with Input Control) to HOD-enabled machines as they want, until the limit on
the total number of concurrent users is reached.

If the Gateway Server is licensed for HOD, then license mode fields in the Web Console
menu bar and on the Gateway > Gateway Licenses page will show “CONCURRENT
USERS WITH HOD™:

LICENSE ACTIVITY

GATEWAY SERVER: GATEWAY

LICENSE MODE: COMNCURRENT USERS (WITH HOD)
ACCOUNT TYPE LICENSES IN USE NUMBER OF LICENSES
Administrative users 2 5
Master users 0 10
Personal users 1] 25

If not, the license mode fields will show “CONCURRENT USERS” only:

LICENSE ACTIVITY

GATEWAY SERVER: GATEWAY

LICEMSE MODE: COMCURRENT LUSERS
ACCOUNT TYPE LICEMSES IN USE NUMBER OF LICENSES
Administrative users 2 5
Master users 0 10

Personal users 0 25

U1 O -
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Host on Demand > Licensing Considerations > Managed Hosts

In Managed Hosts license mode, the Gateway Server will also need a special license key
to enable HOD. Unlike the HOD key in Concurrent User license mode, however, the HOD
key in Managed Hosts license mode will specify one or more “channels” for HOD. Each
channel can be used by one and only one Account User to establish a Master connection
with Input Control to one HOD instance at a time; the channel will not be available again
until the Master connection is terminated.

If the Gateway Server has the appropriate HOD-enabled key, then license mode fields in
the Web Console menu bar and in the License Activity section of the Gateway > Gateway
Licenses page will show “MANAGED HOSTS WITH HOD”:

LICENSE ACTIVITY

GATEWAY SERVER: DOGFOOD
LICENSE MODE: MANAGED HOSTS (WITH HOD)

TYPE CURRENTLY IN USE MAXIMUM ALLOWED
Non-Transient workstations 22 200

Host for RDS 0 25

Host on Demand (session | pinned) 2/0 16

Host for VDI 1 50

In addition, the number of concurrent HOD channels allowed by license and currently in
use will appear on the Host on Demand line.

For more information about HOD licensing, please contact a member of the Sales or
Support team at Vector Networks, Inc.
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Master on Demand

The Master is an application launched from the Web Console that provides the Account
User a view of a Host desktop over a secure connection. The process of launching the
Master in this manner via the Web Console interface is called Master on Demand.

The Master on Demand is a feature available to Account Users only if the Gateway
Server is in Concurrent User license mode (see Master > License Considerations below
for more detail). In Concurrent User license mode, the QuickConnect and the Connect

commands in the dropdown context menu next to each Host will be enabled in the Active

Hosts section of the Web Console homepage and on the Hosts > Members sub tab:

ACTIONS... 3
CONMNECTION... r
RECORDING... 3
HOST SETTINGS
SECURITY

EFFECTIVE SECURITY
DETAILS

CONNECT

CONNECT AS

CONNECT FOR VIEW OMNLY
CONNECT FOR VIEW OMLY AS
VIEW CONNECTION URLS

Below is a table of options for launching the Remote Desktop:

Command Description
Establish a Master connection with Input Control to
Connect this Host machine using same credentials that the
Account User used to login to the Web Console
Establish a Master connection with Input Control to
Connect As... this Host machine but prompt the Account User to

provide new credentials for this Host

Connect For View Only

Establish a Master connection for viewing only (no
Input Control) to this Host machine using same
credentials that the Account User used to login to the
Web Console

Connect For View Only As...

Establish a Master connection for viewing only (no
Input Control) to this Host machine but prompt the
Account User to provide new credentials for this Host

View Connection URLS

View fully specified URL for each of the connection
options listed above

Below is an example of the window prompt that will appear for Connect As... and

Connect For View Only As..

. commands on a Windows client:

~Nor
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Enter Credentials for Connection g|

In order to complete the requested connection, you musk enter a
username and password valid at the target computer:

Gateway: dev

Username: | |

Password: |

QI | Cancel

Depending on the Remote Desktop Authentication Mode setting in the Gateway Server >
Web Console Settings > Application Access — External section (default = Web Console
User), single sign-on (i.e. no prompt for credentials) may be enabled. Below is a table
that describes various authentication and license usage scenarios involving the Master:

Note: Master for Macintosh does not utilize local machine credentials. Therefore,
behavior on the Macintosh platform is always as described in the “Web Console
credentials different than local machine credentials” column below.

Remote Web Console credentials same as Web Console credentials different
Desktop local machine credentials than local machine credentials
Authentication

Mode Setting

Web Console e SSO (no prompt for credentials) e Account User will be prompted
User « Only 1 license used for credentials but username field
will be pre-populated with login
name used for Web Console
o |f pre-populated username is
authenticated, only 1 license used; if
a different username is
authenticated, a new license will be
used for Remote Desktop
Single Sign-On e SSO (no prompt for credentials) e Account User will be prompted
e Only 1 license used for credentials
e If same username as that used
for Web Console is authenticated,
only 1 license used,; if a different
username is authenticated, a new
license will be used for Remote
Desktop
Always Prompt e Account User will be prompted e Account User will be prompted
for credentials for credentials
e |f same username as that used e |If same username as that used
for Web Console is authenticated, for Web Console is authenticated,
only 1 license used; if a different only 1 license used; if a different
username is authenticated, a new username is authenticated, a new
license will be used for Remote license will be used for Remote

Desktop Desktop
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Master > QuickConnect Window

If the Account User clicks on the QuickConnect link or on one of the Connect commands
in the Host context menu the Master software will be delivered to the Web Console user’s
desktop.

Master for Windows

If the Web Console user is running Windows, the Master will be delivered to and run (but
not installed) on the Web Console user’s desktop.

A progress window will appear to show status of the download process:

(92%) Downloading PC-Duo Master Connection | = | o [T

Downloading PC-Duo Master Connection Eli’

This ray take several minutes, You can use your computer to do other tasks ar
during the installation.

g Mame: PC-Duo Master Connection

From:  win2012r2-df

Downloading: 10.6 ME of 11.5 MB

Cancel

When the download is completed, the Master will automatically attempt to establish a
connection with the selected Host through the Gateway. If successful, a view of the Host
desktop will be displayed in a Master Connection Window. A menu bar of commands
and configuration options appear along the top, and sub tabs for each service enabled for
this Host are along the bottom.

Below is an example of the Windows Master Connection Window, with Remote Control
(Input Control), File Transfer, Remote Printing and Remote Management services
enabled:
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Remaote Cortol | Fle Transfer | Remote Parting

Connection Complete

Below is a table of menu bar icons available in the Master for Windows Connection

window:
Option Icon

Input 1} Gives the Account User control of keyboard and mouse

Control : input for remote control

View Only Gives the Account User view of Host desktop but no input
control (toggles with Input Control icon)

Auto Share % Automatically synchronizes any new content in local

Clipboard machine clipboard with Host desktop clipboard, and vice
versa

Get =B Get contents of clipboard on Host desktop and places it in

Clipboard clipboard on local machine

Send % Send contents of clipboard on local machine to clipboard on

Clipboard Host desktop

Send @ Open the Windows Security dialog for the Host user to

<CtrI><Alt> logoff, lock, go to Task Manager and other Windows options

<Del>
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Send
Keystroke

[

Sends selected keystroke(s) to Host desktop

Keystrokes available when connected to a Windows Host

Ctr+Alt+Del

Open the Windows Security dialog for the Host user to
logoff, lock, go to Task Manager and other Windows options

Windows+L

Lock Host desktop

PrintScreen

Capture snapshot of entire Host desktop and copy to
clipboard

Alt+PrintScreen

Capture snapshot of currently active window on the Host
desktop and copy to clipboard

F11

Sends an F11 keystroke to the Host desktop to toggle
between normal and full screen modes

Keystrokes available when connected to a Macintosh Host (text in parenthesis
indicates actual keystrokes sent to Host)

Command+Shift+3

Take a screenshot of the entire Host screen

Command+Shift+4

Take a screenshot of a portion of the Host screen

Command+Option+M

Minimize all windows of front app

F11

Show desktop

F12

Show dashboard

Mission Control

Show mission control (fn+F3)

Launchpad

Show launch pad (fn+F4)

Manage
Visual
Effects

=

Toggle on/off settings to manage the appearance of the
Host desktop (similar to Effects tab in the Host Control
Panel)

Suppress
Mouse/KB

ol
]

Toggle on/off the Host user's ability to use their keyboard
and mouse physically connected to their computer

Chat

Opens a chat window in which text messages can be send
to Host desktop and any other Account Users connected to
that Host desktop

Copy
Graphics

L2

Copies a selected region of the Host desktop to the
clipboard on the Account User's machine

Full Screen

[

Expand the Master Connection Window to fill the full screen
of the Account User’s machine

Fit 1-to-1

Il

Specifies that one pixel of the Host desktop display
corresponds to exactly one pixel in the Master Connection
Window

Fit to
Window

G

Scales the image of the Host desktop display to fit the size
of the Master Connection Window

Monitor
Select

When the Host machine has multiple monitors, use this
drop-down to select monitor 1, monitor 2, or all

N
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Close "«’-"

Closes the Master Connection Window and disconnects the
Account User from the Host desktop
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Master for Macintosh

If the Web Console user is running on a Macintosh, and it is the first time accessing the
Web Console, the following message will appear to notify the user that an installer in the
form of a DMG (disk image) file will be downloaded to the Web Console user’s desktop:

REMOTE DESKTOP

Remote Desktop requires the Master for Macintosh to be downloaded
and installed on this machine. Please click Continue to download this

helper application.

Once the download is complete, mount the DMG file by selecting it in
the Downloads folder, and then install the Master application by double-
clicking the installer in the FAinder window that appears.

1 I've already downloaded and installed Master; don't download it
again.

Continue ] Close

Clicking Continue will begin downloading the installer DMG into the Web Console user’s
Download folder. Alternatively, if the Master had already been downloaded and installed
previously (from a different Web Console, for example), the box labelled “I've already

downloaded and installed Master” may be checked. Then, after continuing, the next click
of a Quick Connect button for a Host will launch the already installed Master application.

Once the installer DMG has been downloaded, it must be opened by clicking the newly
downloaded DMG file, located in the Downloads folder. After opening, it will present the

installer application:

WP
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8 00 __ PROXY Pro Master
€

PROXY
o Networks

Double-Click the icon to install the PROXY Pro Master on Demand

The user should double-click the Master Installer icon to install the application to their
Applications folder. Once the application has been installed, it can be launched from the
Web Console by clicking on a Host’'s QuickConnect link.

The first time this is done, the user will see a confirmation message to ensure the
application was downloaded and installed correctly:

REMOTE DESKTOP

Click Continue if the Master for Macintosh was downloaded and
installed successfully.

[ Do net display this popup message again. (You can restore this
message by dearing your browser cookies.)

If the Master is not installed successfully, you will see an error dialog
saying no application available to open "proxyremotecontrol”. If you

need to download the Master again, use the "Browser Compatibility™
menu butten in the Web Console to download it

Continue ] Close
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The user should check the box labelled “Do not display this popup message again” to

prevent the confirmation message from appearing again. Clicking Continue will launch
the Master application.

Below is an example of the Master for Macintosh window.

Computer1 via Gateway.local - PROXY Pro Master Connection

L 2
0 T | o-@s B

[ This PC
Computer Wiewy

4 (& » This PC Search This PC

[ Favorites 4 Folders ()
B Desktop

& Dowenloads l Desktap

Recent places

W This pC : Documents

€M Metwork Downloads

Pictures

Qiterns

1:20 PM

el %72k 17272015

Manual Download

The Master DMG installer file can be downloaded manually. This might be required if, for
example, the application was removed from the system. To download manually:

e Login to Web Console

e Click on the Browser check button in the menu bar (see Menu Bar section)
e Click the provided download link

(S ==
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MORE INFORMATION ABOUT BROWSER COMPATIBILITY

WEB CONSOLE

Browser Apple Safari
Browser Version 9.0

Operating System MAC OS5 X 10_10_5
Platform Desktop

Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10_10_5)
User Agent AppleWebkit/601.1.56 (KHTML, like Gecko) Version/9.0
Safarif601.1.56

Note

Master on Demand is supported in this environment. Click here to download Master on Demand for
this environment.

oK I

Below is a table of menu bar icons available in the Macintosh Master window:

Option Icon

Input Control a Gives the Account User control of keyboard and mouse
input for remote control

Auto Share E" Automatically synchronizes any new content in local

Clipboard ) machine clipboard with Host desktop clipboard, and vice
versa

Get Clipboard @_ Get contents of clipboard on Host desktop and places it in
clipboard on local machine
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Send ﬁ Send contents of clipboard on local machine to clipboard on
Clipboard g Host desktop

Send :E Open the Windows Security dialog for the Host user to
Ctrl+Alt+Del logoff, lock, go to Task Manager and other Windows options
Send a Sends selected keystroke(s) to Host desktop.

Keystroke

Keystrokes available when connected to a Windows Host

Ctrl+Alt+Del Open the Windows Security dialog for the Host user to
logoff, lock, go to Task Manager and other Windows options
Windows+L Lock workstation

PrintScreen

Capture snapshot of entire Host desktop and copy to
clipboard

Alt+Print Screen

Capture snapshot of active window and copy to clipboard

NumLock Sends Num Lock key toggle to the Host.

Pause/Break Sends Pause keystroke to the Host, sometimes used to
pause scrolling output.

Scroll Lock Send Scroll Lock key toggle to the Host.

F11 Sends an F11 keystroke to the Host desktop to toggle
between normal and full screen modes

F12 Sends an F12 keystroke to the Host.

Keystrokes available when connected to a Macintosh Host.

Command+Tab Switch to the next most recently used application

Command+Shift+3 Capture snapshot of entire Host desktop and save to a file.

Command+Shift+4 Capture snapshot of a portion of the Host desktop and save
to a file.

Command+Option+M  Minimize all windows for front application

F11 Show desktop

F12 Show dashboard

MissionControl

Show mission control

Launchpad

Show launch pad

Manage Visual
Effects

Toggle on/off settings to manage the appearance of the
Host desktop (similar to Effects tab in the Host Control
Panel)

MEI

Suppress Toggle on/off the Host user's ability to use their keyboard
Mouse/KB and mouse physically connected to their computer
Fit 1-to-1 Specifies that one pixel of the Host desktop display

corresponds to exactly one pixel in the Master Connection

~NBP R
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Window

Fit to Window 1:1 Scales the image of the Host desktop display to fit the size
of the Master Connection Window

Close ® Closes the Master Connection Window and disconnects the
Account User from the Host desktop

Master on Demand> Licensing Considerations

The Master on Demand is an exclusive feature of the Gateway Server when it is in
Concurrent User license mode. In this mode, the connection hyperlinks and the Connect
commands in the dropdown context menu next to each Host in the Active Hosts section
of the Web Console homepage and on the Members sub tab will be enabled.

When an Account User is logged in to the Web Console, they will be assigned one
license under the Concurrent User license model. While the license is being held by the
Web Console, the Account User can launch as many Master on Demand windows as
they like and a single license would be used, as long as the same web browser is being
used.

If the Web Console times out, or the Account User logs out, but one or more Master on
Demand instances are still open, the license will transfer to an open Master on Demand,
unless the Master on Demand is in View Only mode (in which case no concurrent user
license will be consumed).

If a Master on Demand is open and consuming a license, and the Account User switches
to View Only mode, the license will be released; if the Account User is in View Only mode
and no other application is using a license, and the Account User requests input control,
it will only be granted if a license is available for that account type.

If the same credentials are used to login to the Web Console from a different browser on
the same machine, and/or from a different machine, or if the Account User tries to
connect to a Host using the Connect As... command and submits different credentials,
another license will be consumed.

For more information about Master on Demand and licensing, please contact a member
of the Sales or Support team at sales@vector-networks.com.
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The Gateway Server can be used to create and store recordings of Host desktops. The
Recordings tab enables Administrative and Master Account Users to find, playback or
delete these screen recording files from the Web Console.

Recordings Tab Administrative Master Personal
9 Account Account Account
Recordings Tab Yes Yes

To view a list of screen recordings associated with a particular Host, the Account User
can type in the Host name into the Search field.

MANAGE HOST RECORDINGS

HOST NAME (Contains): Search

START TIME (From-To): 2/7/2016 12:00 FM Eo 3772016 12:00 PM Eo
STARTED BY (Contains):

HOST USER (Contains):

RECORDING SPAN (From-To): Enter value - Enter valie -
GROUP RESULTS BY: (®) Station Name () Started By () Host User

Below is a table of fields, values and actions available for each screen recording:

Field Description
Host Name Name of the Host machine associated with screen recordings
Start Time Date & time when the screen recording was started
Started By Account User who initiated a screen recording
Host User User logged into the Host machine when screen recording was started

Recording Span Specify length of recordings

Group Results By Station Name (Host), Started By (Account User), Host User (User)

Actions Actions that can be taken on this screen recording

Play Play selected screen recording in a popup playback window

Recordings > Delete Recording

To delete screen recordings for this Host, click on the Delete button next to each entry,
and then click Yes to confirm:



Web Console Operating Guide

STATION NAME STARTED BY HOST USER START TIME DURATION SIZE ACTION

w Recordings on INTEGRATION

l;l INTEGRATION_TS SRVO1\Administrator Administrator 1/22/2015 6:31:33 PM 22 saC 69 KB Play Delsts I
o Page Size (10 - Displaying items 0 - -8 of -8

The selected screen recording(s) will be permanently deleted from the Gateway Server if
the Account User confirms the action in the popup window:

DELETE SELECTED RECORDING X

Do you want to delete the selected recording(s)?
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Recordings > Search For Recording

The Account User can find screen recordings for a particular Host by typing in all or part
of the Host name into the Search field. By default, clicking search will retrieve all
recordings within the selected time period. You may use more search criteria to narrow
down your search results.

MANAGE HOST RECORDINGS

HOST MAME (Contains): a Search

START TIME (From-To): 213201312z00PM @ 372016 12:00Pm B O
STARTED BY (Contsins):

HOST USER (Contains):
RECORDING SPAN (From-Ta): Enfer value : Enter value :
GROUP RESULTS BY: @) Station Name (O Started By () Host User
Parameter Description
Start Time Filter the list of screen recordings displayed by specifying a time range for start time
for recordings
From Specify earliest start time for screen recording
To Specify latest start time for screen recording
Started By Filter the list of screen recordings displayed by specifying all or part of an account
name (<Domain>\<Account Username>) that started the screen recordings
Host User Input one or more characters for the user account logged into the Host machine for
recordings associated with that user
Recording Filter the list of screen recordings displayed by specifying a range for the length of
Span the recordings in minutes

Min Minimum length of screen recording in minutes

Max Maximum length of screen recording in minutes

=N R
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Accounts

The Accounts tab enables Administrative Account Users to create, edit and/or delete
other Account Users for the Web Console. The Accounts tab is only visible to
Administrative Account Users.

Administrative Master Personal
Accounts Tab

Account Account Account
Accounts Tab Yes

All Account Users (except for Administrative Account Users) must be created in the
Accounts tab before they can access the Web Console. The easiest way is to import
individual or group Windows accounts from Active Directory or from the Account User’s
local system. This enables Account Users to use their Windows credentials to access the
Web Console (or single-sign on, if the same credentials were used to login to Windows
on the Account User’s machine).

In the example below, four different Web Console accounts are defined; two individual
Account Users and two group Account Users.

MANAGE WEB CONSOLE ACCOUNTS

ACCOUNT NAME ((A=/=G={=N)\(A==G=*M)): Search I (Advanced Search)
Import New Account
ASSIGNED
ACCOUNT NAME ACCOUNT TYPE GROUP/HOST LAST LOGIN ACTIONS
o Administrator Administrative 07/25/2012 Edit | Remove |
S masteruser Master All Hosts 07/25/2012 Edit I Remove I
&  Domain Users A strative Edit | Remove |
&  Engineering Maste Engineering Edit | Remaove |
- 1 PageSiEe 20 = Displaying items 1 - 10 of 10

Below is a table of fields, values and actions available for each Account User:

Field Description

Account Type Icon indicates if this is an individual or group Windows account
2 Account User is an individual Windows account
& Account User is a Windows security group

Account Name <Domain>\<Username> or <Domain>\<Groupname> for the Account User
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Account Type One of three types of Web Console accounts

Administrator Administrative Account User

Master Master Account User

Personal Personal Account User
Assigned Name of the Group(s) or Personal Host(s) to which the Master or Personal
Group/Host Account User, respectively, has been granted access
Last Login Date & time when Account User last logged into the Web Console
Actions Actions that can be taken to manage this Web Console account
2

Edit Change Account type (and assign Group if account type is Master,
or Personal Host if account type is Personal) for this account

Remove Delete this Account User from the Web Console

Note: This will also delete the Account User from the Gateway
Server but from Active Directory or the local machine.

Because the Web Console accommodates both individual and group accounts, a Web
Console Account User, when he/she attempts to login, may present Windows credentials
that map to more than one Web Console Account User account. Below is a table that
shows the order of precedence for the rules that the Web Console uses to determine
which type of Web Console account the Account User will be assigned:

Rule

Description

1

If the Web Console Account User presents credentials that match those of an existing
Web Console individual account (i.e. the credentials presented at login are the same as
those for the individual Windows account to which the Web Console account is linked),
then the Web Console Account User will be granted access to use that Web Console
account, as long as there is at least one available license for that account type
(Administrator, Master, Personal).

Note: An individual Windows account can only be associated with one and only one Web
Console Account User account.

Note: If the Account User credentials are found to match those associated with an Web
Console individual account, any match with any group accounts will be ignored

If the Web Console Account User presents credentials that do not match those of any
Web Console individual account, the Web Console will check to see if those credentials

can be found in any Windows security group that has been linked to a Web Console group
account.

If the credentials are found to match those in more than one Windows security group, the
Account User will be granted access to use the Web Console account with the account

type that has the broadest access rights (i.e. Administrator, Master, Personal, in that
order).

If the Account User credentials do not match those of any Web Console individual
account, and are not found in any Windows security group linked to a Web Console group
account, the Account User will be denied access to the Web Console.
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Accounts > Import New Account

Web Console Account Users must be created on the Accounts tab before they can
access the Web Console. The administrator can click on the Import New Account button
to import Windows accounts from Active Directory or from the Account User’s local
system:

MANAGE WEB CONSOLE ACCOUNTS

ACCOUNT NAME {Contains): Search

Import New Account ]

Accounts > Import New Account > Find Windows Account

The first step of the account creation process is to identify the target Windows account
that will be given access to the Web Console as either individual or group Account User:

CREATE/EDIT WEB CONSOLE ACCOUNT x
Find a Windows account
OBJECT TYPE: & User ¢ Group
LOCATION: METWORKS (networks.c.., -
ACCOUNT NAME: CheckNames |

(Enter account name, partial or complete and click Check Names or Next)

Mext Cancel |

By default, the Web Console will look in the Active Directory domain of the Gateway
Server to find a target Windows account, and will display the domain nhame in the
Location field. If Active Directory is not available, the Web Console will look in Local
System on the Gateway Server machine.

The Account User can input the first few letters of the Windows login name into the
Windows Account field to see a dropdown list of matches.

Accounts > Import New Account > Choose Account Type

The second step of the account import process is to specify an account type for this new
Web Console account.
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If this is to be a new Administrative Account, the selected Windows account must meet
one of the following 3 criteria:

e Itis a domain Account User who is a member of the machine’s Administrators
group

e If Account User Access Control is turned on, it is a local machine account named
“Administrator”

e If Account User Access Control is turned off, it is a local machine account which
is a member of the machine’s Administrators group

If none of the 3 criteria are met, an Administrative Account will still be created in the Web
Console but it won’t have the same access rights as other Administrative Accounts that
do meet at least one of the 3 criteria.

CREATE/EDIT WEB CONSOLE ACCOUNT x

« Account Mame: NETWORKS\account

Choose Account Type
CHOOSE AN ACCOUNT TYPE:

Administrative ¢ Master ¢ Personal

The selected user will have full control over the Gateway
only if that account meets one of the three criteria:
= |ocal machin

& Arinictrs

Previous ] [ MMext ] [ Cancel

Accounts > Import New Account > Select Group (for Master only)

For new Master accounts, the third step of the account import process is to assign the
new Master account access to a specific Group or Groups of Hosts. The Account User
can select All Hosts from the dropdown list to give the new Master account the broadest
access to available Hosts, or one or more other Groups to give Master account more
limited access.

gnN -
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CREATE/EDIT WEB CONSOLE ACCOUNT X
« Account Mame: NETWORKS\ak ™ All Hosts =
« Account Type: Master
[~ Systemn
Grant the Master account access to the Host(s) in the [ grouptestlAAA

. £
selected Group(s). ™ Quality Assurance =

If no groups are selected, this account will not have [~ Engineering
security permissions set for it, but members of the
account may have rights based on other account group [~ Sales

memberships and permissions.
P P [ CustomerCare
If a previous selected group is unselected, the security [ Marketing
permissions for this account wil be removed. )
[ Morth America

£

Previous Mext Cancel

Accounts > Import New Account > Select Personal Host (for Personal only)

For new Personal accounts, the third step of the account import process is to grant the
new Personal account access to a specific Host machine. The Account User can input
the first few letters of the Host name and a dropdown list will appear with list of Host
names that match.

CREATE/EDIT WEB CONSOLE ACCOUNT x

« Account Mame: NETWORKS\ak
« Account Type: Personal
Grant Personal Account access to a Host

SELECT A HOST: |
DEMO |

Previous Save Cancel |
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Accounts > Import New Account > Review

The final step of the account import process is to review the configuration information for
the new account. If all the information is correct, click on Save to complete the process
and create the new account. It will now appear in the Accounts table, where it can be
edited or deleted.

CREATE/EDIT WEB CONSOLE ACCOUNT x

Review Account information

e Account Mame: NETWORKS \ak
« Account Type: Personal
« Personal Host: DEMO

Previous Save Cancel

~N N e
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Accounts > Search For Account

When the number of accounts registered with the Web Console is large, Account Users
can employ the search box to find a specific account by entering some or all of the letters
of the account name (<Domain>\<Account Username>) and clicking on the Search
button. The search field will automatically compare the Account User input with the list of
registered accounts and will display the ones that match or contain that string.

MANAGE WEB CONSOLE ACCOUNTS

ACCOUNT NAME (Contains): Search

Import New Account ]

The Account User can enter any character(s) into the field to refine the search:

Field Description

Account Name Search field for Account name (<Domain>\<Account Username>)

By default, the search box is set to Quick Search mode. The Account User can switch to
Advanced Search mode by clicking on the link Advanced Search. Additional search
parameters will appear. The Account User can select/input values into one or more of
these parameters to filter the results of the search.

The following additional search parameter will appear for Advanced Search:

Parameter Description

Account Type Filter the list of accounts according to account type (Default = All)
All Show all Account Users
Administrative Show only Administrative Account Users
Master Show accounts only with Master Account Users

Personal Show accounts only with Personal Account Users




Accounts

Limited Administrative Account

If an Account User attempts to login to the Web Console using an Administrative account
and all available Administrative account licenses are in use, the Account User will be
granted access to the Web Console using a Limited Administrative account. This account
type does not require a license but will give the Account User read-only access to the
Home, Activity, Analytics and Gateway tabs to help identify and resolve any concurrency
or licensing issues.

All concurrent administrative licenses are in use. The application is in restricted administrative mode.

Use the Activity tab, Account Activity, to investigate license usage.
Web Console test

Find Host:

m ACTIVITY ANALYTICS GATEWAY

ACCOUNT ACTIVITY COMMECTIONS HOST ACTIVITY RECORDING ACTIV]
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Activity

The Activity tab enables Administrative Account Users to monitor and track Host and
account related activities occurring in your network in real-time. The Activity tab is only
visible to Administrative Account Users.

iy s Tans motee e s
Active Accounts Yes

Active Connections Yes

Active Hosts Yes

Active Recordings Yes

Active Reverse Yes

Connections

Pending Host Status Yes

Updates
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Activity > Account Activity

The Account Activity sub tab provides a real-time view of all the accounts that have one
or more licenses currently in use.

ACTIVE ACCOUNTS

Adrministrative users (in use [/ maxdmum dlowed): 17 2

Master users (in use [/ maxdmum alowed ) o) 10

Personal users (in use [/ maxdmumn dlowed ) o/25
ACCOUNT NAME ACCOUNT TYPE ACCOUNT ADDRESS START TIME CONNECTION MODE LICENSES
SRVOL Administratar Adrninistrative 192,162.1.94 1222015 5:43:27 PM _j el B 1 1 Details
4] 1 Page Size 10 Displaying iterns 1- 1 of 1

In the table header, the number of licenses in use and the total number of licenses
available are shown by account type.

Below is a table of fields, values and icons available for each entry in the Active Accounts

table:

Parameter

Description

Account Name

<Domain>\<Username> for the Account User that has logged-in to the Web
Console

Account Type

One of three types of Web Console accounts

Administrative Administrative Account User

Master Master Account User

Personal Personal Account User

Account Address

IP address of the Account User's machine in either IPv4 or IPv6 format

Start Time

Date & time when the Account User logged into the Gateway Server using
one of the Remote Desktop connection modes (applications) indicated below

Connection Mode

The applications which are open and active on the Account User’s desktop
are indicated here

a Indicates that the Web Console application is open and
= connected to this Gateway Server

ﬁ Indicates that the Gateway Administrator application is
= open and connected to this Gateway Server

ﬂi Indicates that the Master application is open and
= connected to this Gateway Server

ﬂ Indicates that Account User has Remote Desktop session

(through Web Console) open to this Host

W
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i Indicates that Account User has Remote Desktop
connection Window session (through Master) open to this
Host

<#> Indicates the total number of Remote Desktops (either

Remote Desktops and/or Remote Desktop connection
Windows) open to unique Hosts

Licenses Number of licenses currently being used by this account. The value is usually
equal to one, regardless of the number of Remote Desktops the account
might have open. The license count might be greater than one if the Account
User is using more than one Remote Desktop connection mode to the same
Gateway Server at the same time

Below is a table of examples that show different ways an Account User can access the
Gateway Server and/or open a Remote Desktop, and the combination of icons that would

be activated.

Connection Mode

Description

P 28 G & o

Indicates that the Web Console is open and connected to this
Gateway Server, and there are no Remote Desktops open

' FPLLL R

Indicates that the Web Console is open and connected to this
Gateway Server, and one Remote Desktop has been opened through
it

Indicates that standalone Master application is open and connected to
this Gateway Server, and there are no Remote Desktops open

AaYa@E o
UL LR

Indicates that standalone Master application is open and connected to
this Gateway Server, and one Remote Desktop connection Window
has been opened through it

R

—t

Indicates that the Web Console and Master application are open and
connected to this Gateway Server, and that Remote Desktops (one
Remote Desktop and one Remote Desktop connection Window) to
the same Host are open (otherwise the count would be 2)

Indicates that the Web Console and Master application are open and
connected to this Gateway Server, and that Remote Desktops (one
Remote Desktop and one Remote Desktop connection Window) to 2
different Hosts are open

Indicates that standalone Gateway Administrator is open and
connected to this Gateway Server

For each entry in the Active Accounts table, the Details link can be clicked to get a popup
window with more information and commands to manage the remote desktop
applications active for this Account User on this machine.



ACTIVE ACCOUNT DETAIL

Activity
MODE CONNECTED TO SERVYICES START TIME ACTION LIC
w Remote Desktop Services
& MTEGRATION WDl [ [5] (] 1/222015 7:35:00 PM Give Input Control)
v PROXY Pro Wweb Console
T_]) Gateway: SRVOL Gateway Data Services /222015 6:42:27 PM Disconnect] o
= 1 PageSiee 10 = Displaying items 1 - 2 of 2
The following information is displayed in the header for each Active Account:
Parameter Description
Account Name <Domain>\<Username> for the Account User that has logged-in to the Web
Console
(Account Type) One of three types of Web Console accounts
Administrative Administrative Account User
Master Master Account User
Personal Personal Account User
Account Address IP address of the Account User's machine in either IPv4 or IPv6 format
Below is a table of fields, values and icons available for each remote desktop application
that is active for this Account User on this machine:
Parameter Description
Connection Mode

are indicated here

The applications which are open and active on the Account User’s desktop
b | Indicates that the Web Console application is open and
= connected to this Gateway Server
ﬁ Indicates that the Gateway Administrator application is
— open and connected to this Gateway Server
Ei Indicates that the Master application is open and
= connected to this Gateway Server
o Indicates that Account User has Remote Desktop session
(through Web Console) open to this Host

Indicates that Account User has Remote Desktop

connection Window session (through Master) open to this
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Host

Connected To Name of the Gateway Server or a specific Host that the account is connected
to; if it is a Host, the Host name can be clicked to get a popup window with
more details about the account’s Remote Desktop connection to the Host

machine
i Indicates that this account has control over
0 keyboard/mouse input for this Host
Indicates that this account is in view only mode and does
not have control over keyboard/mouse input for this Host
Note: The Account User can grab input control by clicking
on the mouse icon in the menu bar for the Remote
Desktop for this Host.
Gateway Data Underlying Remote Desktop connection from Web
Services Console, Gateway Administrator and/or Master to Gateway
Server; enables Remote Desktop connections to and
services from individual Hosts connected to that Gateway
Server
Start Time Date & time when the Remote Desktop connection was started
Actions Commands to manage active applications for this Account User
Disconnect Break Remote Desktop connection to Gateway
Server from Web Console, Gateway Administrator
or Master; usually results in freeing up a license
Release Input Control Convert an active Remote Desktop (via Web
Console) or Remote Desktop connection Window
(via Master) to view-only mode; usually results in
freeing up a license, unless an application with
Gateway Server Data Services Remote Desktop
connection is active
Give Input Control Convert an active Remote Desktop (via Web
Console) or Remote Desktop connection Window
(via Master) from view-only mode to one with
input control; usually results in requesting an
additional license, unless an application with
Gateway Server Data Services Remote Desktop
connection is active
License q{y Indicates which application(s) are currently

consuming a concurrent Account User license

Activity > Connections

The Connections sub tab provides a real-time view of all the Remote Desktop
connections that each active Account User has to the Gateway Server and to any
individual Hosts.



ACTIVE CONNECTIONS

@

CONNECTED TO SERVICES START TIME

Gateway: VERO Gateway Data Services ng/0z/2012

Activity

ACTION

MT AUTHORITY\SYSTEM (Proxy Cormpanion Service) vig TCP from fe80:e4cf:cbfl:3bib82%15

Discnnnectl

Ej METWWORKS aa (Web Console) via TCP from fe80:e4cf:cbf:3b:b8%15

Gateway: VERO Gateway Data Services 0s/og/z012
By HETWORKS\3a (Master) via IP from 192.168.1.1

[—]
Gateway: VERD Gateway Data Services 0g/0g 2012

DEMO ]

—]

(g

[ os/06/2012

u METWORKS\aa (Web Desktop) wia S5L at 192.168.1.1

[ os/os/2012

DEMO | ”

(g

1 PageSige 10 -

DiSCDI’II’IECtl

Discnnnectl
Give Input Cnntrnl

Give Input Cuntrnl

Displaying tems 1 - 5 of 5

The following information is displayed in the header for each active Account User:

Parameter Description

Account Name <Domain>\<Username> for the Account User that has logged-in to the Web

Console
Application The application (connection mode) that is active for this Account User

PC-Duo Indicates that Web Console is running and has an internal

Companion Remote Desktop connection to the Gateway Server

Service

Web Console Indicates that the Web Console application is open and
connected to this Gateway Server

Gateway Indicates that the Gateway Administrator application is

Administrator open and connected to this Gateway Server

Master Indicates that the Master application is open and connected
to this Gateway Server

Remote Desktop Indicates that Account User has Connection Window
(through Remote Desktop) open to this Host

Connection Indicates that Account User has Connection Window

Window (through Master) open to this Host

Protocol Protocol and port used for communication with the Host machine (TCP, UDP, SSL)

g1 w
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Host Address IP address of the Account User’s machine in either IPv4 or IPv6 format

Activity > Host Activity

The Host Activity sub tab provides a real-time view of Host machines that are involved in
active Remote Desktop connections with one or more accounts.

ACTIVE HOSTS

ACCOUNT MACHINE ACCOUNT ADDRESS PROTOCOL ACCOUNT NAME ACTIVITY START TIME
~ DEMOROOM via IP|1505 at fe80::69de:471:3e:615%15 Disconnectl

i | mike 192.168.1.1 S5L[1241 MNETWORKS\aa D E V—| 08/06/2012 06:28:14 PM
= 1| Page Size 10 = Displaying tems 1 -1 of 1

The following information is displayed in the header for each Active Host:

Parameter Description
Host Name Host name
Protocol Protocol and port used for communication with the Host machine
Host Address IP address of the Host machine in either IPv4 or IPv6 format
Disconnect Option to terminate one or more services immediately for all accounts connected to
this Host.

Note: Terminating the Remote Control service will result in entire Remote Desktop
connection being terminated.

Below is a table of fields, values and icons available for each Account User and machine
actively connected to this Host:

Parameter Description
Application The application (connection mode) being used to access this Host
i Indicates that Account User has Remote Desktop session
(through Web Console) open to this Host
i Indicates that Account User has Connection Window session

(through Master) open to this Host

Account Machine  Name of Account User's machine being used to access this Host
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T

Indicates that this account has control over keyboard/mouse
input for this Host

Indicates that this account is in view only mode and does not
have control over keyboard/mouse input for this Host

Note: The Account User can grab input control by clicking on
the mouse icon in the menu bar for the Remote Desktop for
this Host.

Account Address  IP address of the Account User's machine in either IPv4 or IPv6 format

Protocol Protocol and port being used for communication by the Account User’s machine

Account Name <Domain>\<Username> for the Account User that has logged-in to access this
Host

Services A series of icons that indicate current status of various services available during

an active Remote Desktop connection with this Host

-

Remote Control service is available for this Host. Account
User can view Remote Desktop and exercise
keyboard/mouse input control

[ng

Clipboard service is available for this Host. Account User

can cut-and-paste content into his/her local clipboard and

send to the clipboard on the remote Host machine, or vice
versa

File Transfer service is available for this Host. Account User
can drag-and-drop a file, files or directory of files from
his/her machine and send to the remote Host machine, or
vice versa

= Remote Printing service is available for this Host. Account
— User can send a document on the Host machine to a printer
attached to the Account User’s local machine
{-’:}m Remote Management service is available for this Host.
Account User can view and in some cases edit information
about hardware, software, system settings, resources,
services, accounts, processes, registry, events and power
settings on the Host machine, without having to turn on
RPC to reach it
] Chat service is available for this Host. Account User can
v send/receive instant messages to/from this Host (and
to/from all other connected Account Users)
Start Time Date & time when the Remote Desktop connection from this Account User to this

Host was started

~Nw e
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Activity > Recording Activity

The Recordings Activity sub tab provides a real-time view of all the Host desktops that
are actively being recorded.

ACTIVE RECORDINGS

HOST HOST USER STARTED BY START TIME SPAN ACTIONS
VERO Administrator NETWORKS\az 08/06/2012 06:56:17 PM 1 min Adjust | Stop
= 1 Page Size 10 = Displaying tems 1 - 1 of 1

Below is a table of fields, values and icons available for each license in use:

Parameter Description

Host Name Name of the Host machine with desktop being recorded

Host User Windows login of the Account User logged-in to the Host machine

Started By Name of account (<Domain>\<Account Username>) that initiated the recording

of desktop of this Host

Start Time Date & time when the recording started
Span Planned length in minutes of the recording
Actions Actions that can be taken on this active recording
Adjust Adjust the planned length of the recording

Stop Stop the recording
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Activity > Reverse Connections

The Reverse Connections sub tab provides a real-time view of all active Reverse
connections to the Gateway Server. A Host will use a Reverse connection to establish
and maintain a Gateway connection to the Gateway Server if it is not located in the same
domain (i.e. cannot reach the Active Directory being used by the Gateway Server.) This
is often the case if the Host machine is located behind a different firewall or NAT device.

ACTIVE REVERSE CONNECTIONS

HOST ADDRESS PROTOCOL STATUS START TIME ACTIONS
INTEGRATION\dv on INTEGRATION 192.168.1.8 IP|605 ] 8/1/2012 7:29:38 PM Disconnectl
= 1 Page Size (10 Displaying tems 1 -1 of 1

Below is a table of fields, values and icons available for each Host with an active Reverse

connection:
Parameter Description
Host Name of the Host machine with active Reverse connection to the Gateway Server
Address IP address of the Host machine in either IPv4 or IPv6 format
Protocol Protocol and port being used by the Host for the Reverse connection
Status Status of the Reverse connection
0x0 Gateway connection status = Active.
Start Time Date & time when the Reverse connection was started
Actions Actions that can be taken on this Reverse connection

Disconnect Terminate the Reverse connection from the Host to the
Gateway Server immediately
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Activity > Host Status Updates

The Host Status Updates sub tab provides a real-time view of all Hosts waiting for status
update from the Gateway Server (which means their Gateway connection information

may be stale).

PENDING HOST STATUS UPDATES

HOST ADDRESS PROTOCOL STATUS START TIME ACTIONS
WINT feg0::f5h6:384:cabicc11%15  IP|1505 0x0 8/6/2012 7:06:49 PM Discnnnectl

MAPLE 192.168.1.8

(0]

1 Page 5ize

[=a]

IP[1503 0x0

/62012 7:06:49 FM Discunnectl

Jisplaying items 1 - 7 of 7

10 -

Below is a table of fields, values and icons available for each Host with an active
Gateway connection:

Parameter Description
Host Name of the Host machine scheduled for status update from the Gateway Server
Address IP address of the Host machine in either IPv4 or IPv6 format
Protocol Protocol and port being used by the Host to communicate with the Gateway
Server
Status Status of the Gateway connection
0x0 Gateway connection status = Active.
Start Time Date & time when the Host update was scheduled
Actions Actions that can be taken on this Gateway connection

Disconnect Terminate the Gateway connection between the Host and the
Gateway Server immediately
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Analytics

The Analytics tab enables Administrative Account Users to configure and generate
custom reports of Remote Desktop connection, service, recording and license activity in
your network for audit and archive purposes. The Analytics tab is only visible to
Administrative Account Users.

Connection Audit Yes
Services Audit Yes
Recordings Audit Yes

Licenses Audit Yes

[N NG
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Analytics > Connection Audit

The Connection Audit sub tab enables Account Users to generate a custom report of
connections established to the Gateway Server by different applications.

CONNECTIONS AUDIT

CONNECTION MODE (Contains): Search

ACCOUNT NAME (Contains):
ACCOUNT ADDRESS (Contains):

CONNECTION STATUS: @ All O Successful O Failed

START TIME (From-To): ye2016 400PM  [EI@ 3rreots400rm EG

Below is a table of fields and values available for each entry in the Remote Desktop
connections Audit report:

Parameter Description
Account Name <Domain>\<Username> for the Account User that established the Gateway
connection

Connection Mode The application used to establish the Gateway connection

Account Address IP address of the Account User’s machine in either IPv4 or IPv6 format
Start Time Date & time when the Gateway connection started (or attempted to start)
End Time Date & time when the Gateway connection ended; if this field is blank, the

Gateway connection is still active

The Account User can customize the Connection History report by specifying values in
one or more of the parameters available in the search box:

Parameter Description
Connection Filter the list of Gateway connections displayed by specifying all or part of an
Mode application used to establish the Gateway connection
Web Console Indicates that the Web Console was used for this Gateway
connection
Gateway Indicates that the Gateway Administrator was used for this
Administrator Gateway connection
Master Indicates that the standalone Master was used for this Gateway
connection

Account Name  Filter the list of Gateway connections displayed by specifying all or part of account
name (<Domain>\< Username>) used to establish the Gateway connection
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Account
Address

Filter the list of Gateway connections displayed by specifying all or part of an IP
address for the Account User’s machine

Connection
Status

Filter the list of Gateway connections displayed according to the success or failure of
the Gateway connection attempt

All Indicates that all Gateway connections should be included in results

Successful Indicates that only successful Gateway connection attempts should
be included in results

Failed Indicates that only unsuccessful Gateway connection attempts
should be included in results

Start Time

Filter the list of Gateway connections displayed by specifying a time range for starting
or attempting to start a Gateway connection

From Specify earliest start time for search range

To Specify latest start time for search range

End Time

Filter the list of Gateway connections displayed by specifying a time range for ending a
Gateway connection

From Specify earliest end time for search range

To Specify latest end time for search range

Analytics > Servi

ces Audit

The Services Audit sub tab enables Account Users to generate a custom report of
services delivered through the Gateway Server.

SERVICES AUDIT

HOST NAME (Contains):

PROTOCOL:
PORT (Port Number):

ACCOUNT NAME (Contains):

Search ]

®all CuDp/IP (O TCP/IP () SSL

ACCOUNT ADDRESS (Contains):

CONNECTION STATUS:
START TIME (From-To):

SERVICES:

@ All O Successful ) Failed
werzo16400r E@ 3rowaoorm EHO

1 Remote Control b Clipboard 1 File Transfer

i) Remote Printing ¥ Remote Management [ Chat
(Required)

Below is a table of fields and values available for each entry in the Services History

report:

Parameter

Description

Account Name

<Domain>\<Username> for the Account User that initiated the service request to
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the Host
Host Name Name of the Host machine enabled to provide the service
Service Name of the service activity
Start Time Date & time when the service was enabled
End Time Date & time when the availability of the service ended

The Account User can customize the Services History report by specifying values in one
or more of the parameters available in the search box:

Parameter Description
Host Name Filter the list of services enabled by specifying all or part of the name of a Host
that provided the services

Protocol Filter the list of services enabled by specifying a network protocol for the services
All Include all services in the results, regardless of protocol
UDP/IP Include only services carried over UDP in the results
TCP/IP Include only services carried over TCP in the results
SSL Include only services carried over SSL in the results

Port Filter the list of services enabled by specifying port number for the Host that

provided the services

Account Name

Filter the list of services enabled by specifying all or part of account name
<Domain>\<Username> used to initiate the request for the service

Account
Address

Filter the list of services enabled by specifying all or part of an IP address for the
Account User’s machine

Connection
Status

Filter the list of services enabled according to the success or failure of the
Remote Desktop connection attempt

All Indicates that all Remote Desktop connections should be
included in results

Successful Indicates that only successful Remote Desktop connection
attempts should be included in results

Failed Indicates that only unsuccessful Remote Desktop connection
attempts should be included in results

Start Time

Filter the list of services enabled by specifying a time range for enabling or
attempting to enable a Remote Desktop connection

From Specify earliest start time for search range

To Specify latest start time for search range

Services

Filter the list of services by specifying one or more services enabled by the Host

Remote Include in the results any instances of Remote Control
Control services enabled
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Clipboard

Include in the results any instances of Clipboard services
enabled

File Transfer

Include in the results any instances of File Transfer services
enabled

Remote Include in the results any instances of Remote Printing
Printing services enabled

Remote Include in the results any instances of Remote Management
Management services enabled

Chat Include in the results any instances of Chat services enabled

(S N
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Gateway

The Gateway tab enables Administrative Account Users to view and edit configuration
settings, licenses and security for the Gateway Server. The Gateway tab is only visible to
Administrative Account Users.

GuouaysupTabs AT e | person
Gateway Settings Yes
Gateway Licenses Yes
Polling Ranges Yes
Gateway Accounts Yes

Web Console Settings Yes




Gateway

Gateway > Gateway Settings

The Gateway Settings sub tab allows the Account User to view and edit configuration
settings for the Gateway Server to which the Web Console is connected. See the PC-
Duo Gateway Server Guide for more information about these settings.

Gateway Settings are organized into 8 subsections and are displayed on this page. Jump
to a particular subsection by choosing it in the dropdown selection box.

GATEWAY SETTINGS
JUMPTO «
NAME VALUE

» General Taop ] Edit ]
» Auditing Top ] Edit ]
» Protocols Tap ) Edit ]
y Encryption Top ] Edit ]
» Schedule Top ) Edit ]
s Recording Top ] Edit ]
» Auto Recording Top ] Edit ]
y Network Top | Edit )
» Grouping Top ] Edit ]

Gateway > Gateway Settings > Jump To Menu

The Jump To menu provides quick access to different subsections of Gateway Settings:

SN N
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JUMPTO «

GENERAL

AUDITING

PROTOCOLS

ENCRYPTION

SCHEDULE

RECORDING

AUTO RECORDING

NETWORK

GROUPING

Below is a table of fields, values and actions available in the Gateway Accounts table:

Field Description

Name Name of the Gateway Server setting

Value Current value for this Gateway Server setting
Commands Following commands are available to edit setting values

Edit Edit one or more settings in this section

Top Jump back to the top of the Gateway Server settings page

Gateway > Gateway Settings > General

Below is typical view of Gateway settings in the General subsection:
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v General Top ] Edit ]
PROXY Pro Gateway Server version 8.10.0.2230
Station name GATEWAY
Automatically move newly discovered workstations from "Unrmanaged
Hosts" to the “All Hosts" group ves
Enable management of Hosts by logged-in usernames Mo
Show logged-in users by username only (without dormain names) Yes
Automaticaly update status of "Managed Hosts" older than 30
Automatically delete Hosts with last connect time older than 120
Concurrent user mode logout warning (minutes) &0
Concurrent user mode logout additional (minutes) 10
Concurrent user mode input control timeout (minutes) 65

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the General subsection:
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GENERAL

Gateway station name: GATEWAY

Waorkstation-based Host management
Autormaticaly move newly discovered workstations from
"Unrmanaged Hosts" to the "Al Hosts" group
User-based Host management

[] Enable management of Hosts by logged-in usernames
Show logged-in users by username only (without domain names)

Autormaticaly move newly discovered usernames from
"Unmanaged Hosts" to the "All Hosts" group

Status updates for managed Hosts
Update Host status every | 20 minutes

Automatic Host cleanup

Delete Hosts with last connect time older than 120
Concurrent user license mode inactivity timeouts
Warn users after |40 minutes
Log users out after an additional |10 minutes
Autormatically release input control after |65 minutes
Apply Changes l Cancel

days

For more information about configuration options in the General subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >

General Settings in the PC-Duo Gateway Server Guide.
Gateway > Gateway Settings > Auditing

Below is typical view of Gateway settings in the Auditing subsection:




w Auditing
Log information to event log
Log information to text file
Only log failures

Audit log file name

Maximum log file age (days)
Log file rollover frequency
Audit data provider

Audit data source

Audit database

Audit data connection

Top | Edit

fes
Mo

C:\Program Files (x86)\Proxy Metworks),
PROXY Pro Gateway\AuditLogs

40
Once weekly
SQLOLEDB
(local)\SQLEXPRESS
ProxyDhb

Open

Gateway

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the Auditing subsection:

AUDITING

Audit logging location

Audit logging conditions

Audit database connection

Mote

Autormatically start a new log file
Autormmatically delete log files older than (days) 40

[ create entries in event viewer application log

Create entries in text file in the directory:

C:\Program Files (x86)\Proxy Metworks\PROXY Pro Gateway\AuditLogs

Once weekly

(") Failed operations only (@) All operations, successful or failed

Pending text file directory changes will take effect at next Gateway server restart.

Apply Changes ] Cancel ]

Provider: SQLOLEDE  Data source: (local)\SQLEXPRESS  Database: ProxyDb  Connection: Open

[SNS =
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For more information about configuration options in the Auditing subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >
General Settings in the PC-Duo Gateway Server Guide.

Gateway > Gateway Settings > Protocols

Below is typical view of Gateway settings in the Protocols section:

v Protocols Top ] Edit )

Port 2303 on address(es) fe80::da®c%10, 192.1.1.23,

UDP network protocol
1, 127.0.0.1

Port 2303 on address{es) fe80::da9c%10, 192.1.1.23,

TCP/IP network protocol
21, 127.0.0.1

Port 5001 on address(es) fe80::da%c%10, 192.1.1.23,

SSL network protocol
1, 127.0.0.1

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the Protocols subsection:
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PROTOCOLS x

UDP/IP protocol

Enabled Standard

Port 2303 on address(es) fe80::52:3ec0:44e0:da9c%10, 192.168.1.23, =21, 127.0.0.1

TCP/IP protocol

[¥| Enabled Standard Bindings...
Address Restrictions:  Other Clients.... Hosts...

Port 2303 on address(es) fe80::52:3ec0:44e0:da%c%10, 192.168.1.23, =1, 127.0.0.1
SSL protocol

(¥ Enabled 5001 View Cert... Bindings...

Address Restrictions:  Other Clients.... Hosts...

Port 5001 on address(es) fe80::52:3ecl:44e0:da%c%10, 192.168.1.23, 21, 127.0.0.1

Apply Changes ] Cancel ]

For more information about configuration options in the Protocols subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >
General Settings in the PC-Duo Gateway Server Guide.

Gateway > Gateway Settings > Encryption

Below is typical view of Gateway settings in the Encryption section:
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w Encryption Top ] Edit ]
Encrypt connection for Master control panel and Gateway admin Yesg
Encrypt connection for Host status and administration Yesg
Encrypt connection for Host Remote Control, File Transfer, Remote
Printing, Clipboard, and administration ves
Encrypt connection for Master viewer Remote Contraol, File Transfer, Vo

Rernote Printing, Clipboard, and adrministration

Use Secure LDAP (LDAPS://) for explict queries against Active Directory Mo

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the Encryption subsection:

ENCRYPTION x

Use Encryption

Gateway Data Services Select ciphers...
Remote Desktop Services Select ciphers...
Host status and administration

Host connection services

Mote

Data Services refer to reading or writing Gateway settings, enumerating Hosts and groups of Hosts,
and other features of the Web Console and Gateway Server. Connection Services refer to services

available through the Connection Window, including Remote Control, File Transfer, Remote
Printing, Rermote Administration, Clipboard and Chat.

Active Directory

PROXY Pro accesses Active Directory implicithy (through operating system APIs like authentication)
and explicitly to look up certain information.

If your infrastructure is configured to support secure LDAP (LDAPS) on port 636, you can check
this checkbox to have the Gateway and Web Console use LDAPS instead of LDAP.

(1 Use Secure LDAP (LDAPS://) for explict gueries against Active Directory

Apply Changes ] Cancel ]

For more information about configuration options in the Encryption subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >
General Settings in the PC-Duo Gateway Server Guide.
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Gateway > Gateway Settings > Schedule

Below is typical view of Gateway settings in the Schedule section:

v Schedule Top Edit |

Periodic tasks schedule Daily @6:00 AM

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the Schedule subsection:

SCHEDULE x

Periodic tasks schedule

(@ Once 2 day, on selected days of the week
() Periodically throughout the day, every day
") According to an advanced schedule

Starting 3t .00 AM ks
Sunday Manday Tuesday Wednesday Thursday Friday Saturday

Mote

This is the schedule for periodic cleanup tasks which the Gateway automatically performs,
including deleting old recordings and deleting old audit log files.

Apply Changes ] Cancel ]

For more information about configuration options in the Schedule subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >
General Settings in the PC-Duo Gateway Server Guide.

Gateway > Gateway Settings > Recording

Below is typical view of Gateway settings in the Recording section:

(G2 )
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w Recording

Recording directory

Maxirnurm recorded session size (kilobytes)
Maximurn recorded session duration (hours)
Automatically delete sessions older than (hours)
Minimum data size (KB) before criteria checked
Maxirurm data size (KB} after minimurn met
Maximurn duration (seconds) after minimum met
Override Host screen capture settings

Prefer user mode screen capture

Current user mode screen capture profile

Top | Edit |

C:\Program Files (x86)\Proxy Metworks),
PROXY Pro Gateway'\Data\Recordings

2097151
744

0

100
3072
300

Yes

Yes

Medium-Low (recording)

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the Recording subsection:
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RECORDING x

Recording file directory:

C:\Program Files (x86)\Proxy Metworks\PROXY Pro Gateway\Data\Recordings

Automatic checkpoint generation

Minimurn data size (KB) before criteria checked 100

Maximum data size (KB) after minimum met 3072

Maximum duration (seconds) after minimum met 200
Lirnits

Maximum recorded session size (kiobytes) 2097151

Maxirmum recorded session duration (hours) 744

Automaticaly delete sessions older than (hours) 0

Screen capture preferences

() Use Host settings for screen capture preferences

(@ Override Host setfings as follows:
() Prefer kernel mode, but use this profile for user mode
(@) Prefer user mode, and use this profile

"Medium-Low (recording)” Configure...
Apply Changes ] Cancel ]

For more information about configuration options in the Recording subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >
General Settings in the PC-Duo Gateway Server Guide.

Gateway > Gateway Settings > Auto Recording

v Auto Recording Top ] Edit

Enzble Automatic Recording  Yes
Groups All Hosts

Below is a typical view of the Auto Recording settings:

~N ol e
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AUTO RECORDING X

l# Enable Automatic Recording
Mote

If Automatic Recording is enabled, the Gateway will automatically record Hosts anly under the following conditions
Host is a2 member of one of the groups seleced below

AND

Identity of user making remote control connection to Host is in the list of users or groups configured below.

Click group name to toggle selection of one or more groups:

¥ All Hosts ) Hast on Demand ) grRP1
L) Terminal Services an INTEGRATION ) Transient VDI Hosts L ol=Boston

Clear group selection

Selact users and groups that may be recorded: Selact Users... ]

Apply Changes ] Cancel ]

Gateway > Gateway Settings > Network

Below is typical view of Gateway settings in the Network section:

v Network Top ] Edit ]

192.168.0.0[255.255.0.0],172.16.0.0

“Local Network" address ranges
[255.240.0.0],FEBO::/10,FECD::/10,::1,10.0.0.0[255.0.0.0],127.0.0.1

"Local Metwork” address range exceptions 1.212.21.122

Trusted Device list 111.222.3.4

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the Network subsection:
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Add Range...

Gateway

"Local Metwork” address ranges

e e e e e e

ADDRESS RANGE ACTIONS

10.0.0.0[255.0.0.0] Edit Range... ] Remove Rangs
192.168.0.0[255.255.0.0] Edit Range... ] Remove Rangs
172.16.0.0[255.240.0.0] Edit Range... ] Remove Range
127.0.0.1 Edit Range... ] Remove Range
FEBO::/10 Edit Range... ] Remaove Range
FECO::/10 Edit Range... ] Remove Rangs
i1 Edit Range... ] Remove Rangs

"Local Network” address range exceptions
Add Range... ]

ADDRESS RANGE

ACTIONS

Apply Changes ] Close ]

For more information about configuration options in the Network subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >

General Settings in the PC-Duo Gateway Server Guide.

Gateway > Gateway Settings > Grouping

Below is typical view of Gateway settings in the Grouping section:

w Grouping

Top

]

Edit

]

Additive: Host added to groups in matching rules; no group memberships

Global Host grouping policy
removed

Active Directory PROMYNETWORKS( proxynetwarks.com),OlU=
IPv4 Address 192.168.1.1(50),6RP1

Extension tag test_tag,test, GRP1



Web Console Operating Guide

The Administrative Account User can click on the Edit button to view and/or edit any of
these configuration options in the Grouping subsection:

GROUPING x

Automatically group Hosts according to the following rules:

Add Active Directory rule... ] Add IPv4 Address rule... ] Add Tag rule... ]
RULE TYPE CONDITION GROUP ACTION
Active Directory PROXYMETWORKS QU= Remove |

IPv4 Address 192.1.1.1{10) Boston Sales Team Remove

d!

Extension tag Sales,_sales Boston Sales Team Remove

Host grouping policy:

(@ Additive: Host added to groups in matching rules; no group memberships removed

() Named Groups: Host added to groups in matching rules and removed from groups named in non-matching
rules; other group memberships unchanged

(O Exclusive: Host added to groups in matching rules; removed from all other groups
(O Exclusive If Matched: if Host matches any rules, acts as Exclusive; otherwise group memberships unchanaed

In all cases, if the Host doesn't match any rules, add it to the group: Boston Sales Teamn -

Apply Changes ] Close ]

For more information about configuration options in the Grouping subsection of the
Gateway Settings tab, please see Gateway Configuration > Gateway Server Settings >
General Settings in the PC-Duo Gateway Server Guide.
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Gateway > Gateway Licenses

The Gateway Licenses sub tab allows the Account User to view and edit license keys
for the Gateway Server, and monitor their usage.

There are two types of licensing models for the Gateway Server:

License Modes

Description

Concurrent °
Users

Primary Gateway Server license mode for PC-Duo On Demand Edition

Counts and limits the number of concurrent Account Users by account type
(Administrative, Master, Personal) that can logon to the Web Console or or
open a Remote Desktop QuickConnect window (with Input Control) at the
same time; when all available licenses for a particular account type are in
use and another user of that account type requests access, he/she will be
denied

Allows for unlimited use of all Host types (installed, RDS, VDI, HOD)

Enables Remote Desktop options in the Web Console, including the
QuickConnect and the Connect commands on the Host context menu

Host on Demand service can be enabled with a special key; in this license
mode, the use of HOD is unlimited

Will take precedence over any Managed Host license keys (even
Concurrent User trial keys take precedence over permanent Managed Host
keys)

Special internal category called Limited Admin is not counted but will be
available to administrators when all Administrative account licenses are in
use

Managed Hosts .

Primary Gateway Server license mode for PC-Duo Enterprise Edition

Counts and limits the total number of installed Hosts that can report to the
Gateway; when the limit is reached, the next installed Host that tries to
report to the Gateway Server will be denied (once a Host reports to a
Gateway Server, it must be explicitly removed by the administrator)

Counts and limits the number of concurrent transient Host instances by
Host type (RDS, VDI or HOD) that can report to the Gateway Server at the
same time; when the limit for any Host type is reached, the next Host
instance of that type that tries to report to the Gateway Server will be
denied

Remote Desktop options in the Web Console, including the QuickConnect
and the Connect commands on the Host context menu are not enabled

Host on Demand service can be enabled with a special key; Gateway
Server will count and limit the number of concurrent HOD channels; when
the limit for HOD channels reached, the next attempt to connect to an HOD
Host through the Gateway Server will be denied

Will be ignored if any Concurrent User license keys are present (including
trial keys)

Gateway > Gateway Licenses > Add New License Key

New license keys can be added by clicking on the Add New License Key button; a new
line will appear in the license key table with a field to enter the new license key and
command buttons to Insert (save) or Cancel the operation.

o R
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If the new license key is valid, it will be accepted and added to the table. If it is not valid,
an error message will appear with an error code, if applicable.

License keys cannot be edited. If a change is desired, delete one or more keys and add
new keys.

INSTALLED LICENSE(S)

Add New License Key ]

LICENSE KEY DESCRIFTION COMMANDS

Insert ] Cancel ]

5130 0000 0000 0000 0000 D000 Managed Hosts vE8.10 Delete |
5140 0000 0000 0000 Q000 0000 Concurrent Users v8.10 Delete |

Below is a list of the parameters and values displayed in the Installed Licenses table:

Field Description
License Key Gateway Server license key(s) (for version 12.6 and later)
Actions Actions that can be taken on this license key. Note that by pressing the Add New

License Key button, a new line will appear in the Installed License table and the
Insert and Cancel buttons will be active.

Insert Insert new license key.

Note: The Gateway Server will attempt to validate the
contents of the license key input field before accepting it.

Cancel Cancel the input and turn to view only mode

Delete Delete the license key

Note: Concurrent User license keys (even trial license keys) will take precedence over
Managed Host license keys
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Gateway > Gateway Licenses > License Activity

The second table on the Gateway Licenses sub tab shows aggregate number of licensed
accounts by type and the number of licenses currently in use. This table is relevant when
the Gateway Server is in Concurrent Users license mode.

Gateway > Gateway Licenses > License Activity > Concurrent Users

When the Gateway Server is in Concurrent User license mode, the License Activity table
will show the number of licenses granted and the number of licenses in use by account

type:
LICENSE ACTIVITY
GATEWAY SERVER: GATEWAY
LICEMSE MODE: COMCURREMT USERS (WITH HOD)
ACCOUNT TYPE LICENSES IN USE NUMBER OF LICENSES
Administrative users 2 5
Master users 0 10
Personal users 0 25

In the table header, the following information is presented:

Field Description
Gateway Server The name of the Gateway Server to which this Web Console is attached
License Mode Type of license in effect for Gateway Server
Concurrent Counts/limits the number of Account Users that can log

Users with HOD

into and use the Web Console concurrently.
QuickConnect and Remote Desktop connection
commands in Host context menu are enabled. In addition,
Host on Demand is enabled, allowing remote users to
share their desktops instantly by clicking on the Share My
Desktop button on the Web Console landing page.

Concurrent
Users

Counts/limits the number of Account Users that can log
into and use the Web Console concurrently.
QuickConnect and Remote Desktop connection
commands in Host context menu are enabled. Note,
however, that Host on Demand is disabled and the Share
My Desktop button is disabled on the Web Console
landing page.
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Gateway > Gateway Licenses > License Activity > Managed Hosts

When the Gateway Server is in Host license mode, the License Activity table will show
the number of installed Hosts (non-transient) allowed to report to the Gateway Server and
the total number currently reporting, and the number of transient Hosts by Host type
(RDS, HOD, and VDI) allowed to report to the Gateway Server at the same time and the

total number currently reporting:

LICENSE ACTIVITY

GATEWAY SERVER: DOGFOOD
LICENSE MODE: MANAGED HOSTS (WITH HOD)

TYPE

Non-Transient workstations

Host for RDS

Host on Demand (session | pinned)

Host for VDI

CURRENTLY IN USE MAXIMUM ALLOWED
22 200
0 25
270 16
1 50

In the table header, the following information is presented:

Field Description
Gateway Server The name of the Gateway Server to which this Web Console is attached
License Mode Type of license in effect for Gateway Server

Managed Hosts
with HOD

Counts/limits the total number of installed Hosts that can
report to the Gateway Server and be moved into the All
Hosts group to be managed; also counts/limits the
number of transient Host instances by Host type (RDS,
VDI, HOD) that can report to the Gateway Server at the
same time. QuickConnect and Connect commands in
Host context menu are disabled. However, Host on
Demand is enabled, allowing end users to share their
desktops instantly by clicking on the Share My Desktop
button on the Web Console landing page.

Managed Hosts

Counts/limits the total number of installed Hosts that can
report to the Gateway Server and be moved into the All
Hosts group to be managed; also counts/limits the
number of transient Host instances by Host type (RDS,
VDI, HOD) that can report to the Gateway Server at the
same time. QuickConnect and Connect commands in
Host context menu are disabled. In addition, Host on
Demand is disabled and the Share My Desktop button is
disabled on the Web Console landing page
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Gateway > Polling Ranges

The Polling Ranges sub tab allows the Account User to create, edit and delete network
polling ranges for finding Hosts. The Account User can also request a refresh of the
polling ranges to search for any newly available Hosts.

POLLING FOR HOSTS

Add New Poling Schedule I

ADDRESS PROTOCOL

192.168.1.1(10) UDP/IP

FFO2::1

UDPR/IP

SCHEDULE RUNNING RUNHNING COMMANDS

ADDRESS
Daily @12:00 AM Mo found 24 hosts Edit | Remove | Pall Mow |
Daily, 12 times, . _ N § )
starting at Mo ound 0 hosts Edit | Remove | PolNow |
12:00 AM
and repeating

every 1 hours

Below is a list of fields, values and commands available for each entry in the Polling

Range table:
Field Description

Address IPv4 or IPv6 network address of target machine or start of range, with number
of addresses in range in parentheses

Protocol Network protocol to use for polling
UDP/IP Use UDP protocol over IP
TCP/IP Use TCP protocol over IP

Schedule Specify port to use for polling (Default = Standard)

Running Current status of polling (Default = No)

Running Address

If most recent execution of poll resulted in Hosts found, the number will be
shown here

Commands

Commands available to manage polling ranges & schedules

Edit Edit the polling range and/or schedule type, and/or
change parameters

Remove Delete this polling range and schedule

g1 o -
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Poll Now Execute polling on the specified target(s) now

New polling ranges can be added by clicking on the Add New Polling Schedule button:

POLLING RANGE & SCHEDULE OFTIONS

Protocol: UDR/IP b Port:  Standard

Poling Range Options

(@) Broadcast to IPV4 address

i) Scan IPV4 address range

i) Broadcast to IPVE link-local multicast address
() Broadcast to IPV6 site-local multicast address

iy Poll single computer (at one IPVE address)

Address:

Poling Schedule

(@ Once a day, on selected days of the week
(" Perindically throughout the day, every day
~) According to an advanced schedule

Starting at  12:00 AM &
Sunday Monday Tuesday Wednesday
Thursday Friday Saturday

Apply Changes ] Cancel ]

The following table shows options that can be specified when adding new polling ranges

and schedules:

Field Description
Protocol Specify network protocol to use for polling
UDP/IP Use UDP protocol over IP
TCP/IP Use TCP protocol over IP

Port Specify port to use for polling (Default = Standard)
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Polling Range
Options

Choose the type of polling range you want to search and specify target
addresses and ranges

Broadcast to
IPV4 address

Enter IPV4 address for target machine you want to poll

Scan IPV4
address range

Enter starting IPV4 address and the number of additional
sequential addresses that you want to poll

Broadcast to
IPV6 link-local
multicast address

Enter IPV6 address for a link-local address

Broadcast to
IPV6 site-local
multicast address

Enter IPV6 address for a site-local address

Poll single
computer IPV6

Enter IPV6 address for target machine you want to poll

Polling Schedule
Options

Choose a schedule for polling and specify parameters

Once a day Execute polling once a day a specified time and on the
specified days against the polling range selected above

Periodically Execute polling at each interval, starting with the
specified time and continuing for as many times as
specified, against the polling range selected above

Advanced Execute polling according to advanced schedule of

months, days, hours and minutes

~N o
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Gateway > Gateway Accounts

The Gateway Accounts sub tab allows the Account User to view and edit security
permissions for Windows accounts authorized to have access to the Gateway Server.

GATEWAY ACCOUNTS

ACCOUNT OR ACCOUNT GROUP NAME

& 3 PR YL fRm PN, o
((A==G= M) WA==G=*M)):

Gateway Security

ACCOUNT
Everyone
BUILTIN' Administrators

PROXYMETWORKS\Domain Users

[ 1 2 PageSize 10

 F H

Search

ACCOUNT SID PERMISSIONS

5-1-1 Details |
5-1-5 Details |
5-1-3-21 Detzils |

Displaying ftems 1 - 10 of 14

Below is a table of fields, values and actions for each entry in the Gateway Accounts

table:
Field Description
Account <Domain>\<Username> for the Account User that is authorized to access the
Gateway Server; can be Windows account for individual Account User or for a
Windows security group (e.g. Domain Administrators)
Account SID Security ID number (as defined in the Gateway Server) for this account
Permissions Permissions defined for this account

Details

Read only display of all permissions (Gateway permissions,
Group permissions, Host permissions) that the Account User
has on this Gateway Server

See Gateway Configuration > Gateway Server Settings >
Gateway Security in the PC-Duo Gateway Server Guide for
more detail on permissions.

Below is a table of other commands available on this popup:

Option Description
Gateway Go to popup window that will enable the Account User to authorize a new
Security Windows account to have access to the Gateway Server. See PC-Duo Gateway

Server Guide for more details about specific permissions that can be granted or

denied.
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Gateway > Web Console Settings

The Web Console Settings sub tab allows the Account User to view and edit
configuration settings specific to the Web Console.

WEB CONSOLE SETTINGS

JUMP TO «

NAME VALUE
s General Top | Edt )
» Application Access — Internal Top ] Edit ]
» Application Access — External Top ) Edit )
» Host On Demand Top ) Edit ]

Note: Host on Demand may not be visible if Gateway Server does not have HOD license.

Gateway > Web Console Settings > Jump To Menu

The Jump To menu provides quick access to different subsets of Web Console Settings.
Click on the desired subset to go directly to those settings:

JUMP TO -

GENERAL
APPLICATION ACCESS — INTERNAL
APPLICATION ACCESS — EXTERNAL

HOST ON DEMAND

Below is a table of fields, values and actions available in the Web Console Settings table:

Field Description
Name Name of the Web Console setting
Value Current value for this Web Console setting

Commands Following commands are available to edit setting values
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Edit Edit one or more settings in this section

Top Jump back to the top of the Web Console Settings page

Gateway > Web Console Settings > General

This section shows current values for general configuration options of the Web Console.

Below is typical view of Web Console settings in the General subsection:

NAME YALUE
v General Top ] Edit )
Audit data update interval (minutes) 1
Diefault number of table rows 0
Display Custamn Style Mo
Hide disabled navigation tabs s

Wb Console message

The Administrative Account User can modify these settings by clicking on the Edit button:

GENER.AL X

Audit data update interval (minutes) 1 -
Default number of table rowes: o0 -
Display Custom Style: Yes (@) Mo
Hide disabled navigation tabs: ® Yes Mo

Wb Console message: Prowy Webh Console - Dermo Environmernt

Lpdate l Cancel l

Below is a table of the Web Console settings and options in this subsection:
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Setting Description
Audit data update interval Specify how often audit data should be written to logs (every 1 to
120 minutes; Default = 1)
Default number of table rows Specify how many rows of data should be presented in Web

Console tables (5, 10, 15, 20, 25 or 50; Default = 10)

Display Custom Style Toggle on/off rebranding/web console customizations

Hide disabled navigation tabs Specify whether or not disabled tabs and/or Sub Tabs in the menu
bar should be shown to Account Users who might not have
permissions to see them (Default = Yes)

Web Console message Enter a custom message to appear in the header (above the
search box) on each Web Console page

Gateway > Web Console Settings > Application Access - Internal

Rules for accessing the Web Console from within the same network can be different from
those for accessing the Web Console from outside. This section shows settings and
current values for accessing the Web Console from a machine in the same network.

Below is typical view of Web Console settings in the Application Access - Internal
subsection:

w Application Access — Internal Top ] Edit ]

Connection window authentication mode Web Console User
Gateway Server address (internal network)  SRYO1.developrment. local
Gateway Server protocol and port: TCP|2303

URL to access helper components Arccess via HTTP

The Administrative Account User can modify these settings by clicking on the Edit button:

B~
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APPLICATICN ACCESS — INTERMAL

Connection window authentication mode: ® Web Conzole User (O Always Prormpt O Single Sign-on
Gateway Server address (internal network ) SRV development local Exarrple: proxy. compary.com
Gatesway Server protocol and port: TCF|2203 Exarnple; UDP|2303, S50 8443
URL to access helper componats: ® Access via HTTP (installation default, recormmended if an untrusted certificate
is Lized)

Helper components are downloaded from the Wb Arcess wia HTTPS (requires certificate trusted by all dients to be instaled and

Console wsing the configured HTTP or HTTPS access. configured)

This is wsed only for the code components, and the Access from the following location (max 255 characters )

actual data connection is made according to the Mt s

Gateway Server configuration on this page. If the web 5

Console is accessible on HTTP port 80 (installation

default), "Access wia HTTP warks, If the Default weh

Site or Webh Console Apps site in 115 is bound toa

different port number, the URL must be specified

explicitly, for example “htto:ffservername 81",

Update ] Cancel ]

Below is a table of the Web Console settings and options in this subsection:

Setting Description
Connection window Specify which authentication credentials the Connection Window
authentication mode should use to connect to the system; this controls whether an

authentication prompt occurs when connecting through to a Host
(Default = Web Console User)

Web Console User If Windows console login is the same
identity as used to login to Web Console,
perform single-sign on (no prompt for
credentials). If Windows console login is a
different identity than used to login to Web
Console, prompt for password for account
used with Web Console.

Always Prompt Always prompt for credentials. This
prevents the account name used to
connect to Web Console from appearing
in any URLs.

Single Sign-On Always attempt single-sign on using the
Windows login identity. This may result in
a credentials prompt, or different level of
access than expected, if that identity is
different from the one used to log in to Web

Console.
Gateway Server port and Specify the port and protocol that the Gateway server is listening
protocol on that is accessible from inside the network
Gateway Server address Specify the address of the Gateway server that is accessible from
(internal network) inside the network
URL to access helper Specify URL to access the connection window application from

inside the network; should follow normal URL form
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components http(s)://<domain name>|<IP address> [:port>] (Default = Access
via HTTP)
Access via HTTP Recommended option if no certificate

available or untrusted certificate is used

Access via HTTPS Requires trusted certificate to be installed
and configured

Access from the Specific URL address to access the
following location Remote Desktop application

Note: The configuration options for accessing the Remote Desktop feature from within
the network will also apply to accessing the Host on Demand features from within the
network.

Gateway > Web Console Settings > Application Access - External

Rules for accessing the Web Console from outside the network can be different from
those for accessing the Web Console from inside. This section shows settings and
current values for accessing the Web Console from a machine outside the network.

Below is typical view of Web Console settings in the Application Access - External
subsection:

w Application Access — External Top ] Edit

Conmection window: authentication rode Wb Console Lser
Gateway Server address (external network)  SRWO1 developrment. local
Gateway Server protocol and port TCP|2303

URL to access helper components Arccess via HTTP

The Administrative Account User can modify these settings by clicking on the Edit button:
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AFFLICATION ACCESS — EXTERMAL

Comnnection window authentication mode:

Gateway Server address (external netwark):
Gateway Server protocol and port:

URL to access helper cormponets:

Helper compaonents are downloaded from the web
Consale Lsing the configured HTTP or HTTPS access.
This iz used only for the code companents, and the
actual data connection is made according to the
Gateway Server configuration on this page. If the weh
Conzale is accessible on HTTR part 20 (installation
default), “Access via HTTRY warks, If the Default Weh
Site or Wb Console Apps site in 1S is bound to a
different port nurmber, the URL rmust be specified
explicitly, for exarnple “httpffservername 817,

® Wweh Console User Alweays Prompt Single Sign-on

SRWOT.developmentlocal Exarnple: proxy.compary.cam

TCP|2302 Example: UDP|2303, S5L|8443

® Access via HTTP (installation default, recormmended if an untrusted certificate
i Lised )

Access via HTTPS (requires certificate trusted by all clients to be installed and
configured)

Access from the following location (max 255 characters),

hittp: /s

Update ]

Below is a table of the Web Console settings and options in this subsection:

Setting

Description

Connection window
authentication mode

Specify which authentication credentials the Connection Window
should use to connect to the system; this controls whether an
authentication prompt occurs when connecting through to a Host
(Default = Web Console User)

If Windows console login is the same identity
as used to login to Web Console, perform
single-sign on (no prompt for credentials). If
Windows console login is a different identity
than used to login to Web Console, prompt for
password for account used with Web Console.

Web Console User

Always Prompt Always prompt for credentials. This prevents
the account name used to connect to Web

Console from appearing in any URLSs.

Single Sign-On Always attempt single-sign on using the
Windows login identity. This may resultin a
credentials prompt, or different level of access
than expected, if that identity is different from

the one used to log in to Web Console.

Gateway Server port and
protocol

Specify the port and protocol that the Gateway server is listening on
that is accessible from outside the network

Gateway Server address
(external network)

Specify the address of the Gateway server that is accessible from
outside the network

URL to access helper

Specify URL to access the connection window application from
outside the network; should follow normal URL form
http(s)://<domain name>|<IP address> [:port>] (Default = Access
via HTTP)
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Access via HTTP

Recommended option if no certificate

available or untrusted certificate is used

Access via HTTPS

Requires trusted certificate to be installed

and configured

Access from the Specific URL address to access the

following location

Remote Desktop application

Note: The configuration options for accessing the Remote Desktop feature from outside
the network will also apply to accessing the Host on Demand features from outside the

network.

Gateway > Web Console Settings > Host on Demand

This section shows settings and current values for the Host on Demand feature.

Below is typical view of Web Console settings in the Host on Demand subsection:

~ Host on Demand
Share My Desktop
Station name (max 80 characters)
Connection permission
Connection permission timeout
Lock workstation if permission requested but not explicitly granted
J50N file delivery mode
Host extension tag

Host services enabled by default

Top ] Edit

Enabled

%eUSERY. on %NAMEY:
None

10 seconds

No

File

HOD=yes 1234

Input Control, Clipboard Transfer, Remote Printing, Chat,

The Administrative Account User can modify these settings by clicking on the Edit button:

G I
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HOST ON DEMAND

Share My Desktop:

Connection permission:

but not explicithy granted:
JSON file delivery mode:

Connection permission timeout:

@ Enabled (7) Disabled

Station name (max 80 characters): WUSERY% on %NAMEY%

@ Mone () Required () Requested

10 seconds -

Lock workstation if permission requested () Yes () No

@ File () Inline

Host extension tag: Mame (max 128 characters) :
HOD
Value (max 1024 characters) :
yvez 1234
Host services enabled by default: Input Control ] File Transfer
Clipboard Transfer [| Remote Management
[_] Remote Printing W] Chat
Update l Cancel l

Below is a table of the Web Console settings and options in this subsection:

Setting

Description

Share My Desktop

Set this to Enabled to activate the Share My Desktop button
on the Web Console landing page (Default = Disabled, even
if Gateway Server is licensed for HOD)

Enabled Enable the Share My Desktop button on the
Web Console landing page

Disabled Disable the Share My Desktop button on
the Web Console landing page

Station name

The name that will be assigned, after resolving any macros, to
each new HOD instance (also known as Station)

Connection permission

Specify whether or not permission to connect should be
required or requested from local Host user before Remote




Gateway

Desktop connection is established

None No permission is required from local Host
user before HOD accepts request for
Remote Desktop connection

Required Permission to connect is required from local
Host user before HOD will accept request
for Remote Desktop connection

Requested Permission to connect will be requested
from local Host user before HOD wiill
accept request for Remote Desktop
connection, but if no response is received
within a timeout period (see below), HOD
will accept request for Remote Desktop
connection

Connection permission
timeout

Specify the period of time that HOD should wait for local
Host user to respond to a request for permission to connect
before proceeding to allow connection to be established

Lock workstation if
permission requested but
not explicitly granted

Specify whether or not Host desktop should be locked if
permission to connect has been requested by request was
either denied or did not get a response from local Host user

Yes Lock the Host desktop

No Do not lock the Host desktop

JSON file delivery mode

If Web Console is behind a firewall, the location of the JSON
file for Host on Demand can be pre-configured, eliminating
the need to make an additional HTTP request. (Default =
File)

File Configure Host on Demand to request
JSON file from Gateway server after it is
downloaded to Host desktop

Inline Configure JSON file to be delivered along
with the Host on Demand when it is
requested from Gateway server

Host extension tag

Specify custom attribute for this HOD instance in format of a
name-value pair

Name Specify a custom name for this attribute
(max size is 128 chars)

Value Specify a custom value for this attribute
(max size is 1024 chars)

Host services enabled by
default

Specify the Host services which will be enabled when remote
user connects to Host on Demand desktop.

NOTE: Host for Macintosh supports only Input Control and
Clipboard Transfer services.

If Host on Demand is configured for permission to connect,
console user will have opportunity to modify the default
configuration.

~N e
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Reguest Permission for Connection

g User HOME\paul wants to connect for remate control.

Show Details. .. |

Time remaining before automatic rejection:

56 seconds
Services Enabled for this Connection
¥ Input Control V¥ File Transfer
¥ Clipboard Transfer ¥ Remote Management
™| Remate Printing V¥ Chat
Accept Connection | | Heiect Connection |

NOTE: Host for Macintosh does not allow the console user to
select services to enable.

Actions Actions that can be taken on this popup window
Update Save changes and close the popup
window
Cancel Discard changes and close the popup
window

Gateway > Web Console Settings -> Web Console Authentication

This section shows the current setting for the Web Console authentication method:

WEB CONSOLE AUTHENTICATION

Change Authentication ]

MAME VALUE

Authentication

The Administrative Account User can modify these settings by clicking on the “Change
Authentication” button:

Forms Authentication
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F . |
AUTHENTICATION x
Web Console Authentication
(@) Forms Authentication
) Windows Authentication
Warning
Changing Web Console authentication will logout all users from Web
Console who are currently connected. Gateway operation is not
| affected by this change.
Cancel ]
™= A A A A e B A i B B m

Below is a table of the Web Console settings and options in this subsection:

Setting

Description

Forms Authentication

Forms Authentication — An ASP.NET authentication mode where
a session cookie is issued as proof of authentication. This
method is preferred over those built into the Web Browser
because it works consistently, including supporting Logout and
“Login-As”, and works reliably from Apple (Mac & iOS) devices.
(Recommended)

Windows Authentication

Integrated Windows Authentication — Microsoft NTLM or
Kerberos V5 authentication for use in environments desiring
Single Sign-On capability

NOTE: When upgrading from v12.6 or earlier, if the existing web site is using Basic Authentication then it will be
converted to Forms Authentication by the installer.

Rebranding & Customizing your PC-Duo Web Console

This section highlights the necessary changes to the PC-Duo Web Console to enable
persisting Ul customizations through the upgrade process.

The Ul customization is implemented in both the PC-Duo Web Console landing page as
well as the Web Console itself. The landing page customization is driven by a pattern of
overwriting the css classes in a custom css file. This pattern is chosen for these reasons:

The custom css allows simple changes like displaying customized images on the landing page.
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The custom css allows a complete replacement of the main display of the landing page which can
include images as well as separately written markup (.cshtml). To support this advanced
customization, the markup of the body of the landing page has been componentized to a web
control.

Customization of the landing page involves copying files and editing the custom css file.
Customization of the wc section of the Web Console, on the other hand, involves simply
copying four image files to a specific folder.

All of the Ul customizations are controlled by a new Web Console setting, which turns the
Ul customization on or off. If no changes are made in terms of copying custom image
files or editing the custom css file, and the customization flag is turned on, the Web
Console Ul shows the installed state.

r

GEMERAL

Audit data update interval (minutes): 120 -
Default number of table rows: 25 -
Display Custom Style: ()¥es (@) No

There are three empty folders added to the Web Console installation directories. The
folders are added as empty during the initial installation to ensure that any files copied
into these folders after the install are not touched by the subsequent upgrade installs.

These folders are:

\Vector Networks\PC-Duo Web Console\WebRoot\Views\Home\Custom — This folder will
contain any overwritten html markup for the landing page body. Note: If the markup is being
customized, along with the image files, the custom css file should contain the correct css class
names that are used in the markup as well as the correct image file names matching the image
files in the \Content\Custom folder.

\Vector Networks\PC-Duo Web Console\WebRoot\Content\Custom — This folder contains the
customized image files (png format) for the landing page. Note: If only the image files are being
customized and not the markup of the landing page body, the image sizes have to match,
whereas the image file names should match the files names in css classes in the custom css file.
\Vector Networks\PC-Duo Web Console\Web\Content\Custom — This folder contains the
image files (png format) for the wc section of Web Console. Note: The file names and image
sizes cannot be changed at all in this case.

In addition to the three Custom folders, there is another folder that is added to the Web
Console installation, namely \Vector Networks\PC-Duo Web
Console\WebRoot\CustomTemplate, which contains the template files. These files are
copies of the files that are installed with the default Web Console installation. The files in
this folder are listed below:

_custom.cshtml: This file contains the html markup for the body content of the landing page.
browser.png: This file is the “Browser” link on the landing page.

find.png: This file represents the enabled state of the “Find A Desktop” button on the landing
page.

find_disabled.png: This file represents the disabled state of the “Find A Desktop” button on the
landing page.
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help.png: This file is used for the dots that appear above the “Share My Desktop” and the single
dot that appears below the “Find A Desktop” button on the landing page.
loginas.png: This file is the image for the “Login As” link on the landing page.
logoroot.png: This file is the company logo that appears in the center of the landing page.
share.png: This file represents the enabled “Share My Desktop” button on the landing page.
share_disabled.png: This file represents the disabled state of the “Share My Desktop” button on
the landing page.
Logo-v2.png: This file represents the logo that appears in the left corner of the header in the wc
section of Web Console. This file name and image size cannot be modified and there is no need
to modify/override any custom css.
The following three files collectively change the color of the primary navigation bar (default color
is blue) that appears in the wc section of the Web Console. These files are to be considered as a
single unit and should always be changed together. These file names and image sizes cannot be
modified and there is no need to modify/override any custom css.

e menu-bg.png

e menu-border.png

e menu-bf2.png
proxy.custom.css: This file is the custom css file. The name of this file cannot be changed.
This is the override file for customization of the landing page and has all the default css classes
that can be overridden. Here is a brief description of the custom.css file. The custom css file is
divided into individual classes. The classes are divided into sections in order of the images that
are frequently modified. Each section has a header and one or two css classes. A css class has
a name, which appears with a dot (“.”) in front of it, and a body that contains properties of the css
class. Each css class has a comment delimiter before it and after it. Be sure to remove both
comment lines completely to enable the css class. The header of the section briefly describes
what the css class(es) in that section deal with. NOTE: if the custom css class is modified, the
Web Console site has to be restarted on the IS server as the bundling and minification of static
resources (js and css files) take place at web application start time. A snapshot of the raw
custom css is displayed below.

THIS SECTION IS RELATED TO OWERRIDING SHARE IMAGES.

MOTE: ALL COMMEMTS ARE REMOWED IN PAIRS OF Two LIMES — START AND ENMD.

share: Enabled share button dimage. Enable this class if you override the share image.
Moshare: Dizabled share button image. Enable this <lass if you override the share Tmage
and provide a disabled share dmage in custom folder.

share.png dimensions: 133 x 133 px

share_dizakbled.png dimensions: 133 x 133 px

REMOVE THIS LIME TO DISPLAY ALTERMATE IMAGE FOR Share

.Share

/’\'—r

background: urldshare.png) no-repeat;

REMOVE THIS LIME TO DISPLAY ALTERMATE IMAGE FOR Share ./
REMOVE THIS LIMWE TO DISPLAY ALTERMATE IMAGE FOR Moshare

.Moshare

background: url{share_disabled.png) no-repeat;
REMCOWE THIS LIWE TO DISPLAY ALTERMATE IMAGE FOR MoShare */

Customization of the landing page requires these minimum steps:
1. Copy proxy.custom.css from \WebRoot\CustomTemplate to

\WebRoot\Content\Custom.

[SNe ™
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2. Edit the custom css file in \WebRoot\Content\Custom to enable any css classes that
are to be overridden based on which images are being replaced, as explained above.

3. If the customization is advanced and the landing page body is being re-written, then copy
the _custom.cshtml from \WebRoot\CustomTemplate to
\WebRoot\Views\Home\Custom.

4. Copy the respective images to \WebRoot\Content\Custom for the landing page images.

5. Copy the images for logo and/or menu background to \Web\Content\Custom for the wc
section of Web Console.

6. Setthe Web Console Settings flag to display customization to true.

NOTE: If the custom css is modified, make sure to restart the Web Console
application on the IIS server.



