
In today’s  justifiable  clim ate  of conce rn ove r ass e t and data loss e s, m one y 

could be  spe nt re active ly on ass e t and data s e curity solutions. Th e  pre s sure  

for action is  particularly pow e rful for bodie s  th at are  publicly accountable . But 

at Ve ctor w e  be lie ve  th at dilige nce  in addre s s ing ris k  can and s h ould be  

accom panie d w ith  e ffort to ach ie ve  broade r be ne fit from  th e  spe nding of 

taxpaye r’s  m one y.

Th e  ce ntral proposition of th is  pape r is  th at RFID and oth e r location 

te ch nologie s  can s e rve  m ultiple  purpose s. IT innovators can us e  a Locator 

te ch nology to form  a bridge  be tw e e n th e  ne e ds  and inte re sts of de s k top 

m anage m e nt and th os e  of ass e t and data s e curity. 

O rganisations s h ould strive  to inte grate  location inform ation into th e ir IT 

Ass e t Manage m e nt Databas e  (and/or th e ir CMDB) and e xploit th e  data in 

th e ir Se rvice , Ch ange , Eve nt, Configuration and Ass e t Manage m e nt 

Proce s s e s . Th e  ph ys ical s e curity aspe cts of RFID in particular can h e lp cre ate  

th is  bridge , if im ple m e nte d optim ally.

By now  w e  h ave  all se e n th e  alarm ing statistics about th e ft and loss of 

m obile  IT ass e ts  and th e  e ve n m ore  s e rious is sue  of th e  cons e q ue ntial 

e xposure  of s e ns itive  pe rsonal and corporate  inform ation. To m ak e  sure  w e  

don’t lose  s igh t of th e  s e riousne s s, w e  w ill list som e  re ce nt e xam ple s, but 

th e y are  k e pt brie f and confine d to th e  e nd of th e s e  note s. 

O ur m ain obje ctive  is  to e xplore  th e  opportunitie s  organizations h ave  to 

re spond to today’s  s e curity th re ats and e nh ance  th e ir IT ass e t m anage m e nt 

at th e  sam e  tim e . m ore .
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Bridging De s k top Manage m e nt and Se curity

W e  h ave  vis ite d large  and soph isticate d ne tw ork  s ite s  w h e re  th e  tw o de partm e nts, s e curity and de s k top 

m anage m e nt, w e re  cle arly h igh ly com pe titive  – figh ting for m one y, k udos and anyth ing e lse  th e y could 

scrap ove r.  W h ich  cam e  first – s e curity or de s k top m anage m e nt?  D id s e curity de partm e nts e volve  

be caus e  th e  syste m s and configurations be ing de ploye d by ‘IT’ w e re  inh e re ntly full of h ole s? W h e n th e  

only w ay of re m oving volum e s  of confide ntial data w as by pack ing re am s of printouts into th e  brie fcas e  

nigh t afte r nigh t, w h at w as th e  ne e d for a s e curity de partm e nt?  Th e  proble m  of data th e ft h as  e xiste d 

s ince  floppy dis k s  w e re  inve nte d, but a USB m e m ory stick  fits in th e  pock e t m ore  e as ily th an a floppy 

dis k  e ve r did. Incre as ing num be rs  of pe ople  w ork ing in m obile  m ode  m ak e  som e one  w alk ing out of th e  

office  w ith  a laptop a com m on occurre nce . 

Today th e  lid of th e  Pandora’s box of ass e t and data s e curity is  w e ll and truly ope ne d and it’s  h ard to s e e  

h ow  it is  going to be  s h ut again any tim e  soon. D e aling w ith  th e  e vil spirits flying out of th e  box is  

large ly a ch alle nge  for th os e  ch arge d w ith  s e curity. It is  e asy to say th at th e  lid s h ould ne ve r h ave  be e n 

tak e n off, but could it e ve r h ave  be e n k e pt on? 

•   H ow  could w e  pre ve nt data be ing w ritte n to re m ovable  – e ve n just ‘m ovable ’ – m e dia?

o  Unle ss  totally s e rve r bas e d, w ith  th in clie nts, no local data storage  on any form  of de vice , any 

ports block e d, and pe rim e te r and ne tw ork  acce s s  m anage m e nt ch e ck ing any syste m  th at conne cts 

to th e  ne tw ork .

•   Uncontrolle d m ove m e nt of m e dia

o  Track ing of e ve ry m e dia de vice , pre ve ntion of an ‘unauth orize d’ m e dia de vice  be ing conne cte d 

in th e  first place .

•   Data m ove m e nt w ith out m e dia - e m aile d to anyone , anyw h e re

o  Ve ry strict e m ail and conte nt re gulation – but h ow  practical is  it to distinguis h  a le gitim ate  

spre ads h e e t from  a non-le gitim ate  pack age  of data.

O ne  th ing is  ce rtain: m inim izing th e  ris k  to th e  organization re q uire s  th e  tw o de partm e nts – Se curity 

and D e s k top Manage m e nt - to talk . Th e y alre ady do, as ne ce s s itate d by day-to-day ope rations, be caus e  

Se curity ne e ds  de s k top m anage m e nt to de ploy s e curity products and m aintain th e ir configuration, but 

coope ration could be  a lot stronge r and a lot m ore  strate gic.

Th e  introduction of a locator te ch nology can be  th e  catalyst for m ore  strate gic coope ration. W ith out 

e xce ption, th e  s ituations into w h ich  Ve ctor h as  introduce d RFID th rough  one  of its industry partne rs h ips  

h ave  be e n s e curity drive n. Expe nditure  is  justifie d in part on th e  bas is  of th e  h orre ndous cons e q ue nce s  

of confide ntial data loss, and also on a m ore  straigh tforw ard ass e s sm e nt of th e  re duction in th e  total 

costs of re placing lost ass e ts. (Gartne r ass e s s e d in Se pte m be r 2004 th at a s ingle  m islaid laptop can cost 

a com pany m ore  th an $6,000 for h ardw are , softw are , us e r dow ntim e  and re storing data – assum ing it 

w as back e d up in th e  first place .)  H ow e ve r, w h e n th e  conce pt of curre nt ass e t location, and location 

h istory, is  pre s e nte d to th os e  re spons ible  for de live ring th e  Ch ange , Se rvice , Incide nt and Configuration 

Manage m e nt proce s s e s , th e  adoption is  usually im m e diate . Le t’s  look  ne xt at w h y th at is.

ITIL – th e  role  for Location Inform ation

If for th e  m om e nt w e  can pre sum e  th at th e  re ade r is  alre ady convince d of th e  nigh tm are  of ph ys ical 

ass e ts and data on th e  loose , w e  can look  in paralle l at th e  ide a th at Location inform ation can h ave  

w ide r application and value  in ove rall m anage m e nt and e xploitation of IT ass e ts. 

Many organizations h andle  IT ass e ts  s e parate ly from  th e  m anage m e nt of ‘Fixe d Ass e ts’. It’s  e asy to point 

to th e  pe culiar nature  of softw are  as th e  m ain re ason for th is , but m any IT ass e ts  are  so m obile  th e y 

te nd to ph ys ically disappe ar from  vie w  w ith in h ours of arriving in th e  organization – w h ich  m ak e s  

inclusion in ‘Fixe d Ass e ts’ just a little  ironic.  So th e  te rm  IT Ass e t Manage m e nt h as  e volve d for th e  

colle ction of capabilitie s  and functions ne e de d to prope rly q uantify, re gulate  and e xploit IT h ardw are  and 

softw are  ite m s in line  w ith  th e  ne e ds  of th e  bus ine s s.

It is  h ard today to cons ide r IT Ass e t Manage m e nt w ith out th ink ing about ITIL. As an instance , ITIL 

stre s s e s  th e  im portance  of Ch ange  Manage m e nt proce dure s, and a good ITAM syste m  w ill support th os e  

proce dure s  th rough  autom atic ch ange  re cognition, pe rm itting re conciliation w ith  th e  ch ange  proce s s  

m anage m e nt syste m s. Ch ange  m anage m e nt is  norm ally associate d w ith  ch ange s  of configuration, but if 

w e  acce pt th at location is  an im portant ass e t ch aracte ristic th e n curre nt ass e t location is  also re q uire d. 

As an ope rational e xam ple  of th e  im portance  of location inform ation, if a Ch ange  or Configuration 

Manage m e nt re port indicate s  a laptop e scape d a re ce nt patch  or AV update , but th at syste m  is  not live  

on th e  ne tw ork , you ide ally ne e d to k now  w h e re  it is  so th e  de ficie ncy can be  fixe d be fore  it caus e s  

proble m s such  as introducing a virus to th e  ne tw ork . 
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Until th e  h uge  pe naltie s  of s e curity bre ach e s  arrive d on th e  sce ne  to justify th e  introduction of location 

te ch nology, m anage rs  h ad to do w ith out th is  inform ation.

In th is  conte xt, th e  natural re pos itory for th e  ne w  location inform ation is  th e  ITAM (or th e  full CMDB) 

databas e , from  w h e re  it can be  e xtracte d th rough  th e  various Ch ange , Se rvice  e tc proce s s  m anage m e nt 

inte rface s. Ve ctor be lie ve s  it m ak e s  s e ns e  to adopt th e  principle  th at th e  introduction of an ass e t location 

sch e m e  s h ould include  th e  s h aring of th at data w ith  th e  databas e (s) th at unde rpin th e  organization’s 

Se rvice  Manage m e nt, Ch ange  Manage m e nt, Incide nt Manage m e nt, Configuration Manage m e nt and 

Ass e t Manage m e nt proce dure s. In s h ort, Location m atte rs  in ITIL.  

Th e  Value  of Location Inform ation in IT Ope rations

It is  a fact of life  th at in an e ra of incre as ing virtualization of re source s, som e one  still h as to de al w ith  

th e  life cycle  and m ainte nance  of th e  re al e q uipm e nt on w h ich  th os e  virtual re source s  are  built. And 

som e  re source s, such  as note book s  and PDAs, w ill continue  to e xist in paralle l to incre as ing 

virtualization. If you w ant to w ork  in an airport lounge  and acce s s  h oste d applications and s e rve rs, you 

still ne e d de vice s.  At an ope rational le ve l, in w h at w ays can Location Te ch nology contribute  to IT 

m anage m e nt? Som e  e xam ple s –

•   Europe  at le ast h as  strict disposal law s for IT e q uipm e nt, and it’s  no longe r acce ptable  s im ply to w rite  

a PC off as fully de pre ciate d and stop w orrying about it. (Th e  form at for disposal inform ation can be  

custom is e d w ith in Ve ctor’s  IT Ass e t Manage m e nt solution.)  Finding syste m s th at m ust be  dispos e d 

of in accordance  w ith  re gulations h as  be com e  im portant.

•   Com pliance  and Audit. Th e  ability to locate  h igh ly m obile  ‘fixe d ass e ts’ provide s  ve rification and 

support for pe rsonal accountability th at ph ys ical ass e ts are  still w ith in th e  organization. Th is  is  

im portant to audit and com pliance  functions, and te ch nologie s  such  as Dual-Active  RFID (s e e  be low ) 

can provide  data at vastly re duce d cost com pare d w ith  a traditional ‘w alk -round’ re fre s h  of bar-

code d inform ation.

•   A suitable  locator te ch nology can provide  inform ation in re al-tim e , contributing value  into are as such  

as Se rvice  Manage m e nt th at are  inh e re ntly re al-tim e  drive n. Dual-Active  RFID is  particularly us e ful 

in th is  conte xt.

RFID and th e  Se curity Ch alle nge

Im m e diate ly w e  m ust re cognis e  th at locator te ch nology is  not a panace a, not a ne w  lock  th at’s going to 

close  th e  lid on Pandora’s box. But it is  a s ignificant addition to an ars e nal th at today include s  lock dow n 

te ch nologie s, data e ncryption, port m onitoring th at de te cts, validate s, and block s  th e  transfe r of data to 

de vice s  such  as USB drive s  and m e m ory, ne tw ork  pe rim e te r m anage m e nt, conte nt analysis  and oth e rs. 

But, frank ly, th e s e  soph isticate d te ch niq ue s  are  all fairly us e le ss  w h e n som e one  can w alk  out w ith  a 

laptop unde r th e ir arm .

So, w h ile  a de te rm ine d and savvy inte rnal th ie f w ith  acce s s  to data w ill be  h ard to th w art, a k e y point to 

tak e  on board is  th at th e  curre nt spate  of data loss disaste rs  h as  ste m m e d not from  industrial 

e spionage , but from  s im ple  h um an and organizational e rrors. Th is  is  w h e re  a location te ch nology such  as 

RFID can com e  to som e th ing of a re scue  by providing inform ation on th e  location and m ove m e nt of 

tagge d ass e ts. RFID is  probably th e  m ost appropriate  te ch nology today, as it provide s  th e  follow ing 

uniq ue  m ix of ch aracte ristics:

Inte llige nce : RFID tags can contain cons ide rable  q uantitie s  of data and can be  re -w ritte n.

Re al-tim e : Tag m ove m e nt past a s e nsor station is  capture d in re al-tim e . 

Accuracy and Re s ilie nce : RFID tags are  le ss  susce ptible  to dam age  and corruption th an m ost bar code  

im ple m e ntations.

Ease  of Installation: Se nsor stations are  ve ry s im ple  to install and conne ct, in particular for syste m s 

us ing pow e re d – ‘Active ’ tag te ch nology.

Syste m  Inte gration: Location data can norm ally be  e xporte d from  th e  RFID syste m .

In a re ce nt re port on RFID us e  in US Gove rnm e nt by GCN Re s e arch , in coope ration w ith  th e  Industry 

Advisory Council’s RFID Com m itte e , it w as found th at am ong re sponde nts, 63%  pe rce nt e xpe cte d to s e e  

incre as e d s e curity, 50%  to s e e  incre as e d ass e t vis ibility, 39%  w e re  look ing for incre as e d spe e d of 

ope ration, 37%  for incre as e d data inte grity, 36%  w e re  e xpe cting re duce d costs of ope rations and 35%  

re duce d cost of inve ntory. Cle arly, m ultiple  be ne fits w e re  targe te d.
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Th e  te ch nology le nds its e lf to obvious additions to just re cording passage  of an ass e t past a s e nsor. 

Firstly, dire ctional inform ation. As w e ll as de te cting th at a ‘prote cte d’ m ach ine  h as  be e n de te cte d at an 

e xit from  a ‘prote cte d’ zone , by us ing tw o suitably pos itione d s e nsor stations it is  poss ible  to re cord th e  

dire ction of th e  trans ition. Se cond, associations of tagge d ite m s. For e xam ple , in organizations w h ich  

h ave  adopte d tag-bas e d acce s s  control for pe rsonne l (a rath e r particular ‘ite m ’), it is  not difficult to 

de fine  associations of ass e ts  and e ith e r groups or individuals approve d to be  carrying th at ass e t, so th at 

ale rts can be  furth e r re fine d to ide ntify w h e n a m ach ine  is  be ing tak e n out by som e one  w h o doe s  not 

h ave  auth ority to do so – such  as a vis itor be aring a vis itor status tag. (Exam ple s of th e ft by ph one y 

vis itors are  q uote d at th e  e nd of th e s e  note s.)

RFID ve ndor W e b s ite s  provide  m any e xam ple s and cas e  studie s  of applications, but be fore  le aving th is  

are a, w e  s h ould just clarify th e  diffe re nce  be tw e e n Active  and Pass ive  tag te ch nologie s.

Pass ive  RFID syste m s us e  tags th at are  not pow e re d, but h ave  induction loops w h ich  ge ne rate  pow e r 

w h e n pass ing close  e nough  to a s e nsor point. Th at m ak e s  th e m  suitable  for prote cting re tail goods. Th e  

tags can be  ve ry sm all. Active  tags h ave  e m be dde d batte rie s , and th e  tags can active ly transm it e ith e r 

in a be acon m ode  or w h e n trigge re d by pass ing a s e nsor point – typically a doorw ay. Th is  com bination 

e nable s location to be  de te rm ine d both  by re fe re nce  to th e  last de te cte d trans ition from  Z one  X into 

Z one  Y, but also by re gular confirm ation of pre s e nce  in Z one  Y. 

Asse t and Data Se curity: th e  Nigh tm are

Re ce nt e xam ple s, and broade r surve y inform ation, include  –

•   Safe w are , a com pute r insurance  provide r, e stim ate d w ay back  in 2002 th at U.S. PC ow ne rs  file d 

620,000 claim s for com pute r th e fts – m ostly laptops. Couple  th at w ith  IDC’s e stim ate  th at by 2008, 

50%  of PCs in th e  U.S. w ill be  laptops.

•   A com pre h e ns ive  study by th e  Com pute r Se curity Institute  and th e  FBI e stim ate s  th e  financial im pact 

of th e  ave rage  laptop th e ft at ove r $48,000.

•   Far too m any com panie s  h ave  no re cord of laptop s e rial num be rs, m ak ing re cove ry ne ar im poss ible  

e ve n if police  re trie ve  a h aul of stole n m ach ine s. (Se rial num be r colle ction is  an absolute  m ust-h ave  

for a de s k top inve ntory tool!)

•   A laptop containing Gulf W ar planning inform ation w as stole n from  th e  trunk  of a car of a UK Ministry 

of D e fe nce  official.

W h e n a laptop is  lost or stole n, th e  value  attach e d to confide ntial data ofte n far outw e igh s  th e  value  of 

th e  lost de vice . Th e  data m ay h ave  no inh e re nt value  but its confide ntiality is  param ount. In th e  last tw o 

ye ars, th e  m ain conce rn re garding loss of custom e r inform ation h as  m ove d from  th e  pote ntial for 

industrial e spionage  to th e  pote ntial for ide ntity th e ft. Th e  cost of inform ing e ve ry individual w h os e  

confide ntiality h as  be e n com prom is e d, and th e  ris k  of class action suit from  th os e  involve d, m ak e s  a 

$1,000 laptop containing ide ntity inform ation for 100,000 individuals s im ply a nigh tm are .

In today’s  clim ate  of pe rsonal accountability for th e  prote ction of corporate  and pe rsonal 

inform ation, can any CIO s ignore  th e  s ignificant ope rational advantage s  and pre ve ntative  

be ne fits th at can be  ach ie ve d from  th e  introduction of RFID location te ch nology and its 

inte gration into th e  re st of infrastructure  m anage m e nt?
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